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Ol21et S22 132t i TAE= SYFLch

S22 H0I20| HIK{ A= 27| HEHYLICY.

ZE 10| SAE A ZE 40| SAE B, XE 30| SAE CIF HALOf Tt 71y
LIC.

MAC address table

Flow table

Host A Host C Host B

2. BAE A BAER

SAE AOIM SAE B2 THZ00| HEE/ D Packet-In HIAIZ|7} H&ED SAE A
o MAC F47} ZE 10| SIS ELICH SAE Bo| ZEL 0} ¥2| R517] TR0

212 S2{YE| TekM s A2 SAE BeE S AE COlM g U T

MAC address table
Host A: Port 1

Flow table

Host A Host C Host B

Packet-In:

in-port: 1

eth-dst: SAEB
eth-src: SAEA
Packet-Out:

action: OUTPUT:Flooding

3. BAEBBAEA
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1.2. OpenFlow 2|3t A

MAC address table

Host A: Port 1
Host B: Port 4

Flow table

in-port:4, eth-dst:Host A
-> output: Port 1

Host A Host C Host B

Packet-In:

in-port: 4
eth-dst: SAEA

eth-src: SAEB

Packet-Out:

action: OUTPUT:ZE1

4, BAEASBSAER

StIjZI2 ZE 40f &Lt

Lodg

MAC address table

Host A: Port 1
Host B: Port 4

Flow table
in-port:4, eth-dst:Host A
-> output: Port 1

in-port:1, eth-dst:Host B
-> output: Port 4

Host A Host C Host B

Packet-In:

SAE AOM SAE BZ I{ZI0| HEE[H S22 H|0| 20| &=S Z7ist1

in-port: 1
eth-dst: &
=

eth-src:

Packet-Out:

action: OUTPUT:SAE4
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2912 20| ofst AN REE= Ryu &4 E2|0f AL CH
ryu/app/simple_switch_13.py

OpenFlow &0 2t 1 89H0l| = simple_switch.py (OpenFlow 1.0), simple_switch_12.py (OpenFlow
1.2)0] QA8 4 7|0|A= OpenFlow 1.32 A5t F+8S A ESL C

B2 oL AE0|22, HAHIE Of7|0f ARHRILICE

from ryu.base import app_manager

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER, MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_vi_3

from ryu.lib.packet import packet

from ryu.lib.packet import ethernet

class SimpleSwitch13(app_manager.Ryulpp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]

def __init__(self, *args, **kwargs):
super (SimpleSwitch13, self).__init__ (*args, **kwargs)
self.mac_to_port = {}

O@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler(self, ev):

datapath = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser
install table-miss flow entry
We specify NO BUFFER to max_len of the output action due to

#

#

#

# 0VS bug. At this moment, if we specify a lesser number, e.g.,

# 128, 0VS will send Packet-In with invalid buffer_id and

# truncated packet data. In that case, we cannot output packets

# correctly.

match = parser.O0FPMatch ()

actions = [parser.O0FPActionOutput (ofproto.0OFPP_CONTROLLER,
ofproto.0FPCML_NO_BUFFER) ]

self.add_flow(datapath, O, match, actions)

def add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

inst = [parser.0FPInstructionActions (ofproto.OFPIT_APPLY_ACTIONS,

actions)]

mod = parser.0FPFlowMod(datapath=datapath, priority=priority,
match=match, instructions=inst)

datapath.send_msg(mod)

@set_ev_cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

msg = ev.msg




datapath = msg.datapath
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

in_port = msg.match['in_port']

pkt = packet.Packet(msg.data)
eth = pkt.get_protocols(ethernet.ethernet) [0]

dst = eth.dst

src = eth.src

dpid = datapath.id
self.mac_to_port.setdefault (dpid, {})

self.logger.info("packet in ¥%s %s %s %s", dpid, src, dst, in_port)

# learn a mac address to avoid FLOOD next time.

self.mac_to_port[dpid] [src] = in_port

if dst in self.mac_to_port[dpid]:

out_port = self.mac_to_port[dpid] [dst]
else:

out_port = ofproto.OFPP_FLOOD

actions = [parser.0FPActionOutput (out_port)]

# install a flow to avoid packet_in next time

if out_port != ofproto.0FPP_FLOOD:
match = parser.0FPMatch(in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

data = None
if msg.buffer_id == ofproto.0FP_NO_BUFFER:
data = msg.data

out = parser.0FPPacketOut(datapath=datapath, buffer_id=msg.buffer_id,
in_port=in_port, actions=actions, data=data)

datapath.send_msg(out)

RELJEIE e

’

ro

WE

njo

2 2SI

=2 AN

1.3.1 Eefj2e| deo| & =7|3}

Ryu2g Tz Qo z 1353517| 25l ryu.base.app_manager.RyuAppS A& EHL|CH ESH OpenFlow
1.32 A}235}7| Wj20 0FP_VERSIONS Of OpenFlow 1.3 H{ZE 2| A &tL|C},

ot MAC =4 H|0|=0] siEsl= mac_to_portE &2lgfL(Ct,

Openflow Z2EZ2 OpenFlow 28|22t HEZ2{7t SIS ?lsl TR HE H0|3 S Z 72| TA|
7t Z2l=|0] ASLICE T2, Ryuo| L |37t Ol2{ et HAISS TR 710, Ryu S& Z21=0 M= 0]
2T HES AlZAMZ| ototE ElL|CY,

R

class SimpleSwitchl13(app_manager.Ryulpp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]

def __init__(self, *args, **kwargs):

super (SimpleSwitch13, self).__init__(*args, **kwargs)




Chapter 1. 22|32 5|8

self.mac_to_port = {}

1.3.2 O[HIE X{2|7|
RyuOllAl, OpenFlow HIA| XS 44153 3l S B|A|2|0f CiSSh= OMIETL 4 ELICH Ryu S8 2%
= Ful5tAt 5t OfjA o) TS ste OfHHIE 1

O E Xze|7|= e+ 22 E 2ol O|HE HHE U e+E Footal ety (decorate) = 2/t

= = =
ryu.controller.handler.set_ev_cls 3”8' 7\|'§ M%E“—I C|'.

set_ev_clse= 4I5t= BIA|A|Z A|dSt= O|HIE S2fA L} Ql4=0] CHet OpenFlow £22|2|2| HEHE A&
L[C.
O|IE SeffA 0|52 ryu.controller.ofp_event.EventOFP + {OpenFlow Bf|A|Z| O| &> LIC}. O

ol =

= =

=0, Packet-In H|A|X|2| AL EventOFPPacketIn QL|Ct Z[M|SH LIS Ryu A1 AP a|]11a_1¢ 232z
SHYAIL. HEHO CHSHAM = CHS S ot £= 2[AEZ A YTHL(C

49 A4
ryu.controller.handler HANDSHAKE_DISPATCHER | HELLO B{|A| 2| &t
ryu.controller.handler. CONFIG_DISPATCHER SwitchFeatures Bl|A| 2|9 =4l
ryu.controller.handler. MAIN_DISPATCHER HE ]
ryu.controller.handler.DEAD_DISPATCHER g A

Table-miss E2% &= 27}

OpenFlow A2{2|2t9| HE M|O|32 7} EEl &, Table-miss S22 &= (entry)0| & B[00 27}g]
1 Packet-In BIA| 2| & =41 ZH|E LT
Ao 2= Switch Features (Features Reply) B|A| 2|2 4AIGHRIOLZ} Table-miss 222 S22 27t8

LICt.

O@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler(self, ev):

datapath = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

ev.msg Of|= O|HIE0|| 3T St= OpenFlow HA|Z| 22HA Q| QIAEATE L0 JASLICEH O] FR0=
ryu.ofproto.ofproto_vl_3_parser.0FPSwitchFeatures LT},

msg.datapath Of &= O 0O Al X & 2 & St OpenFlow & 2 2 Of s&f & 5 =
ryu.controller.controller.Datapath SefAQ| QIAEIAT 2|0 QEL|CE
Datapath 22il£= OpenFlow 22| 2|2t2| HA| S41 22| L 41 BA| 2|0 CHE5t= O|HIE L3 59| F

23 aeig 23stD YaLich

-

Ryu 88 Z2HO|M AEEl= 2 &4

rlo

CHS 2t 2

ZgLct
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£40|15 A

id HZAEZl OpenFlow 22|2| ID (H|0O|E{ ZZ ID)LICE.

ofproto AE3H= OpenFlow B0 CH25t= ofproto 2E2 EELICt OpenFlow 1.32
Ctaat 2L,

ryu.ofproto.ofproto_vi_3
ofproto_parser | ofproto®} OFZI7}Z| 2 ofproto_parser &8 20FL|Ct. OpenFlow 1.32 Lt
o 2L

ryu.ofproto.ofproto_vl_3_parser

Ryu 38 20N ArESt= Datapath 22149 2 HME= HE2t ZELH.

send_msg(msg)

OpenFlow O Al 2| & E W L/ C}. msg & 2 W& OpenFlow O Al 2| Off ©f &5t
ryu.ofproto.ofproto_parser.MsgBase 2| ME Se{AQLIC}.

22 § B 82 Switch Features IA|Z| 2td|= EWS| AFR5HR| QHSLICH Table-miss 222 =22
St EFO|Y S 2I8H O[HIER CH2 1 Q& LTt

def switch_features_handler(self, ev):

#

# install table-miss flow entry

#

# We specify NO BUFFER to max_len of the output action due to

# 0VS bug. At this moment, if we specify a lesser number, e.g.,
# 128, 0VS will send Packet-In with invalid buffer_id and

# truncated packet data. In that case, we cannot output packets
# correctly.

match = parser.O0FPMatch()

actions = [parser.0FPActionOutput (ofproto.0OFPP_CONTROLLER,
ofproto.0FPCML_NO_BUFFER) ]

self.add_flow(datapath, O, match, actions)

Table-miss 222 &=2 24 &2/7t 2/%(0)0|11, 2& T2 0f2| == FFYUCH O &= FH
(instruction)Ofl= ZIEE2 ZEZ9| 23S 23 UH22 Y30, 0= W0 2ZE Y& (hormal)
S22 <=1 YRIotA| F2 M, Packet-InS Y = USLIC

FM: 2014 @ 1 ¥ HA Open vSwitch= OpenFlow 1.32] 2| 0] £2-40|0, OpenFlow 1.3 0|1} OF2H71Z| 2
71222 Packet-InO| Y’ gELICt. L5t Table-miss 222 20| M= A=A g1 YY(hormal) 222 &=

o= ggth

2= 20| OH=[A[Z]7] I3l &1 MatchS 4 d 8Lt Match= OFPMatch SeiAZ B E LT

ACHE, HEES ZER H435H= OUTPUT MM S2fA ( 0OFPActionOutput)Q| QIAEAZS MMBHL|CE
ZHEZ2{7} output CHA S 2 2| E| 1D max_lenOf|«= OFPCML_NO_BUFFER 2 A| 4350 2= IZIS0| HEZE

2|2 HLE|T 2 Bt

FH4: AESe= I3l Al2 2Z(Ethernet 3|H )22 WS Ale 2202 HIHO| F= 20| 228 ST
A Bt2f2] 5HA| 2k Open vSwitch BIZ1S 3125t | 213l 01710 Ma| T2 S MESRILICH O] = Open vSwitch 2.1.0
OlM Y= AS LT

opz|etez @M £2| 0712 LH2)2 2| A0 add_flow() HAMEZE AlSHEI0 Flow Mod A2 B
LICt. add_flow() IME2| LEO] CHai A= FOIlM DY st A} BHL|CE,
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Packet-in H|A| ]

(o)
28l

rir

=H2E 7R £ Ii2lE 5 E
@set_ev_cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)
def

A
L

_packet_in_handler (self, ev):

msg
datapath

ofproto

ev.msg

msg.datapath

datapath.ofproto

parser datapath.ofproto_parser

517| 23l Packet-In O|HIE 2{2|7|&

2HS L

At AFE%|= OFPPacketin 2249 £42 L2t 22 AS0| USUH T

£50E | 49

match ryu.ofproto.ofproto_vl_3_parser.0FPMatch S2|A 2| QIAEA OfA S0{2= T2l
HEF 2Tt B0 UASUCT

data 4 T2 AP E LEEHU = Of 21 B[O E{ LT,

total_len | =41 THZI9| H|O|E{ ZO|L|C}.

buffer_id | 241 T{Z10] OpenFlow AQI2|0A HI{ X 2| &&= A2 i ID7t EAIELICH HI{X{2| &
A| %= B ryu.ofproto.ofproto_vi_3.0FP_NO_BUFFER 7| A& EIL|C},

MAC Z4 E|0|2 iGjo|=

def _packet_in_handler(self, ev):
# ...
in_port = msg.match['in_port']
pkt = packet.Packet(msg.data)
eth = pkt.get_protocols(ethernet.ethernet) [0]
dst = eth.dst
src = eth.src
dpid = datapath.id
self.mac_to_port.setdefault (dpid, {})
self.logger.info("packet in %s %s %s %s", dpid, src, dst, in_port)
# learn a mac address to avoid FLOOD next time.
self.mac_to_port[dpid] [src] = in_port
#
OFPPacketin 22iA2] matchO|M =4l ZE (in_port)E 74 S ULt O MAC A4 &2 MAC &
= Ryu IHZ! 2t0| B4 2| & AFESI0] =41 THZIQ| Ethernet SICIOfA ZO{ LTt
A2 A2 MAC 24t 4l LE HS S 7|80 2 MAC 4 H|0|52 YCUIO|ERLICE

02| OpenFlow £ 2|2te| AAO| tiS3H7| fIol MAC T2
£|0] ASLIEE OpenFlow 22|12 A8st= HO|E{ 2 ID &

EfjO

=)
—

|22 Ope
0|35t

penFlow A2|X|0OtC} Z2|Ste =
USLICH

12



Ciieh ZE THY
CHAF MAC ZA7F MAC 4 E|0| 20| 2A5t= 2R HEE= ZE HE I AIREIL|CH YA Z| gtoH
22/ (0FPP_FLOOD)E &3 ZLE0|| 2| Z5H= OUTPUT A SeAQ| QIAEAS MgFHL|Ct,

def _packet_in_handler(self, ev):
# ...

if dst in self.mac_to_port[dpid]:
out_port = self.mac_to_port[dpid] [dst]
else:

out_port = ofproto.0FPP_FLOOD
actions = [parser.0FPActionOutput (out_port)]

# install a flow to avoid packet_in next time

if out_port != ofproto.0FPP_FLOOD:
match = parser.0FPMatch(in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

tie MAC 24271 28, OpenFlow £2|2|2] 222 B|0|20] 58 gL

=
E (in_port)2} 4 MAC 4 (eth_dst)& 2
=, I{Z10| cf4ro| ELCt.

O 222 =2 24 &2l0 18 ZAYYLICL 40| 2 +5 24 &2/7t ZO0IREZ 0{7|0f| 27t5t= 2
22 A=F2 Table-miss E2¢ =20t HA HIHEUCH

f1of 2P S Z8l5te] Yelot thaat RAle &5S S22 H0|2 Of

it

o
N
o
T
n

IE 10|A £AISH SAE B2 MEE|=

—~

CHAF MAC 247} B) 218 ZE 40 A5}

OS2 5t £ ZEO| NORMALE 2| ¥5HH
2|g £ USLICEH =, 2E T3S NORMAL ZE0| 2SI 2 X|A|5t=
g 7

OpenFlowOiA{ NORMAL ZE &= =2|2{0l £ ZTEJI SM
2 =
o2 AR 58 dohg sh= AXH & = UZ|BE O7|0f|M= 222| 2| OpenFlowE A5 ~ast= A

g

Q
N

Packet-In 22| 7|0fAM2| Z{ 2|7} Otz BLIA| A2 07| M LT
ERSLC

e

22

ook
ol

[N

I
njo
).

=52 275t HIA I

Il

def add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

inst = [parser.OFPInstructionActions(ofproto.OFPIT_APPLY_ACTIONS,

actions)]

13
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S22 =0t 2o 2US LIEfL= Of2(2t THZL0)| st 2 YS LEtUE AAERE, 24 =2
72 At SS 4L
N _

212 3{E9| 512 AAEH M0 Apply ActionsE AFESH Z[YE MMES SA| HESt=S YT
OR2|222, Flow Mod Bi[A|X|E 2ali5to] 222 H0|I20| €=S 7L,

def add_flow(self, datapath, port, dst, actions):
# ...

mod = parser.0FPFlowMod(datapath=datapath, priority=priority,
match=match, instructions=inst)
datapath.send_msg(mod)

Flow Mod B|A| 2|0]| CHSEt= S A= 0FPFlowMod S2ARLICH OFPFlowMod S22fAL| QIAEAZ AY
4510 Datapath.send_msg() A EE A3l OpenFlow A2 2|0 HIA|RX|E EHL|C},

OFPFlowMod S2jA2] 4420 B2 2147t YELICISH, YBHHOR cherol 32 712342 = 5
GIgLICH BS ok 7 =Lt

datapath
SEF H 0|52 22&ot= U4 OpenFlow A2 2|0f| siEst= Datapath SefA2| QAIAEHAR
LICt YBrH2=Z Packet-In BIA|Z| S| X{2|7| 0f YE &= O|HIEO|AM 7HAH 2 Zd LT,
cookie (0)
A Ol
—/ = = =2 T M

EZ2|0f AWt M2 UOR H2S UG0S Ei AT f TLE| 22O ASY
SUICH TH2 H2lol= ALBSI2] &Lt

(=]

cookie_mask (0)

b

ol
10

|E Alote B 00| Ot 2tS A8t =2 cookie & AtEdH= 2

St= 0| AG|O|E L= Af ! S =l 16 =
CHAN =0 TE = AMZE L

table_id (0)
S oo 222 H 0|52 H|0|E IDE A|E”LICt

command (ofproto_v1_3.0FPFC_ADD)

Ot 2Ho1S & 240122 2| A THL|C}.

— 1 =2 A
o a4
OFPFC_ADD MEE S22 g=2 /U
OFPFC_MODIFY Z=20o 5122 0| EFL|Ct
OFPFC_MODIFY_STRICT | ¥&stH Yx[ots 222 52 YOO EL|CE
OFPFC_DELETE L2 =2 AMAIEHLCH
OFPFC_DELETE_STRICT | ¥&olH Lx|5t= S22 52 AARLCH
idle_timeout (0)
ST at=o| QF 7|7H2 2 |2 A HELC &20| 2252 941 idle_timeoutO| A 2| HE
AZtE ZatetH SH=0| A HE L CH &=0] 2t & f Bt A|ZH2 2|AIE Lt
&t=20| A2 H Flow Removed HIA| |7t AEZE2{0f Y2 Q&LICH

hard_timeout (0)
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M st=2o| RF 7|7t2 = T2 2L Lt idle_timeout2t &2|, hard_timeout2 20|
IR E|Eete Z1t A2 2[AIE] 2] tELCH S, 2529 2R O 20| 2A Q0] A ZE A|ZH0]
Z1fotH eH=0| AMA|IE LT

o

idle_timeout} OFZE7FZ| 2 &50| AMA|Z|H Flow Removed Ci|A| 2|7t ELHZILICE

priority (0)

buffer_id (ofproto_v1_3.0FP_NO_BUFFER)

OpenFlow A 2|0l M HI{E THZI| HIY IDE A| ¥ & LICH HIH ID= Packet-In A A2 S A
Z|1, 2|51 OFPP_TABLES £3 ZE0| 2|4 Packet-Out BlA| 2|2 Flow Mod Bl A| 2| &
AR S EWH A EH 22| E LTt command?t OFPFC_DELETE &= OFPFC_DELETE_STRICT
o] 3f= FAIELICH
HI§ IDE X|¥5tA| 2™, OFP_NO_BUFFER & A& BfLICt
out_port (0)

OFPFC_DELETE S+ OFPFC_DELETE_STRICTS| Z< CHA %%% £ ZE Tyt
OFPFC_ADD, OFPFC_MODIFY, OFPFC_MODIFY_STRICT 9| &

22 TEO| WE{E {51212 oFPP_ANY S 2| A EHL|CE.
out_group (0)

out_portet ORI 2 23 OAF0|AM ZEILICH

SHA|5t2{ ™ oFPG_ANY 2 Z|Z gL Ct
flags (0)
OHE 229 2 AFY & USLICE
i 4y

OFPFF_SEND_FLOW_REM | FLOW_REMO| &=0| A€l I HAEZ2{0| Flow
Removed HA|Z| & st EtL|Ct,

OFPFF_CHECK_OVERLAP | OFPFC_ADD2| A2 £& T=29| HALSE £& g Ct &2
%l 5+=20| Q= Z20|= Flow Mod7t &4 £l 227} BHst

guc.

OFPFF_RESET_COUNTS ofl e eh=2| IjZ 1t BHO|E 7+2E{ S M E LIt
OFPFF_NO_PKT_COUNTS | 0| g=29| Izl 7}2&{E sHAIFLICt.
OFPFF_NO_BYT_COUNTS | 0| g=0f chgt BIO|E 7H2E{ & A LICEH

match (None)
MatchE A| &gt
instructions ([])

09| Z5S A[YELC.

ojzl A

A =

oF

Packet-In 22|72 S0t7} OpA|9f 2| HAE YL C.

15



Chapter 1. 22|32 5B

CHe MAC —T—_’n\_% MAC 2 H|O|S0|M 2 HstE O F2h 2A Q0| 21F 222 Packet-Out BIAIR|S 4d

def _packet_in_handler(self, ev):
# ...

data = None
if msg.buffer_id == ofproto.0FP_NO_BUFFER:
data = msg.data

out = parser.0FPPacketOut(datapath=datapath, buffer_id=msg.buffer_id,
in_port=in_port, actions=actions, data=data)

datapath.send_msg(out)
Packet-Out B|A|2|0f| Ci 5t= 22l A= OFPPacketOut S2HAYL(CE,
OFPPacketOut ‘d/d2t2e| Qla= CHg 2t 20| <|0f UL T
datapath

OpenFlow 22|2|0]| sHE3St= Datapath 2249 QAIAEAE 2| HEHL CT

buffer_id

OpenFlow A2Q{ 2|0 M HI{ & T2 HI§ IDE X FLICH HIYE AHE5HA F2H,
OFP_NO_BUFFER 2 X|&&HL|C}.

in_port

1218 441 3 ZES X|HFLICH 441 1210] Ol Z< OFPP_CONTROLLER 2 2| FBILICH

data
mjjZ1o] 0|2l H|0|E{E Z|4EtL|Ct. buffer_idOf| OFP_NO_BUFFER 7} Z| A=l A0 ALRElL|C}.
OpenFlow £2|2| HI{E ALE5te d ¢ defau .

AQQA B 1H buffer id Ol Packet-In 0| A| | buffer_id& A|Z&

buffer_id7} £& Q1 2, £0{2+= Packet-In {2/ dataz A|A50] mZ

O|A 221 512 &4 DEO| HYO| ERSULE S22 £A2( 5128 AH5H U4 S22 &g

Packet-In Of| A| | L
FLICH

njo ugl'
O

1.4 Ryu S8 m=z]H AlaH

A2zl 59| Mg 2|5 OpenFlow A2|X|+= Open vSwitch A3 StA9 2 mininetE AF2EHL|CE

Ryu2| OpenFlow Tutorial VM 0|0|X|7} ZStg|0f Q282 0| VM 0|0|2| £ 0|8313H Al
ZH[g = AL

DQE
rlot
oX
mjo
>
Al

VM 0[0[A]
http://sourceforge.net/projects/ryu/files/vmimages/OpenFlowTutorial/
OpenFlow_Tutorial_Ryu3.2.ova (2f1.4GB)

oA ZA (Wiki H 0| 2])
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0g

https://github.com/osrg/ryu/wiki/OpenFlow_Tutorial
EA0 = VM 0]0]Z|= Open vSwitch@t Ryul| H{Z0| 2eff £|U7| Ti20i| F2|5tA| 7| HgL|Ct,
O] VM O|O|Z| & AMEStA| 1, AA2 SHH S S50k A £5H FHF| 7hsELICE VM 0|0|2|of I8zl
2t AT EQ0] B2 2|41 ARZS 7 LT 21y fE5ts 2% Of2ff A0IEE gt
Mininet VM http://mininet.org/download/

Mz kA (github H|0|A]) https://github.com/mininet/mininet/blob/master/INSTALL
Open vSwitch http://openvswitch.org/download/

Mz| SA| (github H|O|R]) https://github.com/openvswitch/ovs/blob/master/INSTALL.md
Ryu https://github.com/osrg/ryu/

2| THA|

$ sudo apt-get install git python-dev python-setuptools python-pip

$ git clone https://github.com/osrg/ryu.git

$ cd ryu
$ sudo pip install .

0§7]0f| M= Ryu € OpenFlow Tutorial2| VM 0|0|Z| & A2 EtL|C}

1.4.1 Mininet 4!3H

rir
rlot

F0| 28Ut

mininetO| A xterm2 A|&517| 2ol XE ALEY &+~ U IlQ

07|10l M= OpenFlow Tutorial VME AFE3IE 2, sshOflM X11 ForwardingS AF235H0] 2 215HA|L.

$ ssh -X ryue<vM FA>

AHEA} Ol&2 ryu 0|12, 2= ryu YLCH
S mn BHOZ Mininet 828 A|&HgtL|CY,
T£ 82 TAE 3O, AQ{%| StLte| ZHEtet LTt

mn FFO| 07 = Ch3a 25U

Of7HH s | 2f A4

topo single,3 | 222 1 7|, S2EJ} 3712 EEZX|
mac gi% ;(}50; 2AEO| MAC &= ZAE M;Hol-
switch ovsk Open vSwitchE A&

controller | remote | 2|% OpenFlow ZHEZE2 A2

X A= xterm= A2t

o
2 ofl= Ch32 25U Ch

$ sudo mn --topo single,3 --mac --switch ovsk --controller remote -x

*x* Creating network

*** Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
**x* Adding hosts:

hi h2 h3

**%* Adding switches:

s1
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**x* Adding links:

(h1, s1) (h2, s1) (h3, si1)
**x* Configuring hosts

hi h2 h3

*** Running terms on localhost:10.0

*** Starting controller
***x Starting 1 switches
sl

*** Starting CLI:

mininet>

AASHH T AIE PCOIA 5702 xtermO| A|ZELICEH ZF xtermE& SAE 1~3, A2{%|, O2|12 HEZ 20|

CHS L Ct.

i—?—l [0 CHSt xtermOflAM B Y-S A5 AFHESH= OpenFlow S A YLICH 1= A[=0| switch
s1 (root) Q! xterm2Z A2 xterm@ L|C},

M Open vSwitch2| AlE{E &HQIEHL|Ct,
switch: s1:

root@ryu-vm:~# ovs-vsctl show
fdec0957-12b6-4417-9d02-847654e9cclf
Bridge "s1"
Controller "ptcp:6634"
Controller "tcp:127.0.0.1:6633"
fail_mode: secure
Port "sl-eth3"
Interface "sl-eth3"
Port "sl-eth2"
Interface "sl-eth2"
Port "sl-ethil"
Interface "sl-ethl"
Port "si1"
Interface "s1"
type: intermnal
ovs_version: "1.11.0"
root@ryu-vm:~# ovs-dpctl show
system@ovs-system:
lookups: hit:14 missed:14 lost:0
flows: O
port O: ovs-system (internal)
port 1: si1 (internal)
port 2: sl-ethl
port 3: sl-eth2
port 4
#

root@ryu-vm:~

A212| (B2|A]) s1 O] MHEYL, SAE| i ZET} 37 27t YELICE
CHS OpenFlow HAES 1.322 AYEHL|C},
switch: s1:

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

root@ryu-vm: ~#

S22 H0|2S &lsl SAICH

18
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switch: s1:

root@ryu-vm:~# ovs-ofctl -0 OpenFlowl3 dump-flows si

OFPST_FLOW reply (OF1.3) (xid=0x2):

root@ryu-vm:~#

ovs-ofctl & H&A|, FH2Z AE5H= OpenFlow HAS 2| 3l0F FLICt 72742 OpenFlow10 ¢

controller: cO:

root@ryu-vm:~# ryu-manager --verbose ryu.app.simple_switch_13
loading app ryu.app.simple_switch_13
loading app ryu.controller.ofp_handler
instantiating app ryu.app.simple_switch_13
instantiating app ryu.controller.ofp_handler
BRICK SimpleSwitchil3
CONSUMES EventOFPSwitchFeatures
CONSUMES EventOFPPacketIn
BRICK ofp_event
PROVIDES EventOFPSwitchFeatures TO {'SimpleSwitch13': set(['config'])}
PROVIDES EventOFPPacketIn TO {'SimpleSwitch13': set(['main'])}
CONSUMES EventOFPErrorMsg
CONSUMES EventOFPHello
CONSUMES EventOFPEchoRequest
CONSUMES EventOFPPortDescStatsReply
CONSUMES EventOFPSwitchFeatures
connected socket:<eventlet.greenio.GreenSocket object at 0x2e2c050> address:('127.0.0.1',
53937)
hello ev <ryu.controller.ofp_event.EventOFPHello object at 0x2e2a550>
move onto config mode
EVENT ofp_event->SimpleSwitchl3 EventOFPSwitchFeatures
switch features ev version: 0x4 msg_type 0x6 xid Oxff9adi15b OFPSwitchFeatures(auxiliary_id=0,
capabilities=71,datapath_id=1,n_buffers=256,n_tables=254)

move onto main mode

Ovsete| HZof A[Zt0] Z2l= 2= URIT, &A| 7|Che|H Ctgat 20|

i

connected socket:<....
hello ev

move onto main mode

2 BAIEUL

O[A| OVset HEE AR
Packet-InS 7|Ctel= HEf

Table-miss S22 &=50| £7t=[0f A=A| &RUFLICY.

switch: s1:
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root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si
OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=105.975s, table=0, n_packets=0, n_bytes=0, priority=0 actions=CONTROLLER

165535

root@ryu-vm:~#

M &27t 022 0427t gle AEfO| 11, K0 CONTROLLER M & CO|Ef 27| 2 65535 (0xffff =
OFPCML_NO_BUFFER)7} 2| & [0f RL&LICt.

1.4.3 2t &l

SAE 10|M SAE 22 pingS AEILICE
1. ARP request

O A|ZOIM EAE 12 SAE 29| MAC RAE 227| 20 ICMP echo request 0]
Ol ARP requestE EZ2E HARIELCH O| EZE HHAE T2 SAE 2 A SAE 30]
M LAISHL T

2. ARP reply
SAE 27t ARPO|| 8H510{ SAE 10]| ARP replyS BtaHEtLICY
3. ICMP echo request
O|A| EAE 1 SAE 29| MAC RAE 21 JUCDE echo requestE SAE 20f L

Ct.

4. ICMP echo reply

SAE 22 TAE 19 MAC 48 0[0] 211 7| W20, echo replyS EAE 10] ghet

O S410] O|F0{2|& AYLIL.

ping FFS &&l5Y| Mol 24t SAE0| OfH T2 S +AMEA] 215 | 25l tepdump HES AR

host: h1:

root@ryu-vm:~# tcpdump -en -i hl-ethO

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on hl-ethO, link-type EN10MB (Ethernet), capture size 65535 bytes

host: h2:

root@ryu-vm:~# tcpdump -en -i h2-ethO
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on h2-ethO, link-type EN10OMB (Ethernet), capture size 65535 bytes

host: h3:

root@ryu-vm:~# tcpdump -en -i h3-ethO

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on h3-ethO, link-type EN10MB (Ethernet), capture size 65535 bytes

a3, B mn YPS 2et 2E0|M OE FES 2GS LE 10|M SAE 22 pings S FLIC.
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mininet> hl ping -cl h2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=97.5 ms

--- 10.0.0.2 ping statistics ---

1 packets transmitted, 1 received, 07 packet loss, time Oms

rtt min/avg/max/mdev = 97.594/97.594/97.594/0.000 ms

mininet>

switch: s1:

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows sl

OFPST_FLOW reply (O0F1.3) (xid=0x2):

cookie=0x0, duration=417.838s, table=0, n_packets=3, n_bytes=182, priority=0 actions=
CONTROLLER:65535

cookie=0x0, duration=48.444s, table=0, n_packets=2, n_bytes=140, priority=1,in_port=2,dl_dst
=00:00:00:00:00:01 actions=output:1

cookie=0x0, duration=48.402s, table=0, n_packets=1, n_bytes=42, priority=1,in_port=1,dl_dst
=00:00:00:00:00:02 actions=output:2

root@ryu-vm:~#

Table-miss E2% &= 0[2/0] &M =217t 12 222 &50| 2 7| SF &0 YSLICH
1. &AM ZE (in_port):2, MAC 4 4 (dl_dst):EAE 1 — S2Hactions): ZE12 H&

2. A EE (in_port):1, MAC Al 2A(dl_dst):EAE 2 — S2H(actions): ZE2Z HM&

ol

(1) &=2 2 ¥ reference=| 1 (n packets), (2) S22 1 H referenceE LICt, (1) SAE 20|M SAE
129| EA10|22, ARP reply & ICMP echo reply & 71| o 22|50f ELICH. 2)= SAE 10M SAE
229] S4I0M, ARP request?t E2EFHAEE[BZ 0]= ICMP echo requestdf| o/et A LT}

13 simple_switch_13 211 Z12 AT SA|C}
controller: cO:

EVENT ofp_event->SimpleSwitchl3 EventOFPPacketIn
packet in 1 00:00:00:00:00:01 ff:ff:ff:ff:ff:ff 1
EVENT ofp_event->SimpleSwitchl3 EventOFPPacketIn
packet in 1 00:00:00:00:00:02 00:00:00:00:00:01 2
EVENT ofp_event->SimpleSwitchl3 EventOFPPacketIn
packet in 1 00:00:00:00:00:01 00:00:00:00:00:02 1

M Y= SAE 10|M SAE 22 H4E & ICMP echo requestOi| A

7 &= (2)0| SEEUHC

=2
E 20| ZAE 10] gtat &l |ICMP echo reply= S5 & 229 &= (1)0f Y2|517| Tf20]| Packet-In2

A
YH|2| R0 SAE 10] MSEUCL
ORA|Se = 2 SAEO|M 22T tcpdump?] 23 24E AL,
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host: h1:

root@ryu-vm:~# tcpdump -en -i hl-ethO

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on hl-ethO, link-type EN10OMB (Ethernet), capture size 65535 bytes

20:38:04.625473 00:00:00:00:00:01 > ff:ff:ff:ff:ff:ff, ethertype ARP (0x0806), length 42:
Request who-has 10.0.0.2 tell 10.0.0.1, length 28

20:38:04.678698 00:00:00:00:00:02 > 00:00:00:00:00:01, ethertype ARP (0x0806), length 42:
Reply 10.0.0.2 is-at 00:00:00:00:00:02, length 28

20:38:04.678731 00:00:00:00:00:01 > 00:00:00:00:00:02, ethertype IPv4 (0x0800), length 98:
10.0.0.1 > 10.0.0.2: ICMP echo request, id 3940, seq 1, length 64

20:38:04.722973 00:00:00:00:00:02 > 00:00:00:00:00:01, ethertype IPv4 (0x0800), length 98:
10.0.0.2 > 10.0.0.1: ICMP echo reply, id 3940, seq 1, length 64

root@ryu-vm:~# tcpdump -en -i h2-ethO

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on h2-ethO, link-type EN10MB (Ethernet), capture size 65535 bytes
20:38:04.637987 00:00:00:00:00:01 > ff:ff:ff:ff:ff:ff, ethertype ARP (0x0806), length 42:
Request who-has 10.0.0.2 tell 10.0.0.1, length 28

20:38:04.638059 00:00:00:00:00:02 > 00:00:00:00:00:01, ethertype ARP (0x0806), length 42:
Reply 10.0.0.2 is-at 00:00:00:00:00:02, length 28

20:38:04.722601 00:00:00:00:00:01 > 00:00:00:00:00:02, ethertype IPv4 (0x0800), length 98:
10.0.0.1 > 10.0.0.2: ICMP echo request, id 3940, seq 1, length 64

20:38:04.722747 00:00:00:00:00:02 > 00:00:00:00:00:01, ethertype IPv4 (0x0800), length 98:
10.0.0.2 > 10.0.0.1: ICMP echo reply, id 3940, seq 1, length 64

SAE Q0|M EAE 10| 2&liSH ARP requestE 41511, SAE 10| ARP replyS BHFgHL|CH 121 C}He,
AE 10f| echo replyE BHatHL|CY,
host: h3:

root@ryu-vm:~# tcpdump -en -i h3-ethO

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on h3-ethO, link-type EN10MB (Ethernet), capture size 65535 bytes
20:38:04.637954 00:00:00:00:00:01 > ff:ff:ff:ff:ff:ff, ethertype ARP (0x0806), length 42:
Request who-has 10.0.0.2 tell 10.0.0.1, length 28

SAE 32 HA SAE 19| H2 EIJAE] & ARP request Bt A1 5t0 QUG L|CY

—

1.5 ZC',!E'_|
O HolME 2HEtSt A2 51E FH 2 A2 Ryu S8 T2 130)| Cisl 7| =242l A=kt OpenFlow
Off Z OpenFlow AQ[2|2] ZHESH 4|0 HS HHotRESLICH
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CHAPTER 2

Ezjm aLg

O] FOIAHrA2I 2l 5= 0IM CHREUE A9|2 5{50) OpenFlow A9I% £ YEE BLIHYSHE 7152
2715t Ol O3 AT LICH

o
2.1 HEZA A7| AAL
HES|TE 0[0] B2 AHIA U HIZUIA QIZ2p} 97| HhR0f 4t MEf U o0l 7150 RAE7IZ 2
TEILICE J2iUt, B4 27HEA JF SAEILIC
HES|T0j 0|40] SRS B2, AI45HA| U212 Torstn B 7A20F ELICH TE HE 8l0], 0|48 2
2513 YOS Thotapy| QIehAls BALE LIEYTO| HEHS 2 033 LRIt UBLICH IS Sof, UE
23 2| U ZEOIN E2T 0| OiP £ S HOITE FR, 20| BIZAHQ! ME|QIZ| At AEfRl
2), i QIARE 0|2 ST AL, ASHOR HY REC| ST U2 25| YO HLIY
4 gEu
JehM, UIEYTO| 7 HEIE AL HOR BUEYSD H4sts 22, Y UIEYTES AIBSHE AUl
o YR0| ALl XYY S8S SIHME LAALICH BE, ET VS T3 LUEYSCID HA
st BYS B SLICEH BB, 0] FO|AE OpenFlowS ALBHH A91%19) £ YEE i W

Ofl CHal =2 HSk2A} gL|Ct.

2.2 Egfjm 2L|E{ 113

=)

ro

FAf(d of2 oM 2YE A2 520 EciY 2UE 7|58 F7t

gl
>
R
[N

o
I
1

from operator import attrgetter

from
from
from
from

from

ryu.
ryu.
ryu.
ryu.

ryu.

app import
controller
controller
controller

1lib import

.handler import MAIN_DISPATCHER,

simple_switch_13
import ofp_event
DEAD_DISPATCHER

.handler import set_ev_cls

hub

class SimpleMonitor(simple_switch_13.SimpleSwitch13):

def __

init__

(self,
super (SimpleMonitor, self).__

self.datapaths = {}

xargs, xxkwargs):

init__ (*args, *xkwargs)
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self .monitor_thread = hub.spawn(self._monitor)

@set_ev_cls(ofp_event.EventOFPStateChange,
[MAIN_DISPATCHER, DEAD_DISPATCHER])
def _state_change_handler(self, ev):
datapath = ev.datapath
if ev.state == MAIN_DISPATCHER:
if not datapath.id in self.datapaths:
self.logger.debug('register datapath: 7%016x', datapath.id)
self.datapaths [datapath.id] = datapath
elif ev.state == DEAD_DISPATCHER:
if datapath.id in self.datapaths:
self.logger.debug('unregister datapath: %016x', datapath.id)
del self.datapaths[datapath.id]

def _monitor(self):
while True:
for dp in self.datapaths.values():
self._request_stats (dp)
hub.sleep (10)

def _request_stats(self, datapath):
self.logger.debug('send stats request: %016x', datapath.id)
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

req = parser.0FPFlowStatsRequest (datapath)
datapath.send_msg(req)

req = parser.0FPPortStatsRequest(datapath, 0, ofproto.OFPP_ANY)
datapath.send_msg(req)

@set_ev_cls(ofp_event.EventOFPFlowStatsReply, MAIN_DISPATCHER)
def _flow_stats_reply_handler(self, ev):
body = ev.msg.body

self.logger.info('datapath !
'in-port eth-dst
'out-port packets Dbytes')

self.logger.info('----------------

for stat in sorted([flow for flow in body if flow.priority == 1],
key=lambda flow: (flow.match['in_port'],
flow.match['eth_dst'])):
self.logger.info('%016x %8x %17s %8x %8d %84d',
ev.msg.datapath.id,
stat.match['in_port'], stat.match['eth_dst'],
stat.instructions [0].actions [0].port,

stat.packet_count, stat.byte_count)

@set_ev_cls(ofp_event.EventOFPPortStatsReply, MAIN_DISPATCHER)
def _port_stats_reply_handler(self, ev):
body = ev.msg.body

self.logger.info('datapath port
'rx-pkts rx-bytes rx-error '
'tx-pkts tx-bytes tx-error')

self.logger.info('---------------- -——————-
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for stat in sorted(body, key=attrgetter('port_no')):
self.logger.info('%016x %8x %8d %8d %8d %8d %8d %8d',
ev.msg.datapath.id, stat.port_no,
stat.rx_packets, stat.rx_bytes, stat.rx_errors,

stat.tx_packets, stat.tx_bytes, stat.tx_errors)

SimpleSwitch138 A&5t= SimpleMonitor 2240 EiT 2L EE 7|58 285t 7| W20, o

710 THA A& thet 22| £20] §lELIt.

2.2.1 DA 27| 22|

%
9|

e

0z >
o oM

LICt.

from operator import attrgetter

from ryu.app import simple_switch_13

from ryu.controller import ofp_event

from ryu.controller.handler import MAIN_DISPATCHER, DEAD_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.lib import hub

class SimpleMonitor(simple_switch_13.SimpleSwitch13):

def __init__(self, *args, **kwargs):
super (SimpleMonitor, self).__init__(*args, **kwargs)
self.datapaths = {}

self .monitor_thread = hub.spawn(self._monitor)

ryu.lib.hub 0= 2 7}Z| eventlet wrapper®t 7|2 SeA 30| QYELICH O7|0fA= A

= hub.spawn () 2 AL ELICH AAX 2 MHE[= A2 =& eventlet green thread@IL|Ct.

#
O@set_ev_cls(ofp_event.EventOFPStateChange,
[MAIN_DISPATCHER, DEAD_DISPATCHER])
def _state_change_handler(self, ev):
datapath = ev.datapath
if ev.state == MAIN_DISPATCHER:
if not datapath.id in self.datapaths:
self.logger.debug('register datapath: J016x', datapath.id)
self.datapaths [datapath.id] = datapath
elif ev.state == DEAD_DISPATCHER:
if datapath.id in self.datapaths:
self.logger.debug('unregister datapath: %016x', datapath.id)
del self.datapaths[datapath.id]

def _monitor(self):
while True:
for dp in self.datapaths.values():
self._request_stats (dp)
hub.sleep(10)

S5159| Ae|et A T {22 A4 YEE ¥Y| ?I5l OpenFlow 22|20 25t= 2 =S

S PEL
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APS &4 monitor O OfM SEE A9I%|0f 43t 4 IHH27| 242 10 2 2HH22 25 U=
=

AHE AQIXS DUE{YEI| W20 A9I2/2] Y4 U 4 BYO| Tt EventOFPStateChange O|HES
0|85t QU LICH 0] O[#IES Ryu T2 Y37} Lakste 2122, Datapath] AEH7} BIFIUS To] &
gLt

0 7|Of| A= Datapath AtEH7} MAIN_DISPATCHER 7} & Off, 3{E AQx|= 2L A2 S2¢|1,
DEAD_DISPATCHER 7} & [, S20| AtA|EL|C}.

#

def _request_stats(self, datapath):
self.logger.debug('send stats request: %016x', datapath.id)
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

req = parser.0FPFlowStatsRequest (datapath)
datapath.send_msg(req)

req = parser.0FPPortStatsRequest (datapath, 0, ofproto.OFPP_ANY)
datapath.send_msg(req)

**

OFPFlowStatsRequest = =22 SH=20|| st EAE A Q2|0 LAELICH HIO|E ID, 3 ZE, cookie

L, OH2| So| MEfE Soff 2 & SERX &= 2 Y & YA B HI7|0MsE BZE S22 53 A

2 ot A&

OFPPortStatsRequest = ZE A EA HEE AQ2|0| LATLICH Hote TE HSE ZHE £3AUS 9
off 2| & o~ ASLICE 7|0 M= OFPP_ANY £ A|FSH0 2& ZEQ| S/ EE 25t YFLICH

T Mg

2.2.2 FlowStats
AQ2|2EE 282 2t 2I5l FlowStatsReply HIA|X| & £=Al5H= O|HIE X2|7|& A &Lt

@set_ev_cls(ofp_event.EventOFPFlowStatsReply, MAIN_DISPATCHER)
def _flow_stats_reply_handler(self, ev):
body = ev.msg.body

self.logger.info('datapath
'in-port eth-dst
'out-port packets bytes')

self.logger.info('---------------—-

for stat in sorted([flow for flow in body if flow.priority == 1],
key=lambda flow: (flow.match['in_port'],
flow.match['eth_dst'])):
self.logger.info('%016x %8x %17s %8x %8d %8d',
ev.msg.datapath.id,
stat.match['in_port'], stat.match['eth_dst'],
stat.instructions [0].actions [0].port,

stat.packet_count, stat.byte_count)
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OPFFlowStatsReply S22 2| £49l body = OFPFlowStats Z-20j|A| FlowStatsRequest2| CAO| &l 2+
S22 =9 S/ 27t ZEE(0f AE LT

FEAHLISHL ZE 22 = S HEFULE 4 ZELOIY MACF
0 E

2M 22|17t 0 @l Table-miss =
L2 Y L iz =|= T{Z! 2t BO|

=3
E5t0] 2420 S22 =1t

8 O7[OIE % RS0 270] e D YU, MHOD Y E LUSD B3
Hp -| S

import json

self.logger.info('%s', json.dumps(ev.msg.to_jsondict(), ensure_ascii=True,

indent=3, sort_keys=True))

"OFPFlowStatsReply":
"body": [
{

"OFPFlowStats": {
"byte_count": O,
"cookie": O,
"duration_nsec": 680000000,
"duration_sec": 4,
"flags": O,
"hard_timeout":
"idle_timeout":
"instructions"

{
"OFPInstructionActions": {
"actions": [

{

"OFPActionOutput": {

"len": 16,
"max_len": 65535,
"port": 4294967293,
"type": O

Ty
"length": 80,
"match": {

"OFPMatch": {
"length": 4,
"oxm_fields": [],
"type": 1

27
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"packet_count": O,
"priority": O,
"table_id": 0

"OFPFlowStats": {
"byte_count": 42,
"cookie": O,
"duration_nsec": 72000000,
"duration_sec":
"flags": O,
"hard_timeout":
"idle_timeout":
"instructions":
{
"OFPInstructionActions": {
"actions": [
{
"OFPActionOutput": {
"len": 16,
"max_len": 65509,
"port": 1,
"type": O

Iy
"length": 96,
"match": {
"OFPMatch": {
"length": 22,
"oxm_fields": [
{
"O0XMT1v": {
"field": "in_port",
"mask": null,

"value": 2

"OXMT1lv": {
"field": "eth_dst",
"mask": null,
"value": "00:00:00:00:00

Ty

"packet_count": 1,
"priority": 1,
"table_id": O
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1,
"flags": O,

"type": 1

2.2.3 PortStats

222 22E SE2 E7| 213l PortStatsReply HIAIR|E =4I5t= O|HIE 2|7 |E LTt

#
@set_ev_cls(ofp_event.EventOFPPortStatsReply, MAIN_DISPATCHER)
def _port_stats_reply_handler(self, ev):

body = ev.msg.body

self.logger.info('datapath port
'rx-pkts rx-bytes rx-error '
'tx-pkts tx-bytes tx-error')

self.logger.info('---------------- --—————-

for stat in sorted(body, key=attrgetter('port_no')):
self.logger.info('%016x %8x %8d %8d %8d %8d %84 %8d',
ev.msg.datapath.id, stat.port_no,
stat.rx_packets, stat.rx_bytes, stat.rx_errors,

stat.tx_packets, stat.tx_bytes, stat.tx_errors)

OPFPortStatsReply =2f22| £ body 2 0FPPortStats 2| 2&0|| USLICt
A

A
OFPPortStats Of= LE #15, £44 212t0| IHZ1 4, BIO|E 4, £ & 4, 22 74, T o2 s,
oH{zl 714, CRC 28 714, 28 714 5 £ H=o} HFELIC

AAIE HIO|E 24l 2B T4, 74 TR 4

T, o

op

. &40 810

2} 20| MininetS AlSHELICH O 7| A A2|Z| OpenFlow H{ 0| OpenFlow138 A&

controller: cO:

ryu@ryu-vm:~# ryu-manager --verbose ./simple_monitor.py

loading app ./simple_monitor.py
loading app ryu.controller.ofp_handler
instantiating app ./simple_monitor.py
instantiating app ryu.controller.ofp_handler
BRICK SimpleMonitor

CONSUMES EventOFPStateChange

CONSUMES EventOFPFlowStatsReply
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CONSUMES EventOFPPortStatsReply
CONSUMES EventOFPPacketIn
CONSUMES EventOFPSwitchFeatures
BRICK ofp_event
PROVIDES EventOFPStateChange TO {'SimpleMonitor': set(['main', 'dead'])}
PROVIDES EventOFPFlowStatsReply TO {'SimpleMonitor': set(['main'])}
PROVIDES EventOFPPortStatsReply TO {'SimpleMonitor': set(['main'])}
PROVIDES EventOFPPacketIn TO {'SimpleMonitor': set(['main'l])}
PROVIDES EventOFPSwitchFeatures TO {'SimpleMonitor': set(['config'])}
CONSUMES EventOFPErrorMsg
CONSUMES EventOFPPortDescStatsReply
CONSUMES EventOFPHello
CONSUMES EventOFPEchoRequest
CONSUMES EventOFPSwitchFeatures
connected socket:<eventlet.greenio.GreenSocket object at 0x343fb10> address:('127.0.0.1"',
55598)
hello ev <ryu.controller.ofp_event.EventOFPHello object at 0x343fed0>
move onto config mode
EVENT ofp_event->SimpleMonitor EventOFPSwitchFeatures
switch features ev version: O0x4 msg_type 0x6 xid 0x7dd2dc58 OFPSwitchFeatures(auxiliary_id=0,
capabilities=71,datapath_id=1,n_buffers=256,n_tables=254)
move onto main mode
EVENT ofp_event->SimpleMonitor EventOFPStateChange
register datapath: 0000000000000001
send stats request: 0000000000000001
EVENT ofp_event->SimpleMonitor EventOFPFlowStatsReply
datapath in-port eth-dst out-port packets

EVENT ofp_event->SimpleMonitor EventOFPPortStatsReply
datapath rx-pkts rx-bytes rx-error tx-pkts

0000000000000001
0000000000000001
0000000000000001
0000000000000001 fffffffe

rA212l 3B 0 AHe ryu-manager & of SimpleSwitch13 2& 0|2 (ryu.app.simple_switch_13)2 |
ZAgiz|8t oy 7|0 A= SimpleMonitore] I 0|2 (./simple_monitor.py)S A A &L}

Oi7IME, B2 820| ¢4, (Table-miss 222 22 BA|SIA| A5LICH 2 ZEQ| H4E 5 0L
ct.

SAE 10|M EAE 22 pingS A ESHAL
host: h1:

root@ryu-vm:~# ping -cl1 10.0.0.2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=94.4 ms

--- 10.0.0.2 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 94.489/94.489/94.489/0.000 ms

root@ryu-vm:~#

N

T2 14 Y BRS $20| S2ED 2 Yot HBEUC

controller: cO:
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-port packets Dbytes

0000000000000001 1 00:00:00:00:00:02
0000000000000001 00:00:00:00:00:01
datapath rx-pkts rx-bytes rx-error tx-pkts tx-bytes

0000000000000001
0000000000000001
0000000000000001
0000000000000001 fffffffe

E22 50| 52 FE0| M2, 24 LE 19| Z220| Oj2|E EfT 2 1 12, 42 Hj0|E2tn 7§ &
Of ASLIC 4 ZE 20i|M= 2 T2, 140 HIO|ER 7| 5[0f /ST

ZE S/ EE0| f2H, ZE 19| 24 T2 £ (rx-pkts)= 3, 441 BIO|E 4= (rx-bytes)= 182 BIO|E, &
E

2= 3 02!, 182 HO|E2tal £|0] UG LIE,

S22 TZ9 £/ JEe iy LEO| £ 5HO| Yx|5HA|= LSLICE O|F= S22 59 £ JE&E
Fot=0f O] 2|2 S E I3 ZEO| 7| fE /LT =, Table-missOfl 2|3l Packet-In2 3t | 0f

[e]3

LS

Packet-Oute 2 H&E 22 g SAH Q| thefoll &[] @7| W2 LT,

0| 42, SAE 10| HA H2C HAESH ARP 22, SAE 27} SAE 10| Btalst= ARP & 12|10 &
AE 101|A1 SAE 22 Yalist= echo 2 Q1 3719| THZI0| 1, (25) Packet-Out 2JsH H&ELIC} O]
2|5t O|RE, LE SAx|= 22 &5 SAX|EC EEUICH

2.4 Az

O] oM A & 8 7[s2 FHZ o0, LS =52 HYotAS LI
« Ryu 88 T2 zHO|A Q| A2 MY B
- Datapath?| A&l #Ha} 20l

- FlowsStats 2! PortStats 42! &

oE
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REST ¢&

O] YOM="A22 512 OlM 2T A9 {20 REST &S 7|sS F7HILIG.

3.1 REST APIQ| 7|&

Ryuoll= WSGIO|| thS5t= Web AMB{Q| 7|50 JAGLICH 0] 7|5 O|&E5t0] BHE A|AHIO|L E2teA S
2 Ase o FE3H REST APIE 2t= &= UE UL

o

=2y

n
I
1]
10
=

ﬂ
£
Bul

FM. WSGI= Python0lM Web 88 220t Web M| HZE QIS &

3.2 REST APIg} 8 A9|A 5|82 73

rAQ|zl 512 oM BYst A2 51E0|| TS & REST APIE 71510 SA|C.

. MAC 24 E|0|& &5 AP
A S8 20 Q= MAC 4 H|0|22| WS BIEHStLICH MAC AL ZE #HS 9|
4 (pair)2 JSON dAlo 2 diatghL|Ct,

N
il
tu
{
o
Jo
2

f(pain S MAC 4 0|20 5251 A%

<
>
(@)
H
|m
rE
POI'
o%

724 AA ASE AT 2AIC

import json

import logging

from ryu.app import simple_switch_13

from webob import Response

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER

from ryu.controller.handler import set_ev_cls

from ryu.app.wsgi import ControllerBase, WSGIApplication, route

from ryu.lib import dpid as dpid_lib

simple_switch_instance_name = 'simple_switch_api_app'
url = '/simpleswitch/mactable/{dpid}"
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class SimpleSwitchRest13(simple_switch_13.SimpleSwitchi13):

_CONTEXTS = { 'wsgi': WSGIApplication 1}

def __init__(self, *args, **kwargs):
super (SimpleSwitchRest13, self).
self.switches = {}

_init__ (*args, **xkwargs)

wsgi = kwargs['wsgi'l

wsgi.register (SimpleSwitchController, {simple_switch_instance_name : self})

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler (self, ev):
super (SimpleSwitchRest13, self).switch_features_handler (ev)
datapath = ev.msg.datapath
self.switches[datapath.id] = datapath
self.mac_to_port.setdefault (datapath.id, {})

def set_mac_to_port(self, dpid, entry):
mac_table = self.mac_to_port.setdefault(dpid, {})
datapath = self.switches.get(dpid)

entry_port = entry['port']

entry_mac = entry['mac']
if datapath is not None:
parser = datapath.ofproto_parser
if entry_port not in mac_table.values():

for mac, port in mac_table.items():

# from known device to new device

actions = [parser.0FPActionOutput (entry_port)]

match = parser.0FPMatch(in_port=port, eth_dst=entry_mac)

self.add_flow(datapath, 1, match, actions)

# from new device to known device

actions = [parser.0FPActionOutput (port)]

match = parser.0FPMatch(in_port=entry_port, eth_dst=mac)

self.add_flow(datapath, 1, match, actions)

mac_table.update ({entry_mac : entry_port})

return mac_table

class SimpleSwitchController (ControllerBase):

def __init__(self, req, link, data, **config):

super (SimpleSwitchController, self).__init__(req, link, data, **config)

self.simpl_switch_spp = datal[simple_switch_instance_name]

Q@route ('simpleswitch', url, methods=['GET'], requirements={'dpid':

def list_mac_table(self, req, **xkwargs):

simple_switch = self.simpl_switch_spp
dpid = dpid_lib.str_to_dpid(kwargs['dpid'])

if dpid not in simple_switch.mac_to_port:

return Response(status=404)

mac_table = simple_switch.mac_to_port.get(dpid, {})

dpid_1ib.DPID_PATTERN})
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body = json.dumps(mac_table)
return Response(content_type='application/json', body=body)

Q@route ('simpleswitch', url, methods=['PUT'], requirements={'dpid': dpid_lib.DPID_PATTERN})
def put_mac_table(self, req, **xkwargs):

simple_switch = self.simpl_switch_spp
dpid = dpid_lib.str_to_dpid(kwargs['dpid'])

new_entry = eval(req.body)

if dpid not in simple_switch.mac_to_port:

return Response(status=404)

try:
mac_table = simple_switch.set_mac_to_port(dpid, new_entry)
body = json.dumps(mac_table)
return Response(content_type='application/json', body=body)
except Exception as e:

return Response(status=500)

—

simple_switch_rest_13.py0ilAe &

|

=“.é
|>
i
oX
10
ol
k
)
o>
r
o

AR, HTTP 232 8= URLY Y HIMEES H2|ot= HEZ2{ SimpleSwitchController QLT

|>

S HMEARY S E S &S MAC T2 HOE GHOESE E &+ AEF & 2

SimpleSwitchRest13 @IL|C}.
SimpleSwitchRest13 = AQ|2|0| 22 22 271517| 25l FeaturesReply HAEES 28{2t0|E5t1
datapath 7H4IE 222 AELIC.

3.3 SimpleSwitchRest13 S2|& 36

class SimpleSwitchRest13(simple_switch_13.SimpleSwitch13):

_CONTEXTS = { 'wsgi': WSGIApplication 1}

SefA M4 _CONTEXT Of|A RyuQ| WSGIQt S&HE[= Web AMH S2HAE Z[ZTLICH 22 H usgi 2t= 7|
Ol M WSGIS| Web MH{ AAEAZ AG 4 QUGSLICEH

def __init__(self, *args, **kwargs):
super (SimpleSwitchRest13, self).__init__ (*xargs, #**xkwargs)
self.switches = {}
wsgi = kwargs['wsgi'l
wsgi.register (SimpleSwitchController, {simple_switch_instance_name : self})

ME2= FHOM AEY HEE2 SAE SSot7| 510, WSGIApplication O QIAHAZ A
USGHLH SE2 register HMEZ AR UL register A E ASMA| HAEZ 22| Hd2}0f| A
SimpleSwitchRest13 22 A9 QUIAE A UM AS 4~ QIE = simple_switch_api_app 2t= 7| 0| S0

M dictionary 0|1 & AL C.

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler(self, ev):

super (SimpleSwitchRest13, self).switch_features_handler (ev)
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datapath = ev.msg.datapath
self.switches[datapath.id] = datapath
self.mac_to_port.setdefault(datapath.id, {})

= SwitchFeatures O|HIE 7} &f

252 Z2{AO| switch_features_handler 2 2H2t0|YEILICt O] HIME
MSHA|ZHO]| O|HHIE ZHA| ev Of| L &HEl datapath HAH|E 712 &, QIABA B4 gyitches O A{2FEHLICH
E5, 0|AI7]0f, MAC 74 B[O[Z0] 27| k22 ¥l dictionaryE 4B

’

def set_mac_to_port(self, dpid, entry):
mac_table = self.mac_to_port.setdefault(dpid, {3})

datapath = self.switches.get(dpid)

entry_port = entry['port']

entry_mac = entryl['mac']
if datapath is not None:
parser = datapath.ofproto_parser
if entry_port not in mac_table.values():

for mac, port in mac_table.items():

# from known device to new device

42 SH_|
=20ou

Ct.

actions = [parser.0FPActionOutput (entry_port)]
match = parser.O0FPMatch(in_port=port, eth_dst=entry_mac)

self.add_flow(datapath, 1, match, actions)

# from new device to known device

actions = [parser.0FPActionOutput (port)]

match = parser.0FPMatch(in_port=entry_port, eth_dst=mac)

self.add_flow(datapath, 1, match, actions)

mac_table.update ({entry_mac : entry_portl})

return mac_table

2| YE A2(2|0| MAC 49 ZEE SE5t= HAMEYLICE REST APIZtPUT Al

LICt.

Q4 entry Ol = S22 sl MAC FA2F ¢Z L E #(pair)0| Z&E|0] Q

o™

MAC F24 H|O|Z self.mac_to_port 2 AEE 22510 A0 SSot=

2S£
QLT
222 322 30

O|€ E0{, MAC 4 H|O|E0] CtS2| MAC F42t A& EE 4 (pair)0| SS£/0] U1,

+ 00:00:00:00:00:01, 1
Ql4 entry Off A & MAC FA2F XLE X (pair)0|

- 00:00:00:00:00:02, 2

Y of, s 22|20 SEoH0f ot= E2F FF2 CrS AL
« O 2 in_port =1, dst_mac = 00:00:00:00:00:02 &2
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3.4 SimpleSwitchController 222 16
Ct& 2 REST APIOf Ci gt HTTP R3S +dtl= ZEE S22 UL 2
SimpleSwitchController §JL|C},
class SimpleSwitchController (ControllerBase):
def __init__(self, req, link, data, **xconfig):
super (SimpleSwitchController, self).__init__(req, link, data, **config)

self.simpl_switch_spp datal[simple_switch_instance_name]

MM 20| M SimpleSwitchRest13 S2fAQ| QIABAZS JEH-ZLICL,

@route ('simpleswitch', url, methods=['GET'], requirements={'dpid':

def list_mac_table(self, req, **kwargs):

simple_switch = self.simpl_switch_spp

dpid dpid_1lib.str_to_dpid(kwargs['dpid'])

if dpid not in simple_switch.mac_to_port:

return Response(status=404)

{1

mac_table simple_switch.mac_to_port.get (dpid,
body

return Response(content_type=

json.dumps (mac_table)
'application/json', body=body)

rlo

dpid_1ib.DPID_PATTERN})
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@route ('simpleswitch', url, methods=['PUT'], requirements={'dpid':
def put_mac_table(self, req, **xkwargs):

2 1list_mac_table H|A]

MAC =

It 404

A EHO|[2S M

SHeteiLC

dpid_1ib.DPID_PATTERN})
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simple_switch = self.simpl_switch_spp
dpid = dpid_1lib.str_to_dpid(kwargs['dpid'])

new_entry = eval(req.body)

if dpid not in simple_switch.mac_to_port:

return Response(status=404)

try:
mac_table = simple_switch.set_mac_to_port(dpid, new_entry)
body = json.dumps(mac_table)
return Response(content_type='application/json', body=body)
except Exception as e:

return Response(status=500)

CHS2 MAC =4 E|0|2& SSot= REST APIZLCY.

URLZ MAC =4 H|O|Z Z[SAI2| APIF SSHA|BH HTTP M E7L PUTL| S put_mac_table HIMES
SEYLICL Ol HMEE YWEHZ A2 5{H QAUAHAO| set_mac_to_port HAMEE TESL|C} L5
put_mac_table A E LHOM Of| 2|7t M5tH SE T E 5003 BHHEL|CH S5 1ist_mac_table Of|A
S0k OtL 2t Ryuof| ¢ ESHA| 942 DO|2|2 A2|2|2| C|O|E] 2 IDE A|¥stH S ZE 4042 tratefL
Ct.

— e

3.5 REST APl 2715l A9l 5{E AlsH

—

REST APIE 2715t A2(2 51EE AMalisl FA|Ct
HAr AL 52 2t 20| MininetS A& LICt H7|MXZ 222 OpenFlow 0| OpenFlow13& &
Hot= AS U] OMJA|2. 0|0f REST APIE 715t A2 F{E & A|ZIgL|C,

ryu@ryu-vm:~/ryu/ryu/app$ cd ~/ryu/ryu/app
ryu@ryu-vm:~/ryu/ryu/app$ sudo ovs-vsctl set Bridge sl protocols=0penFlowl3
ryu@ryu-vm:~/ryu/ryu/app$ ryu-manager --verbose ./simple_switch_rest_13.py
loading app ./simple_switch_rest_13.py
loading app ryu.controller.ofp_handler
creating context wsgi
instantiating app ryu.controller.ofp_handler
instantiating app ./simple_switch_rest_13.py
BRICK SimpleSwitchRest13
CONSUMES EventOFPPacketIn
CONSUMES EventOFPSwitchFeatures
BRICK ofp_event
PROVIDES EventOFPPacketIn TO {'SimpleSwitchRest13': set(['main'])}
PROVIDES EventOFPSwitchFeatures TO {'SimpleSwitchRest13': set(['config'])}
CONSUMES EventOFPErrorMsg
CONSUMES EventOFPPortDescStatsReply
CONSUMES EventOFPEchoRequest
CONSUMES EventOFPSwitchFeatures
CONSUMES EventOFPHello
(31135) wsgi starting up on http://0.0.0.0:8080/

connected socket:<eventlet.greenio.GreenSocket object at 0x318c6d0> address:('127.0.0.1',

48914)
hello ev <ryu.controller.ofp_event.EventOFPHello object at 0x318cc10>

move onto config mode

EVENT ofp_event->SimpleSwitchRest13 EventOFPSwitchFeatures

38



3.5. REST API £71El A2l 5B Ad

switch features ev version: 0x4 msg_type 0x6 xid 0x78dd7a72 OFPSwitchFeatures(auxiliary_id=0,

capabilities=71,datapath_id=1,n_buffers=256,n_tables=254)

move onto main mode

AlZF 22 M| Al Z]0] “(31135) wsgi starting up on http://0.0.0.0:8080/"&0| =0, 0l= Web A {7}
IE HE 808022 A|2E|Y S S LIEFHL|CY,

CH2 mininet shellofA h10lM h22 pingS A& Ct

mininet> hl ping -c 1 h2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=84.1 ms

--- 10.0.0.2 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 84.171/84.171/84.171/0.000 ms

O|h RyuQ| Packet-In2 3t 2Hl5t D Q& LICt

EVENT ofp_event->SimpleSwitchRest1l3 EventOFPPacketln
packet in 1 00:00:00:00:00:01 ff:ff:ff:ff:ff:ff 1
EVENT ofp_event->SimpleSwitchRest13 EventOFPPacketIn
packet in 1 00:00:00:00:00:02 00:00:00:00:00:01 2
EVENT ofp_event->SimpleSwitchRest13 EventOFPPacketIn
packet in 1 00:00:00:00:00:01 00:00:00:00:00:02 1

071M, 2212 3129 MAC E|0|28 ZM5t= REST APIS A5 ZAICt OHOfl= REST APIE S&5t17]
2I5H curl BHS AFEEILICE

ryu@ryu-vm:~$ curl -X GET http://127.0.0.1:8080/simpleswitch/mactable/0000000000000001
{"00:00:00:00:00:02": 2, "00:00:00:00:00:01": 1}

h12t h2 & SAEJF MAC F£ HI0|S0|M S5E XS & + ASLICH

O|#ofl= h1, h28| & SAEE 0|2] MAC 4 0|20 A &35t1l pings Ml SLICH HAY A2
Hol Mininet2 SX|&LICt. 21 TS CHA| MininetE A|2H5t2 OpenFlow {2 OpenFlow132 A%
AQ13 FEE AR

-|0I' Kell

(26759) wsgi starting up on http://0.0.0.0:8080/

connected socket:<eventlet.greenio.GreenSocket object at Ox2afe6d0> address:('127.0.0.1',
48818)

hello ev <ryu.controller.ofp_event.EventOFPHello object at Ox2afecl10>

move onto config mode

EVENT ofp_event->SimpleSwitchRest13 EventOFPSwitchFeatures

switch features ev version: 0x4 msg_type 0x6 xid 0x96681337 OFPSwitchFeatures(auxiliary_id=0,
capabilities=71,datapath_id=1,n_buffers=256,n_tables=254)

switch_features_handler inside sub class

move onto main mode

0|F, MAC =4 H|O|& YGIO|EZ @ISt REST APIE Z 2EAEDICt S
Ol YA {"mac': "MAC 4", “port': HZ ZE HSP}L g2

1

Z38HL|C} REST APIZ S£¢ jf ¢
S|t

ryu@ryu-vm:~$ curl -X PUT -d '{"mac" : "00:00:00:00:00:01", "port" : 1}' http
://127.0.0.1:8080/simpleswitch/mactable/0000000000000001

{"00:00:00:00:00:01": 1}
ryu@ryu-vm:~$ curl -X PUT -d '{"mac" : "00:00:00:00:00:02", "port" : 2}' http
://127.0.0.1:8080/simpleswitch/mactable/0000000000000001
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{"00:00:00:00:00:02": 2, "00:00:00:00:00:01":

O] FYS HASHH h1, h20f| tiSsts 222 &=0| 22(2[0f SFEUIC.
0[0] h10fA h22 pings AL}

mininet> hl ping -c 1 h2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=4.62 ms

--- 10.0.0.2 ping statistics ---
1 packets transmitted, 1 received, 07 packet loss, time Oms
rtt min/avg/max/mdev = 4.623/4.623/4.623/0.000 ms

move onto main mode

(28293) accepted ('127.0.0.1', 44453)

127.0.0.1 - - [19/Nov/2013 19:59:45] "PUT /simpleswitch/mactable/0000000000000001 HTTP/1.1"
200 124 0.002734

EVENT ofp_event->SimpleSwitchRest1l3 EventOFPPacketln

packet in 1 00:00:00:00:00:01 ff:ff:ff:ff:ff:ff 1

Ol A2|2|0fj= 0|0] 222 =0| 2A5t7| TZ0i| Packet-In= h10ilA h22 ARP 20| S TPH L/
Stal, 0|22 2! Wl M= LlSHA| 45 LT,

3.6 Az

0] ZolME= MAC T2 B|0|2& 2257 LE YO0l Este
Cio dF3MSLICt. & otLef &

=2 g
APIZ BHSD BRI A0A AFSE & YES sHe 2T 22 AU
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23 oj1z2|Ao]H

O olM& Ryus 0|E3t0] P32 022 0]d 7|s& ~oicts LE=S YL

4.1 A3 oja2|Ao]M

Lol =2 d3z

23 0{02|A|0|/4E IEEE802.1AX-20080 A 2|1, o] =2|H g|dS FO
£ SAAIZ 4 9o

elste 7Lt @3 oA2A0]E 7|2 EY HEHT 2 ol il &&=
SAof S5YS 2EF22M 28 ZE(fault tolerance) S FHAIZ & AS LG

ﬂJlﬂJ ol

200Mbps bandwidth Not failed

Only line used

100Mbps V

100Mbps

100Mbps OMbps
Faster Higher fault-
communication tolerance

23 012]7(0|4 7152 ALRSI P 2t HES T FH|o| A OfE QIE{H0|AS O 1202 22 IV}
Ste M@2 0j2] SE0{of BLict

23 0]712[A0|d 7|52 AtESts YHoll= 202 WEYZ AU EH;H 2y A Yotz dAel Lyt
LACP (Link Aggregation Control Protocol)et= Z2EZS AFE5t0 7|52 A&t 542 &80l U
STt

SHQI HRHE MElst= 22, ZF HE T ZH|0f tiSst= QETH 0| A0 A LACP CIO|H RYAE %17|2*9
2 W25t S410| 7Hs35iths A2 M2 ASSHAM &Ittt LACP H0|E fX weto] STHE|H 10|
Lot Ao2 7kt sl HESH A &= A8 E7Hstt SEf7F Ut O 23, T3] A& L 412
LIT{ 2| QIE{TH|O|A0] 2|5 A{ 2 O| RO LICH O] Y2 HEXHI H|Ztof DIC|0] ZHE S| SA EX|7t
ZAStE R0 SA &z(e o 3 C2ES ZAIY &~ Ults EdE0| UFU LT 0] ZolM= LACPE
olgst 4 @A o{2[A0|d 7| CHELIC
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4 Ryul &3 0127014 88 Z2OUS J3s ST

=
Ryu &4 E2[0f ZLeE|] QL= simple_switch_lacp.py= OpenFlow 1.0 1 & & Z20|7| 20|
7|0 M= AEH OpenFlow 1.30 CHE23t= simple_switch_lacp_13.pyS BtSL|CH O] T2 02 2TA
2 8 AR BB 3 oA 0|Md 7|s2 27t S8 ZEO-MYLCt

A 0|8 @ simple_switch_lacp_13.py

from ryu.base import app_manager

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER
from ryu.controller.handler import MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_vi_3

from ryu.lib import lacplib

from ryu.lib.dpid import str_to_dpid

from ryu.lib.packet import packet

from ryu.lib.packet import ethernet

class SimpleSwitchLacpl3(app_manager.RyuApp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]
_CONTEXTS = {'lacplib': lacplib.LacpLib}

def __init__(self, *args, **kwargs):
super (SimpleSwitchLacpl13, self).__init__(xargs, *xkwargs)
self .mac_to_port = {}
self._lacp = kwargs['lacplib']
self._lacp.add(
dpid=str_to_dpid('0000000000000001 '), ports=[1, 21)

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler (self, ev):

datapath = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

# install table-miss flow entry

#

# We specify NO BUFFER to max_len of the output action due to

# 0OVS bug. At this moment, if we specify a lesser number, e.g.,
# 128, 0VS will send Packet-In with invalid buffer_id and

# truncated packet data. In that case, we cannot output packets
# correctly.

match = parser.O0FPMatch ()

actions = [parser.OFPActionOutput(ofproto.0OFPP_CONTROLLER,
ofproto.0FPCML_NO_BUFFER)]

self.add_flow(datapath, O, match, actions)

def add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

inst = [parser.O0FPInstructionActions(ofproto.0FPIT_APPLY_ACTIONS,

actions)]
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mod = parser.0FPFlowMod(datapath=datapath, priority=priority,
match=match, instructions=inst)

datapath.send_msg(mod)

def del_flow(self, datapath, match):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

mod = parser.0FPFlowMod(datapath=datapath,
command=ofproto.0FPFC_DELETE,
out_port=ofproto.0FPP_ANY,
out_group=ofproto.0FPG_ANY,
match=match)

datapath.send_msg(mod)

@set_ev_cls(lacplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser
in_port = msg.match['in_port']
pkt = packet.Packet(msg.data)

eth = pkt.get_protocols(ethernet.ethernet) [0]
dst = eth.dst
src = eth.src

dpid = datapath.id
self.mac_to_port.setdefault (dpid, {})

self.logger.info("packet in %s %s %s %s", dpid, src, dst, in_port)

# learn a mac address to avoid FLOOD next time.

self .mac_to_port[dpid] [src] = in_port

if dst in self.mac_to_port[dpid]:

out_port = self.mac_to_port[dpid][dst]
else:

out_port = ofproto.0FPP_FLOOD

actions = [parser.0FPActionOutput (out_port)]

# install a flow to avoid packet_in next time

if out_port != ofproto.0FPP_FLOOD:
match = parser.0FPMatch(in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

data = None
if msg.buffer_id == ofproto.0FP_NO_BUFFER:
data = msg.data

out = parser.0FPPacketOut(datapath=datapath, buffer_id=msg.buffer_id,
in_port=in_port, actions=actions, data=data)

datapath.send_msg(out)

@set_ev_cls(lacplib.EventSlaveStateChanged, MAIN_DISPATCHER)

def _slave_state_changed_handler(self, ev):
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datapath

dpid

ev.datapath

datapath.id

port_no = ev.port
enabled
self.logger.info("slave state changed port: %d enabled: ¥%s",

if dpid

for

del
self.mac_to_port.setdefault (dpid, {})

oot
ik

ev.enabled

port_no, enabled)

in self.mac_to_port:

mac in self.mac_to_port[dpid]:

match = datapath.ofproto_parser.0FPMatch(eth_dst=mac)
self.del_flow(datapath, match)

self.mac_to_port [dpid]

VM O|0|Z| At2 S

HZ MininetZ 0|

Mininet APIE 2&5t= A3 EE /ot &

o
2
=2
S

Z 74

|5t B

f v =

ot0f of2f 1

AA O|E : link_aggregation.py

#!/usr/bin/env python

from
from
from

from

if !

mininet.

mininet
mininet

mininet

__main__

cli import CLI

.net import Mininet

.node import RemoteController

.term import makeTerm

__name__:
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net = Mininet(controller=RemoteController)

cO = net.addController('cO', port=6633)

sl = net.addSwitch('s1l')

hl = net.addHost('h1')

h2 = net.addHost('h2', mac='00:00:00:00:00:22")
h3 = net.addHost('h3', mac='00:00:00:00:00:23")
h4 = net.addHost('h4', mac='00:00:00:00:00:24")

net.addLink (s1, hl)
net.addLink(s1, hil)
net.addLink(s1, h2)
net.addLink(s1, h3)
net.addLink (s1, h4)

net.build ()
cO.start ()
sl.start ([c0])
net.startTerms ()

CLI(net)

net.stop ()

ryu@ryu-vm:~$ sudo ./link_aggregation.py

Unable to contact the remote controller at 127.0.0.1:6633

mininet> net

cO0

sl lo: sl-ethl:hl-ethO sl-eth2:hl-ethl sl-eth3:h2-ethO sl-eth4:h3-ethO sl-ethb5:h4-eth0
hl hl-ethO:sl-ethl hl-ethl:sl-eth2

h2 h2-ethO:sl-eth3

h3 h3-ethO:sl-eth4

h4 h4-ethO:sl-ethb

mininet>

4.2.2 SAE hl10j|M &3 o{22|A|0|d

SAE W19 Linuxoll 2ot At 43S dAIZAIL 2 oMol B 0| tisiM=, TAE h12
xtermOf| s M.

M2 23 ofa2|A0|4E 2Tt E210|H 258 EEELICH LinuxOlM= @3 0{a2|A0|d 7|58 &Y
catolHollM Gt QUEUICE 0l2] E2to|to] 74 MUES /etc/modprobe.d/bonding.conf2 248t
=2

ot 0|&: /etc/modprobe.d/bonding.conf

alias bond0O bonding

options bonding mode=4

Node: h1:
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root@ryu-vm:~# modprobe bonding

mode = 4= LACPS 0|88t &2 3 0{12|#/0|4 &t 24S LIEHHLICL 7|23t0]7] Th20fl 40| Ak
Of UAELICHR, LACP CO|E| K w3t 27| SLOW (30 2 222 S22 MAC 45 7|
Bo2 ST AHE(Of USLICH

0[0f bond00|2t= =2| QE{H|0[AS A2 BHFLIC L5 bond0 MAC 42 A6t 2f5 AL,

Node: h1:

root@ryu-vm:~# ip link add bond0 type bond

root@ryu-vm:~# ip link set bond0 address 02:01:02:03:04:08

2t =2 AEHH|0|A9] QF0| h1-eth02t h1-eth12| 22| AEHO|AS ZOA|ZLICE. O] T, =24
E{HO|AS Cf2 JEIZ2 & BRIt AGLIC Eot 22 2YE|= =24 UHM0|AS MAC FAS &
7| 212 U= HLISHOF FLICE

o
[

Node: h1:

root@ryu-vm: i i hli-ethO down

root@ryu-vm: i i hli-ethO address 00:00:00:00:00:11
root@ryu-vm: i i hl-ethO master bondO

root@ryu-vm: i i hi-ethl down

root@ryu-vm: i i hli-ethl address 00:00:00:00:00:12
root@ryu-vm: i i hi-ethl master bondO

=2| QIE{H|O| A0 IP FAE SEETHLICEH 04710 10.0.0.18 SHELICH L5t h1-eth00]| IP FAT S|
0 Y222 0| AHAHFLICE
Node: h1:

root@ryu-vm:~# ip addr add 10.0.0.1/8 dev bondO
root@ryu-vm:~# ip addr del 10.0.0.1/8 dev hl-ethO

OpR|gte 2, =2| QEI0|AZ E/dStA|Z LTt
Node: h1:

root@ryu-vm ip link set bondO0 up

O[A|, 2 QUE{T 0| 20| HEHS EHQIBFAICE.

Node: h1:

root@ryu-vm:~# ifconfig
bondO Link encap:Ethernet HWaddr 02:01:02:03:04:08
inet addr:10.0.0.1 Bcast:0.0.0.0 Mask:255.0.0.0
UP BROADCAST RUNNING MASTER MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:10 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:0

RX bytes:0 (0.0 B) TX bytes:1240 (1.2 KB)

hi-ethO Link encap:Ethernet HWaddr 02:01:02:03:04:08
UP BROADCAST RUNNING SLAVE MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:5 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000
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RX Dbytes:0 (0.0 B) TX bytes:620 (620.0 B)

hl-ethil Link encap:Ethernet HWaddr 02:01:02:03:04:08
UP BROADCAST RUNNING SLAVE MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:5 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:620 (620.0 B)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

selsiof

=/

root@ryu-vm:~# cat /proc/net/bonding/bond0
Ethernet Channel Bonding Driver: v3.7.1 (April 27, 2011)

Bonding Mode: IEEE 802.3ad Dynamic link aggregation
Transmit Hash Policy: layer2 (0)

MII Status: up

MII Polling Interval (ms): 100

Up Delay (ms): O

Down Delay (ms): O

802.3ad info
LACP rate: slow
Min links: O
Aggregator selection policy (ad_select): stable
Active Aggregator Info:
Aggregator ID: 1
Number of ports: 1
Actor Key: 33
Partner Key: 1
Partner Mac Address: 00:00:00:00:00:00

Slave Interface: hl-ethO

MII Status: up

Speed: 10000 Mbps

Duplex: full

Link Failure Count: O

Permanent HW addr: 00:00:00:00:00:11
Aggregator ID: 1

Slave queue ID: O

Slave Interface: hl-ethil
MII Status: up

Speed: 10000 Mbps
Duplex: full
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Link Failure Count: O
Permanent HW addr: 00:00:00:00:00:12

Aggregator ID: 2

Slave queue ID: O

LACP G4|O|&{ RKIQ| w&tE7| (LACP rate : slow)2t £ 22! A (Transmit Hash Policy : layer2 (0))2
golst 4~ Q& L|CEH £S5t 22| QIEIH|O|A h1-eth02F h1-eth12] MAC FAE &0leh 4~ Q& LICT

Ol ZAE h19] Al YO0l A2 US LT

S

4.2.3 OpenFlow HZ A

£2|2] s12] OpenFlow HHUS 1.322 SYFLICE 0] YA YA AQ(2] s12] xtermOf| A A SHYAI=.

Node: s1:

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

4.2.4 £913) 3{Ho| M

ER

S

FH| YO0| A2 5[, T2t O2fM S0 2L Ryu 2 Z2 243 ASHEHL|CL,
=2 X =20|"Node: cO (root), Q! xtermOj|A| CtS Had S AISHEHL|C},

Node: cO:

ryu@ryu-vm:~$ ryu-manager ./simple_switch_lacp_13.py
loading app ./simple_switch_lacp_13.py

loading app ryu.controller.ofp_handler

creating context lacplib

instantiating app ./simple_switch_lacp_13.py

instantiating app ryu.controller.ofp_handler

SAE h12 30 201CH S LACP |08 SRS ASELICH A=l ZHA| 0|20, A%|= EAE h10]
M LACP G|0|&] R E 41510 Aal 20| e Ct

Node: cO:

[LACP] [INFO] SW=0000000000000001 PORT=1 LACP received.

[LACP] [INFO] SW=0000000000000001 PORT=1 the slave i/f has just been up.
[LACP] [INFO] SW=0000000000000001 PORT=1 the timeout time has changed.
[LACP] [INFO] SW=0000000000000001 PORT=1 LACP sent.

slave state changed port: 1 enabled: True

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP received.

[LACP] [INFO] SW=0000000000000001 PORT=2 the slave i/f has just been up.
[LACP] [INFO] SW=0000000000000001 PORT=2 the timeout time has changed.
[LACP] [INFO] SW=0000000000000001 PORT=2 LACP sent.

slave state changed port: 2 enabled: True

20& i8S HErdLU o

« LACP received.
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LACP H[O|E] EHe|E AI3MELIC,

+ the slave i/f has just been up.

HIsaI-Ain» A|'EH0:“:7| £E7|'S;>‘E 43 I-EHEEIEOEl ﬁl—ll:l-'

+ the timeout time has changed.
LACP H|0|& RK0f Cist S41 2LIEZ A[ZH0] HAZAESLICH (0] B3 27| el 0 20
M LONG_TIMEOUT_TIME 90 22 HZAEZIL|CH.

« LACP sent.
SOl Cist LACP H0|H RS MEUSLITH
+ slave state changed ...

LACP 2t0|E2{2|0{| A ™ EventSlaveStateChanged " O|HIES 282 T2 12H0| £AI5HY
SUC (OIHIES| ZtM|5t LIE2 Of2 2tx).

28|12 2AE h10|M LACP HIOIH 7S 4leh WDt LACP HI0|H fHS SE22 HMESEILICH

Node: c0:

[LACP] [INFO] SW=0000000000000001 = received.
[LACP] [INFO] SW=0000000000000001 = sent .
[LACP] [INFO] SW=0000000000000001 = received.
[LACP] [INFO] SW=0000000000000001 = sent .

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows sl
OFPST_FLOW reply (O0F1.3) (xid=0x2):

cookie=0x0, duration=14.565s, table=0, n_packets=1, n_bytes=124, idle_timeout=90,
send_flow_rem priority=65535,in_port=2,dl_src=00:00:00:00:00:12,d1_type=0x8809 actions=
CONTROLLER :65509

cookie=0x0, duration=14.562s, table=0, n_packets=1, n_bytes=124, idle_timeout=90,
send_flow_rem priority=65535,in_port=1,dl_src=00:00:00:00:00:11,d1_type=0x8809 actions=
CONTROLLER:65509

cookie=0x0, duration=24.821s, table=0, n_packets=2, n_bytes=248, priority=0 actions=
CONTROLLER:65535

|>
40
E
rr

9| h1-eth1 (&3 L EJ} s1-eth20|M MAC FA7+ 00:00:00:00:00:12)0{|A LACP G|0|g &4
(ethertypeZt 0x8809)0| &% Packet-In AR E EH

+ h19 h1-ethO (&2 ZLEJ} s1-eth10|M MAC F47F 00:00:00:00:00:11)0{|A LACP GH|0|& S
(ethertype?} 0x8809)0| H&E|H Packet-In AR & EHY

- TA912 5B o Z2 Table-miss 22< &=

M 71| 222 =0 SZE0f AS L.
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4.2.5 23 oj22|AH0]d 7|5 29l

—

4, 3 of22(A 0140 ofst E41 £=0f S-S EQIYLICH S4l0)| Tt o2 IS A8Ste 258
A

root@ryu-vm:~# ping 10.0.0.1

PING 10.0.0.1 .0.0.1) 56(84) bytes of data.

64 bytes from 1: icmp_req=1 ttl=64 time=93.0 ms

64 bytes from 1: icmp_req=2 ttl=64 time=0.266 ms

64 bytes from .0.0.1: icmp_req=3 ttl=64 time=0.075 ms
1

64 bytes from icmp_req=4 = time=0.065 ms

pinga Al ELf= S0, AQ%| s12] 222 =S &QIgtL|Ct
Node: s1:

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=22.05s, table=0, n_packets=1, n_bytes=124, idle_timeout=90,
send_flow_rem priority=65535,in_port=2,dl_src=00:00:00:00:00:12,d1_type=0x8809 actions=
CONTROLLER:65509

cookie=0x0, duration=22.046s, table=0, n_packets=1, n_bytes=124, idle_timeout=90,
send_flow_rem priority=65535,in_port=1,dl_src=00:00:00:00:00:11,d1_type=0x8809 actions=
CONTROLLER:65509

cookie=0x0, duration=33.046s, table=0, n_packets=6, n_bytes=472, priority=0 actions=
CONTROLLER :65535

cookie=0x0, duration=3.259s, table=0, n_packets=3, n_bytes=294, priority=1,in_port=3,dl_dst
=02:01:02:03:04:08 actions=output:1

cookie=0x0, duration=3.262s, table=0, n_packets=4, n_bytes=392, priority=1,in_port=1,dl_dst
=00:00:00:00:00:22 actions=output:3

Yo RIS AHOM & S22 &F0| 27t=[0f ASUICE duration 20| 212 4 #HR|Q}L 5 HA) S LT

« 38 IE (s1-eth3, = h2 CHY QIE{HO|A)0A h12] bond02 2 &5H= IZIS £AIGHH 1 H I E
(s1-eth1)0|l M LHE LK

« 1HIXE (s1-eth1)0A 228 E T2 S O™ 3 ¥ LE (s1-eth3)%F

ote S22 S Y LG h22th1 Ato]2] S410f= s1-eth10] AFEE XS & 4= ASLIC

|0
U
&=
it
&=
N

O tg 3AE h30|M 2AE h1 Ofish pingS AL

Node: h3:

root@ryu-vm:~# ping 10.0.0.1
PING 10.0.0.1 (10.0.0.1) 56(84) bytes of data.
64 bytes from 10. 1: icmp_req=1 ttl=64 time=91.2 ms
64 bytes from 10.0.0.1: icmp_req=2 ttl=64 time=0.256 ms
1
1

64 bytes from 10. icmp_req=3 ttl=64 time=0.057 ms

64 bytes from 10.

icmp_req=4 ttl=64 time=0.073 ms
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0g

pings A& EUE S, 2212 512] S22 &=3 SAGLIC

Node: s1:

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si
OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=99.765s, table=0, n_packets=4, n_bytes=496, idle_timeout=90,
send_flow_rem priority=65535,in_port=2,dl_src=00:00:00:00:00:12,d1_type=0x8809 actions=
CONTROLLER :65509

cookie=0x0, duration=99.761s, table=0, n_packets=4, n_bytes=496, idle_timeout=90,
send_flow_rem priority=65535,in_port=1,dl_src=00:00:00:00:00:11,d1_type=0x8809 actions=
CONTROLLER :65509

cookie=0x0, duration=110.761s, table=0, n_packets=10, n_bytes=696, priority=0 actions=
CONTROLLER :65535

cookie=0x0, duration=80.974s, table=0, n_packets=82, n_bytes=7924, priority=1,in_port=3,
dl_dst=02:01:02:03:04:08 actions=output:1

cookie=0x0, duration=2.677s, table=0, n_packets=2, n_bytes=196, priority=1,in_port=2,dl_dst
=00:00:00:00:00:23 actions=output:4

cookie=0x0, duration=2.675s, table=0, n_packets=1, n_bytes=98, priority=1,in_port=4,dl_dst
=02:01:02:03:04:08 actions=output:2

cookie=0x0, duration=80.977s, table=0, n_packets=83, n_bytes=8022, priority=1,in_port=1,
dl_dst=00:00:00:00:00:22 actions=output:3

o QIS A HoM & S22 =0 F7t=[0f ASU T duration g{0] 212 CHA BRjF 04 A a5

Ut

O o

18

JU
N

o 2H IXE (s1-eth2)0|A h30||A THZIS £AIGHH 4 H XLE (s1-eth4)2 LHELYY|

. 4 ¥ ZE (s1-eth4 = h30j| C§5+= QE{H0|A)0|A h12| bond0L 2 &kt THZIS 4Al5HH 2
ZLE (s1-eth2)2 LHELYT|

SFYLCE h32th1 At0|e] S4I0= s1-eth27t AL & AS Y &= JUSLIC

h40 M EAE h12% pings 2 e 4= AGULE STt IRIVIZZ MEE 22 &5
1, h42th1 AL0|e] S410f= s1-eth10[ AFEELICE

u

e

(@]
o
22 5AE
A
A

ol S2¢
Al BAE [ AR EZE
h2 1
h3 2
h4 1
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Zg

k1
ol
oot

z

o9l
0z
°

o
rr
Rl

I

for
ro

ﬂ
r
o
ol
=
0%
ofor
rlo

23 ofaz2|Ao|Me] Hut2 AT X2 (fault tolerance)oi CHst 2 :
h22t h47t h12t E41S I s1-eth2E AFESt, h30| h12t E4IE T s1-eth12 AFE&LICE

0{7|M s1-eth1 QIE{H| 0| A0 CHS 3= h1-eth0E &3 O{22|A|0|H OF0|M 22| A|Z LTt
Node: h1:

root@ryu-vm:~# ip link set hl-ethO nomaster

h1-eth00| SA|=|U7 |0,

SAE h30JM ZAE h10f ping0| BUZIZ| Y&LICH EA0| 57 s BUE
2 A|210] 90 27t ZIf5tY ZE

£2{°| 32 210] Ch31t 22 HAIR[7H 2= EL .

Node: cO:

[LACP] [INFO] SW=0000000000000001 PORT=1 LACP received.

[LACP] [INFO] SW=0000000000000001 PORT=1 LACP sent.

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP received.

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP sent.

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP received.

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP sent.

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP received.

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP sent.

[LACP] [INFO] SW=0000000000000001 PORT=1 LACP exchange timeout has occurred.

slave state changed port: 1 enabled: False
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4.3. Ryuo| Y3 oja2|A0|M 7] 2¥

TLACP exchange timeout has occurred. & E410| Z|Z| ¢t= 2 L|E{E A|ZH0] X| S-S LIEFHLICE 7|
OlME SEEUE D5 MAC A HE0| S22 SE2 AAE St A2 Ef, A2 E AARHE 2=
of MEfZ Z|ZTELICt.

M2 E410] LH5tH M2 MAC T4 SHEE| D A01QlE 302 0|8510 222 SS0| CHA| S5
EiLct

= .

SAE Q32 SAE W1 AOQME MER S22 50| SEELICH

Node: s1:

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (OF1.3) (xid=0x2):

duration=364.265s, table=0, n_packets=13, n_bytes=1612, idle_timeout=90,
send_flow_rem priority=65535,in_port=2,dl_src=00:00:00:00:00:12,d1_type=0x8809 actions=
CONTROLLER :65509

cookie=0x0, duration=374.521s,
CONTROLLER :65535
duration=5.738s,

cookie=0x0,

table=0, n_packets=25, n_bytes=1830, priority=0 actions=

cookie=0x0, dst

=02:01:02:03

table=0, n_packets=5, n_bytes=490, priority=1,in_port=3,dl_

:04:08 actions=output:2

cookie=0x0,
=00:00:00:00:
cookie=0x0,
=02:01:02:03:
cookie=0x0,
=02:01:02:03:
cookie=0x0,
=00:00:00:00:
cookie=0x0,
=00:00:00:00:

duration=6.279s, table=0,
00:23 actions=output:5

table=0,

n_packets=5, n_bytes=490, priority=1,in_port=2,dl_dst

duration=6.281s, n_packets=5, n_bytes=490, priority=1,in_port=5,dl_dst
04:08 actions=output:2
duration=5.506s, table=0,
04:08 actions=output:2

duration=5.736s, table=0,

n_packets=5, n_bytes=434, priority=1,in_port=4,dl_dst

n_packets=5, n_bytes=490, priority=1,in_port=2,dl_dst

00:21 actions=output:3

duration=6.504s, table=0, n_packets=6, n_bytes=532, priority=1,in_port=2,dl_dst

00:22 actions=output:4

SAE h30f| Cigt ping0| S | ACHH AlSE LT

Node: h3:

O O O O ©O © O o

O O O O O © O o

T

icmp_req=144
icmp_req=145
icmp_req=146
icmp_req=237
icmp_req=238
icmp_req=239
icmp_req=240

icmp_req=241

time=0.193 ms
time=0.081 ms
time=0.095 ms
time=44.1 ms
time=2.52 ms
time=0.371 ms
time=0.103 ms
time=0.067 ms

4.3 Ryu2| &3 0{12[7|0]4 7|5 2

O|A| OpenFlowE O|&3t0] O{E | F3 0227014 7| 50| HS&l=A| Lot LZSLICH

LACPE O|&¢t 3 Oo{22[70]42 HSAE SA LT TLACP H|0|H 7R o] wet0] 45422 0|0
21 e S0l = e S2|A ABMO0| A= AR, TLACP H|0|E RU 2| neto| 7|3 s S2|4 QIH
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.. =2 A QIHH|0|AS B|Edslcte A2, O UHHO|AS AESt= 229 &=Z0| 2Ast
|0|= ASLICE T,

+ LACPH|O|H RS 415t SHE Y5t 2
3

- LACP B0[E] K0 Y AJ7H 44l

' = 37 g 224 AEHO|AS AL 227 T=0H|M
AAStL 0| slie AEIHO|AS ALESIES E2F

o
- F27t & 2214 AETO[AM LACP HIO|H RYES @2 B dliY QEH0|AS CHA| 2dst

- LACP BO|E] 94 O|2]o| THZISrA9| 2l 52 Y at&-Hs

ot Ae|E Aot 3 02| A|0]de] 7= S20| 7hsai LIt LACPO| sl 2210 A4 ¢
2 F20] HESHH| LHR0f A7| T20f LACPO|| &5t 225 LACP 2t0|E2{2|2 &2|otal, DHA| g2 &

=2
Soraglz 5E A FHE HABHE W2 THBLICE

LACP HIO|Ef U £AIA| S 2.4 222 200 2= MF BI+53517| 20| Packet-In HIA|Z| S
AE310] OpenFlow HEZ2{0|M H2|E sHefLct.

Z4: LACP GlOJE| SWS RatsHs 22| QIE{H|0| AL 1 9f3H0| W2t ACTIVES PASSIVER 22 ELICH ACTIVES
23 AZIOITH LACP Gl0lE] 2 A ol

UG AlZHLACP HIO|E RYE 22| 2ot A2 oY 22|4 QHI0|AE H|Z-dSeLICE O A X2[st7|
wf20f|, LACP G|0|& RK 0| Cist Packet-In & Y27|= S22 =0 idle_timeoutE HE5t1 CtEA|
FlowRemoved HA|A|E EWEZ 510 OpenFlow ZHEZ2{NM Y QE{M| 0| ATt H|2HE 3 MEfEHZIE
2|7t 7tssh Lt

Of Ai7H& &2 2{2|= LACP H|O|Ef RY 4142
b/ BIZES} & EH% 2H0l- Y 5H0| AlSELICE

= =

B2 AI5HEl QIE{T O] A0) M LACP HO|E| S50 mEt
Packet-In BilA|Z] S#S2{0l M St QIEfH|O|A0| 245

22| QIE{H0| AT} B &3t £| U2 T, OpenFlow ZHEZH0|M 2] H2|2 “siiT BT 0| AE ALESH=
S22 S HA|"E Hes| i M EO0[|2 2Lt O A2 SESHA|= RS UL,

o

Ol =01, 3 712| 22|4 QEH|0|AE AESt6IY AtEdHs =24 QIETHO|ATE AL b =2|7t "EntA
QI QIEM|O| A £=0f 28t MAC A LI X" 2t &|0QY= B3RS 7HE LI
QIE{TH O] A1 QIE{TH|O| A2 QIE{THO| A3
MAC 40| L}HZ[:0 | MAC 49| LIHZ|:1 | MAC 42| LIHZ|:2
Je|1 2t S22 QEHO|AE AtESt= S22 50| LS 20| 3 7|4 SE&0 JUUCH L,
QIE{m|0| AL QIE{m|0|A2 QIE{m|0|A3
Z£4~:00:00:00:00:00:00 | FA: FA
00:00:00:00:00:01 00:00:00:00:00:02
ZA:00:00:00:00:00:03 | FA: FA
00:00:00:00:00:04 00:00:00:00:00:05
ZA:00:00:00:00:00:06 | FA: A
00:00:00:00:00:07 00:00:00:00:00:08

07| M QUE{T|O[A 10| B|2d3te 32 224l QIE|H 0] A 401 ofst MAC 49| LIHZ| 2= = =
2|0i| k2t TS Z0[ ZH=|0{0F & AYLIEE:

QIE{H|O| A1 | QIE{TH|O]A2 QIE{T[0] A3
H|2Hq 3} MAC F49| LIHZ[:0 | MAC 49| LtH2]:1
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4.3. Ryu?| &3 o{a2[AH[0]H 7|5 7
QIE{H|O| AL | QIE{H|O|A2 OIE{H|0| A3
ZA: T
00:00:00:00:00:00 00:00:00:00:00:01
ZA: ZA:
00:00:00:00:00:02 00:00:00:00:00:03
ZA: ZA:
00:00:00:00:00:04 00:00:00:00:00:05
ZA FA:
00:00:00:00:00:06 00:00:00:00:00:07
_'_—/t
00:00:00:00:00:08

QIE{TO|2 10| ALBSHEH B2 SSWO0H OFL|2L 0f7|A & 4 UKO| QIE{T|0|A 2 E QIE{T|O|A 30| &
29§12 E5t CA| 245/0(0F & TRTE YELICH 01X B2/ QIET0|AS AR T [0t OfLj2t 2

GE|AS W= ORE7EA| YLt

THetM, 22| AE{H| 0| 20| 2d3t / B|2dst eVt HEAZIAS 32 Ael= g 22|24 AEH 0| ATt
20 UE =24 QUEH 0| A0 L= 2& S2|4 AT 0|AS A= 222 T=FS A= Of0F F
L{ct

FAM 28 =2/0f tisiME AHo= Yol AR| @1, 2 717[9] a0l EZ 4~ ASUILE Ryu &3 o{22(A[0]4
SE Z2OU2 U 28 A2 YAS AFESHA| 1, tiSshs A2(0)| ool 2HiE =S AFEstl ASHCH

70N CHEt 22 7[sS R FLC
LACP 2to|E22{2|
- LACP H|O|E

o A
aT e
+ LACP H|O|Ef RHo| £=410] 7|2 3liE =24 AUEHO|AS FE2 2HF, A2 SE0] S4|
o A
T M

+ LACP GO[E] R0 £410] A7 ChS3te 22| QIEIHOIAS REF HOR 23, A9|2 5=
£3)
2913 3

+ LACP 2t0|B2(2|0] S35 Wot 27|37t RS B2 #22 A
+ LACP GO[E] R 0l0lo| TH2I2 71 ZT|2 Bhey-2id

LACP 2tol=i2{2] 2 A9/3 5|8 24 AL Ry

c
a
>
Im
o
=2
)
o>
r
ul

ryu/lib/lacplib.py

ryu/app/simple_switch_lacp.py

FM: simple_switch_lacp.py= OpenFlow 1.0 1& & 2124 0|7 f20] O] Z0|M="Ryu S Z=1]H
Ol ME9I OpenFlow 1.30f| Ch23H= simple_switch_lacp_13.py & 7|HICZ 28 TZ240| 2fM|5t LIS

SfLICt

nx nx
0% o

4.3.1 LACP 2jo|Ea{2| 73

ChS ZoilM= 2/2] 7150 LACP 2t0[22{2|0| M O EH Rl E 2T 8E &4
AL

A A 20| CisiM = 2| 248 ZRIHYAIL.

EE

rr
ol
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2|2 QlEfmlo| A 2ty

23 2| A0|H 7|5S A5t OfH HEST 7[7[0]M O QIHIHO|AS O AF2=2 |5 A¢
Jtote A4S 0l2| alioF BfLICt LACP 2t0|E2{2|= i3t 22 WYL= 0| 4y S Ut

def add(self, dpid, ports):
# ...
assert isinstance(ports, list)
assert 2 <= len(ports)
ifs = {}
for port in ports:
ifs[port] = {'enabled': False, 'timeout': 0}
bond = {}
bond [dpid] = ifs
self._bonds.append (bond)

Q1o iE2 CfEt ZE LIt
dpid

OpenFlow 22|2|2| H|0|E{ B2 IDE A| A &L}
ports

JSete ZE #S S 53 A|F Lt
O] HIMEE =2510f LACP 2t0[=22{2|= Z[Y & EI0[Ef F= IDQ| OpenFlow £2{2|9| 2| Y& ZEE 5t
Lol 2§22 gL 02 1§8 TS T add() HIMES BHEot0 SSFLCH E5 =24 QIE
O|A0f P& MAC 4= OpenFlow £22{2[7t 71| = LOCAL ZEQL SYUSHAH AtS2= AHEE LI,

23 OpenFlow £22{2|0|M A2{2| 24| 7|522 &3 0|12|0|d 7|58 HSdte A= ASEUCTH (Open vSwitch
710l = 2218t A2{2| 2H4|2| 7|52 AFESHA| 941, OpenFlow ZAEZ2{2] A|0{0f| 2fsf 23 0{12|A[0]4 7|

52 ;2 U MAC A7t Sha5lA| g2 39 22 A S flooding®LICE. LACP H|O[E RA2
L E2{3 ZH|Zol| A2t mSt 5|010F 5tH, f% |710] M&E/™ 23 0{02|AH0]H 7|s0] Atz S
P‘l St LICt e “Packet-In 441 T§Z10] LACP H|OJE| SR O|H xtEtstal LACP H|0]Ef R4 0|2
HHi’Jolﬁ |"I 51890| 0 Z2Ict" 2t= 1EIE A0, 22| 51E0|A= LACP HIO|H RRE

@set_ev_cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)
def packet_in_handler(self, evt):
"""PacketIn event handler. when the received packet was LACP,
proceed it. otherwise, send a event."""
req_pkt = packet.Packet(evt.msg.data)
if slow.lacp in req_pkt:
(req_lacp, ) = req_pkt.get_protocols(slow.lacp)
(req_eth, ) = req_pkt.get_protocols(ethernet.ethernet)
self._do_lacp(req_lacp, req_eth.src, evt.msg)
else:

self.send_event_to_observers (EventPacketIn(evt.msg))

O[HIE HS2] AA 222 52 2 ZELICH &2 BIA|R|0f LACP H|0|&] RA O] &0 U= HF

- —

off T2t +E5t0] 2{2|5t AFLIC
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4.3. Ryuo| Y3 oja2|A0|M 7] 2¥

LACP G|0|E| 8Kl0| L&tEl B LACP 2t0|E2{2|7} 415t LACP 4|0|Ef &K S H2|& L Ct. LACP 4
Ol8 @4 0| Z&tg|z| 42 AL send_event_to observers()2t= HMEES S&5t10 QYSL|CH O|AE
ryu.base.app_manager.RyuApp SHA0]| H2|=l O|HEES XH4&5t7| 25 LHQUL|CT

”\OI% 512 O A RyuOl E2|E OpenFlow HIA[Z] =41 OJHIEO| CH3 AGSHAR| 2, AL 2| Ol
ES dog &= AGLIL,. Of2ff 220 M 2 2|5h= EventPacketIn O|IE= LACP 2f0[E2{2|0f| A 4
& AFEAt gof OHIEYL|LY.

class EventPacketIn(event.EventBase):
"""a PacketIn event class using except LACP."""

def __init__(self, msg):

"""initialization."""

super (EventPacketIn, self).__init__()

self.msg = msg

At ZF 4 o] 0|8 E = ryu.controller.event.EventBase 2efA S A& 50| QHEL|CH O|HIE S2f A0
M Z3H5t= o 0| E{off Cf st 1|o__ & ULt EventPacketIn B2lA &= Packet-In O A| 2| 0f Q|3 &2
ryu.ofproto.OFPPacketin QIAEA S T2 AR5t QYELIC

A8 ZO| OJHIES 4-4I5k= YO tisiM= FolA 2Lt

ZE ghys} / HIgWdst el HEo WE 22|

LACP 2t0[=2{2|0f| A LACP H|O|8f 7+l 22|= HE 2Ys=2 g E Lt

1. LACP E0E] RS &2 ZEVI HI2H3} JEJO|T 2 dst HJE= HESt L HEi7t HEZUASS O
HIEZ SAIFLIC
2. S410| =[A] b= ti7] A|Zh EtYJOLRO| HEE E2, LACP H0[H RS +=4e T Packet-InS 2

£ E29 2 OSSR
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def _do_lacp(self, req_lacp, src, msg):

# when LACP arrived at disabled port, update the status of
# the slave i/f to enabled, and send a event.
if not self._get_slave_enabled(dpid, port):
self.logger.info (
"SW=%s PORT=%d the slave i/f has just been up.",
dpid_to_str(dpid), port)
self._set_slave_enabled(dpid, port, True)
self.send_event_to_observers/(
EventSlaveStateChanged (datapath, port, True))

_get_slave_enabled() HIME &= A Z & A2 sflY ZEJ RETA 2 E 7tH s U
_set_slave_enabled() HIME= 2| FE A9 Y ZEO| CHSH &35}/ HI M3 AEfE HF U

Ct.
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 AA0|M B HEHC] ZEO|M LACP HIO|H RAS U2 3% ZE HEf7I HEZAY
= EventSlaveStateChanged 2t= A2 A} Q| O|HIES H&EHL(CY
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class EventSlaveStateChanged(event.EventBase):
"""a event class that notifies the changes of the statuses of the

slave i/fs."""

def __init__(self, datapath, port, enabled):
"""initialization."""

super (EventSlaveStateChanged, self).__init__()

self.datapath = datapath

self.port = port

self.enabled = enabled

EventSlaveStateChanged O|HIE = L EV} S/} Q2 I CHE T EVL H|2H 5=l A0 ALSE L Ct
HIZ-d3tsHE Q| 2{2|="FlowRemoved Di|A[A[2] =41 22| Ol M FHHE|0f QELICE

EventSlaveStateChanged 22{A0|= CHS FE 7t ILEHELICY

. EEZ 245}/ B2 AEf 0| LE OpenFlow A3
- B3}/ BZYEE AE) WOl SR BE WS
. WE 5 N

LACP Cf|O[E] 7I0f| LSt Packet-Ing ELi= E22 &= S5

LACP H|0|Ef R Q| wst 27|= FAST (2Y)2F SLOW (30 Z0iC}H)el 2
=l [[o Sl Ar°t01|A1—L2+27|9|3 HHO| A|ZHE Ot E410] £ 7| Qb=
A= 23 02| 0|d DS H2lE T2 &0 AFRE[R| &L

—o

&7t d2l=[0] AFHLE 3 of
EHZH AlSElE 3%, O AET 0]

LACP 2t0|=2{2]= LACP Gl0|E| R4S 22 f Packet-Inoj| ChaH Ei% S22 MASHE Yol BatR7)|
9| 3 Bie| A|Zt (SHORT_TIMEOUT_TIMEE 3%, LONG_TIMEOUT_TIME= 90 £)2 idle_timeoutZ A

ot H|2g3tof CHs 2LIEE S £3letl QS T
WE2R7|7t HAZ AL idle_timeout A|Zt=
of A& LI

def _do_lacp(self, req_lacp, src, msg):
# ...

CHAl 245H0F S22 LACP 2t0[E22|= thaat 20| T3k

# set the idle_timeout time using the actor state of the
# received packet.
if req_lacp.LACP_STATE_SHORT_TIMEQUT == \
req_lacp.actor_state_timeout:
idle_timeout = req_lacp.SHORT_TIMEOUT_TIME
else:

idle_timeout = req_lacp.LONG_TIMEOUT_TIME

# when the timeout time has changed, update the timeout time of
# the slave i/f and re-enter a flow entry for the packet from
# the slave i/f with idle_timeout.
if idle_timeout != self._get_slave_timeout(dpid, port):
self.logger.info(
"SW=%s PORT=%d the timeout time has changed.",
dpid_to_str(dpid), port)
self._set_slave_timeout (dpid, port, idle_timeout)
func = self._add_flow.get (ofproto.O0FP_VERSION)
assert func

func(src, port, idle_timeout, datapath)
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_get_slave_timeout() HIMEE= A HE A% siY EEQ| A4 idle_timeout 4t2 7tA & L Ct.
_set_slave_timeout() M E&= 2| HE A% ST EEO|AM idle_timeout 2= %%E = =
AMEH 2 213 o{a2|A0]M OAF0oM A2 &l AR0E= idle_timeout 22 022 AA L0 U7| R0 A2

2 LACP H|0[E] RS &2 3% 24 nsz7|0] 2A Q0| 222 &= SEYLIO.

AE3H= OpenFlow H{ 0] (2} OFPFlowMod S A0 Mgat Q147 CIE7| W20 B0 tet M5t 3
2R Y= S5 YHS 22 FLCH CH32 OpenFlow 1.2 O|40IA AtEots 222 &= 55 LYY
Ct.

def _add_flow_vi1_2(self, src, port, timeout, datapath):
"""enter a flow entry for the packet from the slave i/f
with idle_timeout. for OpenFlow verl1.2 and ver1.3."""
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

match = parser.0FPMatch (
in_port=port, eth_src=src, eth_type=ether.ETH_TYPE_SLOW)
actions = [parser.0FPActionOutput(
ofproto.0FPP_CONTROLLER, ofproto.O0FPCML_MAX)]
inst = [parser.O0FPInstructionActions(
ofproto.0FPIT_APPLY_ACTIONS, actions)]
mod = parser.0FPFlowMod (
datapath=datapath, command=ofproto.0FPFC_ADD,
idle_timeout=timeout, priority=65535,
flags=ofproto.0OFPFF_SEND_FLOW_REM, match=match,
instructions=inst)

datapath.send_msg(mod)

2l éoilHLrEH%%fE QIE{H| O] 20 LACP Ef|O|E A S &2 E2 Packet-Ing 29 0fl siiEst= 22
AO| q

LIS o o P
=2 C e
YASHA| Gh= ZUE A|ZHof Thah 71 52 @M =92 45t ASLIC

LACP HO[E| LIS W2 T ZE 245}/ 8|25} Al #120] T2 32| L ACP H0|E] 50| that
Packet-Ing Elis 229 512 S= ,2 M3 & STO| Cfet LACP Gl0|E S48 TS0 FaTLCh

def _do_lacp(self, req_lacp, src, msg):

# create a response packet.
res_pkt = self._create_response(datapath, port, req_lacp)

# packet-out the response packet.

out_port = ofproto.0OFPP_IN_PORT

actions = [parser.0FPActionOutput (out_port)]

out = datapath.ofproto_parser.0FPPacketOut (
datapath=datapath, buffer_id=ofproto.0FP_NO_BUFFER,
data=res_pkt.data, in_port=port, actions=actions)

datapath.send_msg(out)

Q| AA0M &&= _create_response() HAME= SEE I§210] O g 22|
_create_lacp() HIME SEO|| CiEH LACP 4|08 RS ot=1 SLICH 245 SEE IiZI-2 LACP g

Ol R 441 LEO||M Packet-OutA|ZIL|CY.

59



Chapter 4. 213 oja2|A|o|Md

L
A

r
>
N
i
el
m
)
rr

N
Ob
N

Actor) ZEQ} £AI= (Partner) A2 E MZELICH B2 LACP IO &
o
=

o Q= HEE %‘EOﬂE EH%%}E QIE{TH 0| A HEI} 7|20 A22Z, OpenFlow AQ(Z|0M SEHS &t
gt m aNS P 22 YU

def _create_lacp(self, datapath, port, req):

"""create a LACP packet."""

actor_system = datapath.ports[datapath.ofproto.0OFPP_LOCAL].hw_addr

res = slow.lacp(
#
partner_system_priority=req.actor_system_priority,
partner_system=req.actor_system,
partner_key=req.actor_key,
partner_port_priority=req.actor_port_priority,
partner_port=req.actor_port,
partner_state_activity=req.actor_state_activity,
partner_state_timeout=req.actor_state_timeout,
partner_state_aggregation=req.actor_state_aggregation,
partner_state_synchronization=req.actor_state_synchronization,
partner_state_collecting=req.actor_state_collecting,
partner_state_distributing=req.actor_state_distributing,
partner_state_defaulted=req.actor_state_defaulted,
partner_state_expired=req.actor_state_expired,
collector_max_delay=0)

self.logger.info("SW=%s PORT=/d LACP sent."

dpid_to_str(datapath.id), port)
self.logger.debug(str(res))

return res

FlowRemoved H|A|R|2] =41 Z{2|

A|ZEl A2t SO LACP G|0|E] RK 2| weto| O|R0{X| 2| g2 OpenFlow A2|%|= FlowRemoved Of|A|
Z|E OpenFlow ZHEE2{0| EHL|C}.

O@set_ev_cls(ofp_event.EventOFPFlowRemoved, MAIN_DISPATCHER)
def flow_removed_handler(self, evt):
"""FlowRemoved event handler. when the removed flow entry was
for LACP, set the status of the slave i/f to disabled, and
send a event."""
msg = evt.msg
datapath = msg.datapath
ofproto = datapath.ofproto
dpid = datapath.id
match = msg.match
if ofproto.O0FP_VERSION == ofproto_v1_0.0FP_VERSION:
port = match.in_port
dl_type = match.dl_type
else:
port = match['in_port']
dl_type = match['eth_type'l]
if ether .ETH_TYPE_SLOW !'= dl_type:
return
self.logger.info(
"SW=%s PORT=%d LACP exchange timeout has occurred."
dpid_to_str(dpid), port)
self._set_slave_enabled(dpid, port, False)
self._set_slave_timeout (dpid, port, 0)

self.send_event_to_observers(
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EventSlaveStateChanged(datapath, port, False))

FlowRemoved B|A[Z| & £=415tH OpenFlow ZHEE2{0|A& _set_slave_enabled() HIMEE AtE5IY
HEO| HEM3t MEE AAS5tL _set_slave_timeout() HAEE AFESHY] idle_timeout 242 022 A4
St = send_event_to_observers() A EE AI25}0] EventSlaveStateChanged O|HIES EHL|CH

432 22 Tz 13

Ryu & =z Ml 0 Ltk = OpenFlow 1.3 0 L S5t= 23 6{O2[A 0| & =0
(simple_switch_lacp_13.py)2F A2l 512 A2zl 5{E2lo| 2}0|& afz|2 MY C}.

r_CONTEXTS A4

ryu.base.app_manager.RyuAppS Ar&tdh= Ryy 28 T2 ]2 CONTEXTS.dictionaryd| T2 Ryu
SE L2 MHE MY CHE SE 2 0MS Ee O| A EOM HHAIZ = UASLCE O7[0]A= LACP
2to|E2{2| LacpLib E2fAE acplib2t= 0|52 =" _CONTEXTS.E AL Tt

from ryu.lib import lacplib

class SimpleSwitchLacpl13(app_manager.Ryulpp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]
_CONTEXTS = {'lacplib': lacplib.LacpLib}

T CONTEXTS,.2 dst 2 2032 init_ () HME kwargsOlM QIAEAZ A

# ...

def __init__(self, *args, **kwargs):

mjo

super (SimpleSwitchLacpl13, self).__init__ (*args, #**xkwargs)
self.mac_to_port = {}
self._lacp = kwargs['lacplib']

2lo|Ezig|e] =7|3t AA

F_CONTEXTS.O0ll 4435t0] LACP 2t0|E2{2|Z 27|t Ct. 27|t HES 2l LACP 2to|E2{2|7} A3
Stz add() HMES JAgtU Tt TS &S dd Lt

Of7HRH4 | 2f =29

dpid str_to_dpid('0000000000000001") | HIO|& AZ ID

ports [1, 2] J2slst=e IE 22

0] 842 G|ojE{ Z 2 ID "0000000000000001,2] OpenFlow A2|Q| LE 11} ILE 27} 5Ll 213 O
J2[A0|d g2 A5t
# ...
self._lacp = kwargs['lacplib']
self._lacp.add(
dpid=str_to_dpid ('0000000000000001"'), ports=[1, 2])
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LACP 2t0|E2{2| -1 Of|AM HHSIH = LACP 2t0|E2{2[= LACP G|0|& R O] ZLgtz|Z| Q42 Packet-In
O|A|A|Z EventPacketIn k= AFEAL HO| O|HIEZ EHLICH ALEX} Z2| O|HIEC| OHIE Xq{2|7| Lot
RyuOl|M A|ZSL|Ct O|HIE *{2|7| % & ryu.controller.handler.set_ev_cls O|22{|0|E{ 2 ZAIEL|CH

@set_ev_cls(lacplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

in_port = msg.match['in_port']

# .
E35HLACP 20| B2 ZE &/435} / H|2d st AEf7} B AE|™ EventSlaveStateChanged O|HIEE &
At7| 2o, Y F20|MEZ OJHIE S E CHS0 SL T

@set_ev_cls(lacplib.EventSlaveStateChanged, lacplib.LAG_EV_DISPATCHER)
def _slave_state_changed_handler(self, ev):
datapath = ev.datapath
dpid = datapath.id
port_no = ev.port
enabled = ev.enabled
self.logger.info("slave state changed port: ’%d enabled: %s"
port_no, enabled)
if dpid in self.mac_to_port:
for mac in self.mac_to_port[dpid]:
match = datapath.ofproto_parser.0FPMatch(eth_dst=mac)
self.del_flow(datapath, match)
del self.mac_to_port[dpid]
self.mac_to_port.setdefault (dpid, {})

=
— =

O] @ A2t H20M 2ESHUZ ZE & | A
ol ofsh AA| =2| A 0| A HEE += JAGUCL Olz{et 0|2 S5 S —?— g=E 2F AAlst
UgHCE
def del_flow(self, datapath, match):

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

mod = parser.0FPFlowMod(datapath=datapath,
command=ofproto.0FPFC_DELETE,

match=match)
datapath.send_msg(mod)

OFPFlowlod 40| AAEIACM B2 522 AXFLICY,
olgt 20|, &3 ofa2|A|o| 4 2|2 AlBStE S8 Z2I0|A 2
3 0ja2iAHoM 7|52 71 A91H 5H S8 T2 IS PHSD UsLiTt,

4.4 Az

O] YoM= F3 O{22[A0d 2t0|=2{2| ArEE FAIZ Lhg &= s EFMUSLIC

o
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2|0l A =415 BPDU Ih2lS &Lt

—

FAM: Bel| IDe 2 2|20 HYE E2|R| priorityet £E EZEOS| MAC 49| Y2 AT
H2|Z] 1D
Ar2|2byte ot2|6byte
B2|Z|priority | MACEFA
2. ZE gAY
2t LEO| 2 E Ha|R|7tR|2] H[E(cost)S HIYRZE, ZE Agtg 2Lt
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He|R|0|M RE E2[R|71A[Q] H[EO| 714 22 ZE  s{|Y LEO|A RE EHe|X]
£ & BPDU I§Zl S 418 C
+ 2|4 LE (Designated port)
Zt 30 R E He X712 H|E0| 22 Fo| LE RE H|ZZ28H EE
BPDU IHZlE M &ESH= ZEQYLICH RE HE|R|Q REE= 25 X HE ZEYL
Ct,
« H|Z|H ZE (Non designated port)
FERZE Y ZE 0|29 ZE ZY LS AXot= ZEYLICH
R:  Root port
D: Designated port
ND: Non designated port
FM: 2E H2(2|712|9| H| &2 2t LEO||A £AI5H BPDU IiZ! H-0j|A CHS2f 20| H| gl L|Ct,

Priority 1 : root path cost Zf2| H|m
2t H2|2|= BPDU I§ZIS M4s 1 231 TEO| M S path cost 242 BPDU I§219| root
path cost X0l =LICE O|ZA|5HH root path cost 22 FE B[R0 =2 & Wi7t2]| Sak
2t E39| path cost 4t2| A YILIC.
Priority 2 : root path cost 20| Z2H tiSot= E2|A|Q| E2|X| IDE2 H|wW,
Priority 3 : CHSste 22| B2|2| ID7} 22 8% (4 ZEJt YTt Ha2|x|of HZE 2{0|A), St
= XEQ  IE DEZ H|W
IE D
2] 2byte ol2|2byte
IE priority | ZE HS
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ZE A5 Y & (STP AAQ| 2tZA[), ZH ZE = LISTEN SEfLICt 1 CHS LIEH &= Ofelet
20| AEN7F HAL|Of, 2t ZEQ| ASof| w2t 22t FORWARD AfEf = BLOCK AEHZ2 HAE
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LISTEN | LEARN @ FORWARD
TP calculatio | fwddelay fwd delay
A completed (by default 15 sec.) (by default 15 sec.) RO PO ¢ oort
elapsed elapsed esignated po
STP calculation STP calculatio STP calculatio
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Ol218h 20l 2t 220l M A= T, Z2f Q) M&0| 0|0 = LEL B2 H&S HA|st= ZEIH 2
Y=o HERR W ST} s Ag LT
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LICH (STP A4,
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AIjg E2| 7158 OpenFlows 01830 R Ryu ATjY E2| 8 T2IUS 4 3 ELIC

Ryu A E2|0f Z&E| Q= simple_switch_stp.py= OpenFlow 1.0 d& &
710 M= M-S OpenFlow 1.30] CHE5tH= simple_switch_stp_13.py= BHSL
S8 of AT Eg| 7|52 276t 88 T2 L|C}
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A 0|8 @ simple_switch_stp_13.py

from ryu.base import app_manager

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER, MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_vi_3

from ryu.lib import dpid as dpid_lib

from ryu.lib import stplib

from ryu.lib.packet import packet

from ryu.lib.packet import ethernet

class SimpleSwitchl13(app_manager.Ryulpp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]
_CONTEXTS = {'stplib': stplib.Stp}

def __init__(self, *args, **kwargs):
super (SimpleSwitch13, self).__init__(*args, **kwargs)
self.mac_to_port = {}
self.stp = kwargs['stplib']
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# Sample of stplib config.
# please refer to stplib.Stp.set_config() for details.
config = {dpid_lib.str_to_dpid('0000000000000001"):
{'bridge': {'priority': 0x8000}},
dpid_lib.str_to_dpid('0000000000000002"):
{'bridge': {'priority': 0x9000}},
dpid_lib.str_to_dpid('0000000000000003"') :
{'bridge': {'priority': 0xa000}}}
self.stp.set_config(config)

O@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)

def

def

def

switch_features_handler(self, ev):
datapath = ev.msg.datapath
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

# install table-miss flow entry

#

# We specify NO BUFFER to max_len of the output action due to

# 0VS bug. At this moment, if we specify a lesser number, e.g.,
# 128, 0VS will send Packet-In with invalid buffer_id and

# truncated packet data. In that case, we cannot output packets
# correctly.

match = parser.0FPMatch ()

actions = [parser.O0FPActionOutput (ofproto.0OFPP_CONTROLLER,
ofproto.0FPCML_NO_BUFFER) ]

self.add_flow(datapath, O, match, actions)

add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

inst = [parser.0FPInstructionActions (ofproto.OFPIT_APPLY_ACTIONS,

actions)]

mod = parser.0FPFlowMod(datapath=datapath, priority=priority,
match=match, instructions=inst)

datapath.send_msg(mod)

delete_flow(self, datapath):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

for dst in self.mac_to_port[datapath.id].keys():
match = parser.0FPMatch(eth_dst=dst)
mod = parser.0FPFlowMod (
datapath, command=ofproto.O0FPFC_DELETE,
out_port=ofproto.0FPP_ANY, out_group=ofproto.0FPG_ANY,
priority=1, match=match)

datapath.send_msg(mod)

@set_ev_cls(stplib.EventPacketIn, MAIN_DISPATCHER)

def

_packet_in_handler(self, ev):
msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto
parser = datapath.ofproto_parser

in_port = msg.match['in_port']
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pkt = packet.Packet(msg.data)
eth = pkt.get_protocols(ethernet.ethernet) [0]

dst = eth.dst

src = eth.src

dpid = datapath.id
self.mac_to_port.setdefault(dpid, {})

self.logger.info("packet in %s %s %s %s", dpid, src, dst, in_port)

# learn a mac address to avoid FLOOD next time.

self.mac_to_port[dpid] [src] = in_port

if dst in self.mac_to_port[dpid]:

out_port = self.mac_to_port[dpid] [dst]
else:

out_port = ofproto.OFPP_FLOOD

actions = [parser.0FPActionOutput (out_port)]

# install a flow to avoid packet_in next time

if out_port != ofproto.0FPP_FLOOD:
match = parser.0FPMatch(in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

data = None
if msg.buffer_id == ofproto.0FP_NO_BUFFER:

data = msg.data

out = parser.0FPPacketOut(datapath=datapath, buffer_id=msg.buffer_id,
in_port=in_port, actions=actions, data=data)

datapath.send_msg(out)

@set_ev_cls(stplib.EventTopologyChange, MAIN_DISPATCHER)

def

_topology_change_handler(self, ev):

dp = ev.dp
dpid_str = dpid_lib.dpid_to_str(dp.id)
msg = 'Receive topology change event. Flush MAC table.'

self.logger.debug(" [dpid=Ys] %s", dpid_str, msg)

if dp.id in self.mac_to_port:
self.delete_flow(dp)
del self.mac_to_port[dp.id]

@set_ev_cls(stplib.EventPortStateChange, MAIN_DISPATCHER)

def

_port_state_change_handler(self, ev):

dpid_str = dpid_lib.dpid_to_str(ev.dp.id)

of _state = {stplib.PORT_STATE_DISABLE: 'DISABLE',
stplib.PORT_STATE_BLOCK: 'BLOCK',
stplib.PORT_STATE_LISTEN: 'LISTEN',
stplib.PORT_STATE_LEARN: 'LEARN',
stplib.PORT_STATE_FORWARD: 'FORWARD'}

self.logger.debug("[dpid=Ys] [port=/d] state=Js",

dpid_str, ev.port_no, of_state[ev.port_state])
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M AEsts 22217t Open vSwitch?! 22, M & AH0l| 2t BPDUZ} &R 1, 2 88 L= 1240 A|Tf

SHA| 42 4= ASLICE Open vSwitche £|2| A4 7| S22 STPE F3st U=, 0] 7|52 BI2gst
IEEE 802.1DOIM & ATHE E2|o| HE| FHAE MAC 4 "01:80:¢2:00:00:00"' S CHE2
Al 7| YU Ct 2 S8 Z2OWS S2AIZ e of2iet 20| 245 £Y5H0 sl Alefs

27

=
L |
23
12
2 &
I

>-|¥

ﬁ
NEA S

4@)ste 22
28 W45
c,

ot
> rir

UsH

ryu/ryu/lib/packet/bpdu.py:

# BPDU destination

#BRIDGE_GROUP_ADDRESS = '01:80:¢c2:00:00:00"'
BRIDGE_GROUP_ADDRESS = '01:80:c2:00:00:0e"
EE, A4 £ T AIYS A U5l CFS BHS ASHAIR,

$ cd ryu
$ sudo python setup.py install

running install

running install_scripts

Installing ryu-manager script to /usr/local/bin

Installing ryu script to /usr/local/bin

5.2.1 4

o
o

27

H

rgd3 C>1ZLE'-I71I0I*jI JOHH Ay, FL AR E 7 ES ES2(0M ASAIP17| /T ES22] #4 &

A 0|S : spanning_tree.py

#!/usr/bin/env python

from mininet.cli import CLI

from mininet.net import Mininet

from mininet.node import RemoteController
from mininet.term import makeTerm

if '__main ! == __name__

net = Mininet(controller=RemoteController, port=6633)
c0 = net.addController('c0O0')

sl = net.addSwitch('s1l')
s2 = net.addSwitch('s2')
s3 = net.addSwitch('s3')

hl = net.addHost('h1')
h2 = net.addHost('h2')
h3 = net.addHost('h3')

net.addLink(s1, hil)
net.addLink (s2, h2)
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net.addLink (s3, h3)
net.addLink(s1, s2)

net.addLink(s2, s3)
net.addLink (s3, s1)

net.build ()
cO.start ()
sl.start ([c0])
s2.start ([c0])
s3.start ([c0])
net.startTerms ()

CLI(net)

net.stop ()

VM 2tZ0jlM O] Z=1ls AlStH AQ|R| 51, 52, 53 ALO|O|A FLI} ZASH= EZ 22|17t LT

]
s2-eth3  s3-eth

ryu@ryu-vm:~$ sudo ./spanning_tree.py

Unable to contact the remote controller at 127.0.0.1:6633
mininet> net

cO0

sl lo: sl-ethl:hl-ethO sl-eth2:s2-eth2 sl-eth3:s3-eth3
s2 lo: s2-ethl:h2-eth0 s2-eth2:sl-eth2 s2-eth3:s3-eth2
s3 lo: s3-ethl:h3-eth0 s3-eth2:s2-eth3 s3-eth3:sl-eth3
hl hl-ethO:sl-ethil

h2 h2-eth0O:s2-ethl

h3 h3-eth0O:s3-ethl
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5.2.2 OpenFlow HZd d&A

AHEste
A2

Node: s1:

OpenFlow A

15 1.322 dY ULt ofef FES

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0OpenFlowl3

ARIZ| 1, 52, s32| xtermOf| A A

Node: s2:

root@ryu-vm:~# ovs-vsctl set Bridge s2 protocols=0penFlowl3

Node: s3:

root@ryu-vm:~# ovs-vsctl set Bridge s3 protocols=0penFlowl3

root@ryu-vm:

loading app
loading app
loading app

~$ ryu-manager

simple_switch_stp_13.py

Y=EACEZ Ryu S8 Z2MS HH

ryu.controller.ofp_handler

ryu.controller.ofp_handler

instantiating app None of Stp

creating context stplib

./simple_switch_stp_13.py

instantiating app simple_switch_stp_13.py of SimpleSwitchil3

instantiating app ryu.controller.ofp_handler of OFPHandler

OpenFlow

2t OpenFlow 22|22t HE
Aot H4Y U ZE HEfHE

=

[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]

21| Al2EA] STP A4t

dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:

Seio| 10| YR =B BPDU THRLC|
of o|Z0fLIct,

dpid=0000000000000001:

[

Join as stp bridge.

[port=1]
[port=2]
[port=3]

DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT

Join as stp bridge.

[port=1]
[port=2]
[port=3]
[port=2]
[port=1]
[port=2]
[port=3]

DESIGNATED_PORT
DESIGNATED_PORT /
DESIGNATED_PORT /

Receive superior BPDU.

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /

Root bridge.

[port=1]
[port=2]
[port=3]
[port=2]

DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT /

Receive superior BPDU.

iz Ye]WAE=n]

LISTEN
LISTEN
LISTEN

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

ghLICt 1= A= 0|"Node: 0 (root) 2! xtermOf|A{ Ct
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[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]
[STP][INFO]
[STP1[INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]

dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000001:
dpid=0000000000000001:

[port=1]
[port=2]
[port=3]
Non root
[port=1]
[port=2]
[port=3]

DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT
bridge.
DESIGNATED_PORT
ROOT_PORT
DESIGNATED_PORT

Join as stp bridge.

[port=1]
[port=2]
[port=3]
[port=3]
[port=1]
[port=2]
[port=3]
Non root
[port=1]
[port=2]
[port=3]
[port=3]
[port=1]
[port=2]
[port=3]

DESIGNATED_PORT
DESIGNATED_PORT /
DESIGNATED_PORT /

Receive superior BPDU.

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /
bridge.

DESIGNATED_PORT /
ROOT_PORT /
DESIGNATED_PORT /

Receive superior BPDU.

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /

Root bridge.

[port=1]
[port=2]
[port=3]
[port=2]
[port=1]
[port=2]
[port=3]
Non root
[port=1]
[port=2]
[port=3]
[port=3]
[port=1]
[port=2]
[port=3]
Non root
[port=1]
[port=2]
[port=3]
[port=3]
[port=1]
[port=2]
[port=3]

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /

Receive superior BPDU.

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /
bridge.

DESIGNATED_PORT /
ROOT_PORT /
DESIGNATED_PORT /

Receive superior BPDU.

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /
bridge.

DESIGNATED_PORT /
NON_DESIGNATED_PORT /
ROOT_PORT /

Receive superior BPDU.

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /

Root bridge.

[port=1]
[port=2]
[port=3]
[port=1]
[port=2]
[port=3]
[port=1]
[port=2]
[port=3]
[port=1]
[port=2]

DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT
ROOT_PORT
DESIGNATED_PORT
DESIGNATED_PORT
NON_DESIGNATED_PORT
ROOT_PORT
DESIGNATED_PORT
DESIGNATED_PORT

5.2. Ryuy S8 1oz7

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN

2H

Al

=2
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[STP] [INFO] dpid=0000000000000001: [port=3] DESIGNATED_PORT
[STP] [INFO] dpid=0000000000000002: [port=1] DESIGNATED_PORT
[STP] [INFO] dpid=0000000000000002: [port=2] ROOT_PORT

[STP] [INFO] dpid=0000000000000002: [port=3] DESIGNATED_PORT
[STP] [INFO] dpid=0000000000000003: [port=1] DESIGNATED_PORT

LEARN

FORWARD
FORWARD
FORWARD
FORWARD
BLOCK

FORWARD
FORWARD
FORWARD
FORWARD

[STP] [INFO] dpid=0000000000000003: [port=2] NON_DESIGNATED_PORT
[STP] [INFO] dpid=0000000000000003: [port=3] ROOT_PORT

[STP] [INFO] dpid=0000000000000001: [port=1] DESIGNATED_PORT
[STP] [INFO] dpid=0000000000000001: [port=2] DESIGNATED_PORT
[STP] [INFO] dpid=0000000000000001: [port=3] DESIGNATED_PORT

NN N N N N NN NN NN N

ANHOR 2ZRZHOo2 2t TE= FORWARD A €= BLOCK AEH7} ElL|C}.

sl-ethl

(FORVSV’A{{D) Root bridge
sl-eth2 4sl-eth3
(FORWARD)
s3-eth3

(FORWARD)

(FORWARD)(FORWARD) (BI:OCK) (FORWARD)

W
o

!

H
0
Rl

o
alo
o
ok
ro
Em
Al
o
=
o

>
[m
=
x
fo

>

m
N
Hu
o
-]
Q
mjo
02t
el
T
0

root@ryu-vm:~# tcpdump -i sl-eth2 arp

Node: s2:

root@ryu-vm:~# tcpdump -i s2-eth2 arp

Node: s3:

root@ryu-vm:~# tcpdump -i s3-eth2 arp

SE27 %Y ATYES MY 2E0IH TS YYS M50, SAE 1014 BAE 22 ping A

FL|Ct.

mininet> hl ping h2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10. 2: icmp_req=1 ttl=64 time=84.4 ms
64 bytes from 10. 2: icmp_req=2 ttl=64 time=0.657 ms
64 bytes from 10.0.0.2: icmp_req=3 ttl=64 time=0.074 ms
64 bytes from 10. 2: icmp_req=4 ttl=64 time=0.076 ms
2: icmp_req=5 ttl=64 time=0.054 ms

64 bytes from 10.

0°I"
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64 bytes from 10.0.0.2: icmp_req=6 ttl=64 time=0.053 ms

64 bytes from 10.0.0.2: icmp_req=7 ttl=64 time=0.041 ms

64 bytes from 10.0.0.2: icmp_req=8 ttl=64 time=0.049 ms

64 bytes from 10.0.0.2: icmp_req=9 ttl=64 time=0.074 ms

64 bytes from 10.0.0.2: icmp_req=10 ttl=64 time=0.073 ms

64 bytes from 10.0.0.2: icmp_req=11 ttl=64 time=0.068 ms

Y

--- 10.0.0.2 ping statistics ---

11 packets transmitted, 11 received, 0% packet loss, time 9998ms
rtt min/avg/max/mdev = 0.041/7.784/84.407/24.230 ms

tcpdump?| 20|k ARP 2LV} 2H512| t5S Solg 4~ JUSLCH
Node: s1:

root@ryu-vm:~# tcpdump -i sl-eth2 arp

tcpdump: WARNING: sl-eth2: no IPv4 address assigned

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on sl-eth2, link-type EN10MB (Ethernet), capture size 65535 bytes
11:30:24.692797 ARP, Request who-has 10.0.0.2 tell 10.0.0.1, length 28
11:30:24.749153 ARP, Reply 10.0.0.2 is-at 82:c9:d7:e9:b7:52 (oui Unknown), length 28
11:30:29.797665 ARP, Request who-has 10.0.0.1 tell 10.0.0.2, length 28
11:30:29.798250 ARP, Reply 10.0.0.1 is-at c2:a4:54:83:43:fa (oui Unknown), length 28

Node: s2:

root@ryu-vm:~# tcpdump -i s2-eth2 arp

tcpdump: WARNING: s2-eth2: no IPv4 address assigned

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on s2-eth2, link-type EN10MB (Ethernet), capture size 65535 bytes
11:30:24.692824 ARP, Request who-has 10.0.0.2 tell 10.0.0.1, length 28
11:30:24.749116 ARP, Reply 10.0.0.2 is-at 82:c9:d7:e9:b7:52 (oui Unknown), length 28
11:30:29.797659 ARP, Request who-has 10.0.0.1 tell 10.0.0.2, length 28
11:30:29.798254 ARP, Reply 10.0.0.1 is-at c2:a4:54:83:43:fa (oui Unknown), length 28

Node: s3:

root@ryu-vm:~# tcpdump -i s3-eth2 arp

tcpdump: WARNING: s3-eth2: no IPv4 address assigned

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on s3-eth2, link-type EN10OMB (Ethernet), capture size 65535 bytes
11:30:24.698477 ARP, Request who-has 10.0.0.2 tell 10.0.0.1, length 28

HAE 2o whE STP 2 AL

tEe 2, Y3 th20] Yof BtE Wel STP AiAIL S22 SHIBHLCE 2t OpenFlow A9{2] A|2f = STP 4|
L10] r=E JEHOM THE BES HASt LES CH2AIZLIT

Node: s2:
root@ryu-vm ifconfig s2-eth2 down

23 C}20| ZA|=| 2L STP A AHO] AHE LT,

[STP] [INFO] dpid=0000000000000002: [port=2] Link down.

[STP] [INFO] dpid=0000000000000002: [port=2] DESIGNATED_PORT / DISABLE
[STP] [INFO] dpid=0000000000000002: [port=1] DESIGNATED_PORT / BLOCK
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[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]

dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000002:
dpid=0000000000000002:

[port=3]

DESIGNATED_PORT

Root bridge.

[port=1]
[port=3]
[port=2]
[port=2]
[port=1]
[port=3]
[port=2]
[port=1]
[port=2]
[port=3]

DESIGNATED_PORT
DESIGNATED_PORT
Link down.

DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT /
Wait BPDU timer
DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /

/
/

Root bridge.

[port=1]
[port=2]
[port=3]
[port=3]
[port=1]
[port=2]
[port=3]
Non root
[port=1]
[port=2]
[port=3]
[port=3]
[port=1]
[port=3]
Non root
[port=1]
[port=3]
[port=1]
[port=2]
[port=3]
[port=1]
[port=3]
[port=1]
[port=2]
[port=3]
[port=1]
[port=3]

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /

Receive superior BPDU.

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /
bridge.

DESIGNATED_PORT /
DESIGNATED_PORT /
ROOT_PORT /

Receive superior BPDU.

DESIGNATED_PORT /
DESIGNATED_PORT /
bridge.
DESIGNATED_PORT
ROOT_PORT
DESIGNATED_PORT
DESIGNATED_PORT
ROOT_PORT
DESIGNATED_PORT
ROOT_PORT
DESIGNATED_PORT
DESIGNATED_PORT
ROOT_PORT
DESIGNATED_PORT
ROOT_PORT

NN N N N NN NN NN NN NN NN N

BLOCK

LISTEN
LISTEN

DISABLE
LEARN
LEARN

is exceeded.

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK

LISTEN
LISTEN
LEARN
LEARN
LEARN
LEARN
LEARN
FORWARD
FORWARD
FORWARD
FORWARD
FORWARD

| 27HA| BLOCK AMEfFE s3-eth2 LEJF FORWARD AEN7F =1, CHA| 3| 40| 7¢

%2 =0/ 4 AUICH
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o
o
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N
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sl-ethl

(FORV%A{{D) Root bridge
s1-eth2 sl-eth3
DISABLE) (FORWARD)
s2-eth2 s3-eth3
(DISABLE)

A0 <2-ethl  s2-eth3  s3-eth2
(FORWARD)(FORWARD) (FORWARD)(FORWARD)

h2 S2 S3 h3

Ay S7A STP 2HA 4L

ASHHM, Y3 CHRO| BRE 1| STP AZI4 S-S SOIFILICH Y27} CH2E MEfOIM CHS YBS 4
gsto] ZES BYSHILICE

Node: s2:
root@ryu-vm:~# ifconfig s2-eth2 up

3 S0 ZR|E| 10 STP AAAO] MEHEL|CE

[STP] [INFO] dpid=0000000000000002: [port=2] Link down.

[STP] [INFO] dpid=0000000000000002: [port=2] DESIGNATED_PORT DISABLE
[STP][INFO] dpid=0000000000000002: [port=2] Link up.

[STP] [INFO] dpid=0000000000000002: [port=2] DESIGNATED_PORT LISTEN
[STP] [INFO] dpid=0000000000000001: [port=2] Link up.

[STP][INFO] dpid=0000000000000001: [port=2] DESIGNATED_PORT / LISTEN
[STP] [INFO] dpid=0000000000000001: [port=2] Receive superior BPDU.

[STP] [INFO] dpid=0000000000000001: [port=1] DESIGNATED_PORT / BLOCK
[STP] [INFO] dpid=0000000000000001: [port=2] DESIGNATED_PORT / BLOCK
[STP][INFO] dpid=0000000000000001: [port=3] DESIGNATED_PORT / BLOCK
[STP] [INFO] dpid=0000000000000001: Root bridge.

[STP] [INFO] dpid=0000000000000001: [port=1] DESIGNATED_PORT / LISTEN
[STP] [INFO] dpid=0000000000000001: [port=2] DESIGNATED_ PORT / LISTEN
[STP] [INFO] dpid=0000000000000001: [port=3] DESIGNATED_PORT / LISTEN
[STP] [INFO] dpid=0000000000000002: [port=2] Receive superior BPDU.

[STP] [INFO] dpid=0000000000000002: [port=1] DESIGNATED_PORT / BLOCK
[STP] [INFO] dpid=0000000000000002: [port=2] DESIGNATED_PORT / BLOCK
[STP] [INFO] dpid=0000000000000002: [port=3] DESIGNATED_PORT / BLOCK
[STP] [INFO] dpid=0000000000000002: Non root bridge.

[STP] [INFO] dpid=0000000000000002: [port=1] DESIGNATED_PORT / LISTEN
[STP] [INFO] dpid=0000000000000002: [port=2] ROOT_PORT / LISTEN
[STP] [INFO] dpid=0000000000000002: [port=3] DESIGNATED_PORT / LISTEN
[STP] [INFO] dpid=0000000000000003: [port=2] Receive superior BPDU.

[STP] [INFO] dpid=0000000000000003: [port=1] DESIGNATED_PORT / BLOCK
[STP] [INFO] dpid=0000000000000003: [port=2] DESIGNATED_PORT / BLOCK
[STP] [INFO] dpid=0000000000000003: [port=3] DESIGNATED_PORT / BLOCK
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[STP] [INFO] dpid=0000000000000003: Non root bridge.

[STP] [INFO] dpid=0000000000000003: [port=1] DESIGNATED_PORT LISTEN
[STP] [INFO] dpid=0000000000000003: [port=2] NON_DESIGNATED_PORT / LISTEN
[STP] [INFO] dpid=0000000000000003: [port=3] ROOT_PORT LISTEN
[STP] [INFO] dpid=0000000000000001: [port=1] DESIGNATED_PORT LEARN
[STP] [INFO] dpid=0000000000000001: [port=2] DESIGNATED_PORT LEARN
[STP] [INFO] dpid=0000000000000001: [port=3] DESIGNATED_PORT LEARN
[STP] [INFO] dpid=0000000000000002: [port=1] DESIGNATED_PORT LEARN
[STP] [INFO] dpid=0000000000000002: [port=2] ROOT_PORT LEARN
[STP] [INFO] dpid=0000000000000002: [port=3] DESIGNATED_PORT LEARN
[STP] [INFO] dpid=0000000000000003: [port=1] DESIGNATED_PORT LEARN
[STP] [INFO] dpid=0000000000000003: [port=2] NON_DESIGNATED_PORT / LEARN
[STP] [INFO] dpid=0000000000000003: [port=3] ROOT_PORT LEARN
[STP] [INFO] dpid=0000000000000001: [port=1] DESIGNATED_PORT FORWARD
[STP] [INFO] dpid=0000000000000001: [port=2] DESIGNATED_PORT FORWARD
[STP] [INFO] dpid=0000000000000001: [port=3] DESIGNATED_PORT FORWARD
[STP] [INFO] dpid=0000000000000002: [port=1] DESIGNATED_PORT FORWARD
[STP] [INFO] dpid=0000000000000002: [port=2] ROOT_PORT FORWARD
[STP] [INFO] dpid=0000000000000002: [port=3] DESIGNATED_PORT FORWARD
[STP] [INFO] dpid=0000000000000003: [port=1] DESIGNATED_PORT FORWARD
[STP] [INFO] dpid=0000000000000003: [port=2] NON_DESIGNATED_PORT / BLOCK
[STP] [INFO] dpid=0000000000000003: [port=3] ROOT_PORT FORWARD
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5.4.1 2}o|E2{2|e] 713

Zlo|Ezig| 72

class Stp(app_manager.RyuApp)
self.bridge_list = {}

Each OFP, message event handler

\| class Bridge():
\ self.ports = {}
®

def recalculate_spanning_tree() : STP calculation

class Bridge():

1
T
[
[

3| class Port():

self.state_machine : Status change control thread
self.send_bpdu_thread : BPDU send thread

self.wait_bpdu_thread : BPDU wait-to-receive thread

'
'
'
'
'
1
'
'
il
'
'
i
'
'

class Port():

STP 2t0|E2{2| (Stp S2h4 QAUAHA)IF OpenFlow £2(2| HEE2 HES LAISH
EIA Port 22§A QIAE AT AMEIL|CH ZH 22fA QIAEIAT} AY

Bridge 224 Q1A

0x

>
N

n

o
& A0 A OpenFlow Bi|A|Z| £

o
ﬁlg orz|

+ Bridge S2A QIAEIAQ| STP HAH (RE EH2|7| 4

e 9l 2t ZE o) ofgt M)
. Port 224 QIAEAQ| TE Al X0|-BPDU IHZ] &
of olaf & AT E2| 7|52 Al LIt
4 4% #2
STP 2t0|E2{2|= Stp.set_config () A 0| olsf H2|2| 2E 4 E& IFE A3ELICt 238 7tsdt
2o Cig 2L,
+ bridge
= 49 7|28k
priority He|Z| M4 &¢ 0x8000
sys_ext_id | VLAN-ID A& (= &2} STP 2t0|E2{2|= VLAN H[QIA) | O
max_age BPDU I{zlo| £~4l E}O[T{ 2k 20[sec]
hello_time | BPDU I{Zlo| & 7HA 2 [sec]
fwd_delay 2+ ILEJLLISTEN AEf 2 LEARN MEHO| HE= A7t 15[sec]
- port
EE Y JEE
priority | ZE M &9| 0x80
path_cost | @39 H|E Zf &3 LT 2 HIEIOR RS MY
enable 2E gds/Bladst 44 | True
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BPDU I{3! &

BPDU IfZI-2 Port 22A2| BPDU IjZ! M4 A2{|E (Port.send_bpdu_thread)O|A] EEHL|Ct LE HE0|

2|4 ILE (DESIGNATED_PORT)Q! 22 ZE B2|2|0|M S|l hello time (Port.port_times.hello_time

C2E 2 2) 2t4d2= BPDU IfZ! 44 (Port._generate_config bpdu ()) 2 BPDU I{jZ! A&
0f

(Port.ofctl.send_packet_out ())O| O|FO{ZL|C}.
class Port(object):
def __init__(self, dp, logger, config, send_ev_func, timeout_func,

topology_change_func, bridge_id, bridge_times, ofport):
super (Port, self).__init__()

# BPDU handling threads
self.send_bpdu_thread = PortThread(self._transmit_bpdu)

def _transmit_bpdu(self):
while True:
# Send config BPDU packet if port role is DESIGNATED_PORT.
if self.role == DESIGNATED_PORT:

bpdu_data = self._generate_config_bpdu(flags)
self.ofctl.send_packet_out(self.ofport.port_no, bpdu_data)

hub.sleep(self.port_times.hello_time)

HUj= BPDU IfZI2 OpenFlow 222 HEZ 2| HAA|0| £35t= ZE HE (Port.ofport) E= B2
BPDU IjZl0)| M=l ZE B2|X| HE (Port.port_priority,Port.port_times) S& HIECZ JL2EL|
Ct.

class Port(object):

def _generate_config bpdu(self, flags):
src_mac = self.ofport.hw_addr
dst_mac = bpdu.BRIDGE_GROUP_ADDRESS
length = (bpdu.bpdu._PACK_LEN + bpdu.ConfigurationBPDUs.PACK_LEN
+ 1lc.llc._PACK_LEN + 1llc.ControlFormatU._PACK_LEN)

e = ethernet.ethernet(dst_mac, src_mac, length)

1 = 11c.11c(11lc.SAP_BPDU, 1lc.SAP_BPDU, 1llc.ControlFormatU())

b = bpdu.ConfigurationBPDUs (
flags=flags,
root_priority=self.port_priority.root_id.priority,
root_mac_address=self.port_priority.root_id.mac_addr,
root_path_cost=self.port_priority.root_path_cost+self.path_cost,
bridge_priority=self.bridge_id.priority,
bridge_mac_address=self.bridge_id.mac_addr,
port_priority=self.port_id.priority,
port_number=self.ofport.port_no,

message_age=self.port_times.message_age+1l,
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max_age=self.port_times.max_age,
hello_time=self.port_times.hello_time,

forward_delay=self.port_times.forward_delay)

pkt = packet.Packet ()
pkt.add_protocol(e)
pkt.add_protocol(l)
pkt.add_protocol (b)

pkt.serialize ()

return pkt.data

BPDU Ij%! 441

BPDU IjZlo| =412 Stp E2i£9| Packet-In O|HIE H=2{0f 2|5 ZR|E|12 Bridge E2iA QIAHAE E
off Port 2eiA QAUARAN SA|ELCH OHE Xe|7| oA Z HE & ZARSHIAIL.

BPDU IjZlE s4l5ts E= O X0)| ~4let

(Stp.compare_bpdu_info ())& £3l5H0],
C} ¢ L}2 BPDU (SUPERIOR)E I AR “AM2L RE H2|2|7} 27}

20| BHMaliCH= 248 2|0|5tH, O|= STP AljA|Ate| E2| A7t €L CY,

class Port(object):

def rcv_config_bpdu(self, bpdu_pkt):
# Check received BPDU is superior to currently held BPDU.
root_id = BridgeId(bpdu_pkt.root_priority,
bpdu_pkt.root_system_id_extension,
bpdu_pkt.root_mac_address)
root_path_cost = bpdu_pkt.root_path_cost
designated_bridge_id = BridgeId(bpdu_pkt.bridge_priority,
bpdu_pkt.bridge_system_id_extension,
bpdu_pkt.bridge_mac_address)
designated_port_id = PortId(bpdu_pkt.port_priority,
bpdu_pkt.port_number)

msg_priority = Priority(root_id, root_path_cost,
designated_bridge_id,
designated_port_id)
msg_times = Times(bpdu_pkt.message_age,
bpdu_pkt.max_age,
bpdu_pkt.hello_time,
bpdu_pkt.forward_delay)

rcv_info = Stp.compare_bpdu_info(self.designated_priority,

self.designated_times,

msg_priority, msg_times)

return rcv_info, rcv_tc
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H219] =41 A|2E |52 Port 2242 BPDU I§Zl 44l A2{|E (Port.wait_bpdu_thread)Of|A &
. max age (C|EZE: 20 &) S0t 2E 52|2|0jA BPDU I{ZIS 44l & 4 Q1= AR 7+

- 2 T BAo O T -d

Al
o
ko

HOo[2ta TSt Bridge 22t A AAHA0| SA[FLICH

BPDU #=4! EIO|T{ YOOI £} A2t Z21IHE Z A0l hub 2& (ryu.lib.hub) 2| hub.Event 2} hub. Timeout

AFERILICE ™ hub.Event ™ = hub.Event.wait () Of|A wait &E{0| 2 = hub.Event.set () 7| &&
S W7t AZ|E7F ZTHEILICE hub. Timeout = 2| ZE A5 A2 LHO| try HOIM X2|7t 22&|2| o d
hub. Timeout Of|Q|E 2r&HFIL|Ct hub.Event 7t wait A4E{0| & hub. Timeout Of A|ZEl A|§H A[Zt LHO|
hub.Event.set () 7} AM3E|2| oS U BPDU I{Z! £A1 A|ZF 232 THEHSHO] Bridge 22142] STP A4
L EZNAS SEFLLCH

class Port(object):

def __init__(self, dp, logger, config, send_ev_func, timeout_func,
topology_change_func, bridge_id, bridge_times, ofport):
super (Port, self).__init__()
#
self.wait_bpdu_timeout = timeout_func

#
self.wait_bpdu_thread = PortThread(self._wait_bpdu_timer)

def _wait_bpdu_timer (self):

time_exceed = False

while True:
self.wait_timer_event = hub.Event ()
message_age = (self.designated_times.message_age

if self.designated_times else 0)

timer = self.port_times.max_age - message_age
timeout = hub.Timeout (timer)
try:

self.wait_timer_event.wait ()
except hub.Timeout as t:
if t is not timeout:
err_msg = 'Internal error. Not my timeout.'
raise RyuException(msg=err_msg)
self.logger.info (' [port=Yd] Wait BPDU timer is exceeded.',
self.ofport.port_no, extra=self.dpid_str)
time_exceed = True
finally:
timeout.cancel ()

self.wait_timer_event = None

if time_exceed:

break

if time_exceed: # Bridge.recalculate_spanning_tree
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hub.spawn(self.wait_bpdu_timeout)

BPDU I{Zl9| H| W * 2| (Stp.compare_bpdu_info ())O| 2|3l SUPERIOR &-= REPEATED T &l
= £ E H2|2[0|A BPDU IHZl S 41 & &~ A SS 2|0|st7| Tj 20| BPDU 4! EIO|HE ¢
CI|O|E (Port._update_wait_bpdu_timer())gfL|Ct. hub.Event Of ol &5t Port.wait_timer_event
9| set() 2{2|0f| o3l Port.wait_timer_event = wait 2 EHO|| A| release & BPDU I{Z! 4l A E
(Port.wait_bpdu_thread) & except hub.Timeout & A|ZF A5t 2|0 S0 7tX| Y& EIO|HE 2|4
St CHA| EFO|HE CHA| 4Y5te 422 TH22| BPDU THZ! =412 A|ZFRIL(C

oY nE
40 rlo

class Port(object):

def rcv_config_bpdu(self, bpdu_pkt):

#

rcv_info = Stp.compare_bpdu_info(self.designated_priority,
self.designated_times,
msg_priority, msg_times)

#

if ((rcv_info is SUPERIOR or rcv_info is REPEATED)
and (self.role is ROOT_PORT
or self.role is NON_DESIGNATED_PORT)):
self._update_wait_bpdu_timer ()

def _update_wait_bpdu_timer (self):
if self.wait_timer_event is not None:

self.wait_timer_event.set ()

self.wait_timer_event = None
STP 7|4
STP A&t (RE E2|| A&l O 2F ZEO| Aot MEH)2 Bridge S2HA00AM AASLICE
STP Al4tE 3she dR0= HIE/I EE2 A HE0| &/45t A0 FLE £ 7| M0 T 2
D ESHEZZ22| B O|HIE (EventTopologyChange) A%

= ZEE BLOCK &Efj2 ’27“' (port down)%l'
APLOIA S2|8to2M 3

>

O| % Bridge._spanning_tree_algorithm() £E E2|X| & LE AetZ MENSI CF, 2t TEZ ISTEN
AEHOII A A2} (port.up)st] ZE MEH HZES A|ZRILCE

class Bridge(object):

def recalculate_spanning_tree(self, init=True):
""" Re-calculation of spanning tree. """

# All port down.

for port in self.ports.values():
if port.state is not PORT_STATE_DISABLE:

port.down (PORT_STATE_BLOCK, msg_init=init)
# Send topology change event.
if init:

self.send_event (EventTopologyChange (self .dp))

# Update tree roles.
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port_roles = {}
self.root_priority = Priority(self.bridge_id, O, None, None)

self.root_times = self.bridge_times
if init:
self.logger.info('Root bridge.', extra=self.dpid_str)

for port_no in self.ports.keys():
port_roles[port_no] = DESIGNATED_PORT
else:
(port_roles,
self.root_priority,
self.root_times) = self._spanning_tree_algorithm()

# All port up.
for port_no, role in port_roles.items():
if self.ports[port_no].state is not PORT_STATE_DISABLE:
self.ports[port_no].up(role, self.root_priority,

self.root_times)

He|z|e] ME&E ol E2|2| ID & A4le| E2|R| 2 s ZF LEO||AM £415 BPDU TiZI0)| H- =l .t
2| 2| HEL} H|1W 7}t O| R0 LIC} (Bridge._select_root_port).

023, RE ZEIVHEHALHE RIS Ee|A| EEC ZEJI 2 OIE B2 JEJ L2 ) HEE
2|A|7t RE He|R|2t Tkt n |H LEQ| MZ (Bridge._select_designated_port)d} H|A|H ZLE
(

|2/e] ZES H|Z[Y ZEZ H5)0| O|FO{ZLICY,

rx
M
u
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H
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S~
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3, RE REJ} gl B (AAIQ B2I7| FEII 1Y LS 9) AHIS RE B2 BT, 2 TES

class Bridge(object):

def _spanning_tree_algorithm(self):
""" Update tree roles.
- Root bridge:
all port is DESIGNATED_PORT.
- Non root bridge:
select one ROOT_PORT and some DESIGNATED_PORT,
and the other port is set to NON_DESIGNATED_PORT."""

port_roles = {}
root_port = self._select_root_port ()

if root_port is None:

# My bridge is a root bridge.

self.logger.info('Root bridge.', extra=self.dpid_str)
root_priority = self.root_priority
root_times = self.root_times

for port_mo in self.ports.keys():
if self.ports[port_no].state is not PORT_STATE_DISABLE:
port_roles[port_no] = DESIGNATED_PORT
else:
# Other bridge is a root bridge.
self.logger.info('Non root bridge.', extra=self.dpid_str)
root_priority = root_port.designated_priority

root_times = root_port.designated_times

port_roles[root_port.ofport.port_no] = ROOT_PORT
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d_ports = self._select_designated_port(root_port)
for port_no in d_ports:

port_roles[port_no] = DESIGNATED_PORT

for port in self.ports.values():
if port.state is not PORT_STATE_DISABLE:
port_roles.setdefault (port.ofport.port_no,
NON_DESIGNATED_PORT)

return port_roles, root_priority, root_times

ol

BEO| ME ¥ M2l Port 2eHA 0| MER WS H0f A S (Port.state_machine) Of A A
D UBLICH CHS AEHR B Tf7H] EFO|BIQl Port. _get_tiner() 2 AF 3D, EFO|Of BIR

o
Port._get_next_state() OflA] C}S AENZE 7129}, AlENE HHZASISILICE SE5H STP A A|AHO| EhAESHO]
S7HA2] ZE HEHO] 2A[@10] BLOCK HEfZ HEtA|7|= HO|£& S Port. _change_status() O] 2l E
BR0= HEf HFO[ O| RO LT}, Olafst Y210 A= AT hub 25 hub.Event 2} hub. Timeout

= 0|835t0f Zeistl AFLIC.

t

o

hoX

class Port(object):

def _state_machine(self):
""" Port state machine.
Change next status when timer is exceeded

or _change_status() method is called."""

while True:

self.logger.info (' [port=yd] %s / %s', self.ofport.port_no,
role_str[self.role], state_str[self.state],
extra=self.dpid_str)

self.state_event = hub.Event ()
timer = self._get_timer ()
if timer:
timeout = hub.Timeout (timer)
try:
self.state_event.wait ()
except hub.Timeout as t:
if t is not timeout:
err_msg = 'Internal error. Not my timeout.'
raise RyuException(msg=err_msg)
new_state = self._get_next_state()
self._change_status(new_state, thread_switch=False)
finally:
timeout.cancel ()
else:

self.state_event.wait ()
self.state_event = None

def _get_timer (self):
timer = {PORT_STATE_DISABLE: None,
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PORT_STATE_BLOCK: None,

PORT_STATE_LISTEN: self.port_times.forward_delay,
PORT_STATE_LEARN: self.port_times.forward_delay,
PORT_STATE_FORWARD: None}

return timer[self.statel

def _get_next_state(self):
next_state = {PORT_STATE_DISABLE: None,

PORT_STATE_BLOCK: None,

PORT_STATE_LISTEN: PORT_STATE_LEARN,

PORT_STATE_LEARN: (PORT_STATE_FORWARD
if (self.role is ROOT_PORT or

self.role is DESIGNATED_PORT)

else PORT_STATE_BLOCK),

PORT_STATE_FORWARD: None}

return next_state[self.state]

542 S8 n=2HW 313

TRyu €& T2 A&l 0
ple_switch_stp_13.py)2" A 2|2

fo'i OpenFlow 13 &9 AI{jd E2|
5 ,AL2|2 5189| 2I0|8 &=AMUE dFst! JUSL

Lt 2 o272 (sim-
e A I

Ct.

r_CONTEXTS, &4

rd3 Oof2(A[0]4d LoF 20| STP 2t0|=2{2|E AHZSt= CONTEXTE SSELIG.

from ryu.lib import stplib

class SimpleSwitch13(app_manager.Ryulpp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]
_CONTEXTS = {'stplib': stplib.Stp}

4 43y

STP 2t0[=2212| set_config () DIME=E ALESH0 4 BES +HELICE 07| A2 CH= £

LICt.

£
o

nx
oX
]

OpenFlow £2|2 o= 43

dpid=0000000000000001 | bridge.priority | 0x8000

dpid=0000000000000002 | bridge.priority | 0x9000

dpid=0000000000000003 | bridge.priority | 0xa000
0] M2 dpid = 00000000000000012| OpenFlow A%|Z|2] E2|2| ID7} T4t 2|AZH0| RE E2|2|0f
MEAE|A| BiLCt.

class SimpleSwitch13(app_manager.Ryulpp):
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def __init__(self, *args, **kwargs):
super (SimpleSwitch13, self).__init__(*args, *xkwargs)
self.mac_to_port = {}
self.stp = kwargs['stplib'l]

# Sample of stplib config.
# please refer to stplib.Stp.set_config() for details.
config = {dpid_lib.str_to_dpid('0000000000000001"'):
{'bridge': {'priority': 0x8000}},
dpid_lib.str_to_dpid('0000000000000002") :
{'bridge': {'priority': 0x9000}},
dpid_lib.str_to_dpid('0000000000000003"):
{'bridge': {'priority': 0xa000}}}
self.stp.set_config(config)

STP OJHIE 32|
rel3 012|044 ,oF Z0[ STP 2t0|E&{2|9| &2|7} O|HIEE #4I5H= O|HIE X2|7|& A5t

STP 2t0|=2{2[0f| A H2|El stplib.EventPacketIn O|IES 0| &5t0{ BPDU IZIS A|2| St T2l S 44

&4 A7 W20, TAR 51E ,oF 22 T2 HS2{of HEELIC.
class SimpleSwitch13(app_manager.RyuApp):

@set_ev_cls(stplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

HESI EE2X| HA LT O|HE (stplib.EventTopologyChange)S 20} SH&5E MAC 4 2 SE&

Z29 322 27(aEL

o2+

class SimpleSwitch13(app_manager.RyuApp) :

def delete_flow(self, datapath):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

for dst in self.mac_to_port[datapath.id].keys():
match = parser.0FPMatch(eth_dst=dst)
mod = parser.0FPFlowMod (
datapath, command=ofproto.OFPFC_DELETE,
out_port=ofproto.0FPP_ANY, out_group=ofproto.O0FPG_ANY,
priority=1, match=match)
datapath.send_msg(mod)

@set_ev_cls(stplib.EventTopologyChange, MAIN_DISPATCHER)
def _topology_change_handler(self, ev):

dp = ev.dp
dpid_str = dpid_lib.dpid_to_str(dp.id)
msg = 'Receive topology change event. Flush MAC table.'

self.logger.debug(" [dpid=¥%s] %s", dpid_str, msg)

if dp.id in self.mac_to_port:

self.delete_flow(dp)
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del self.mac_to_port[dp.id]

I E AEf HA el O|HIE (stplib.EventPortStateChange)S Bt 0 L E AEf C|H 1 27 23S AA|5t
22 A4,

class SimpleSwitch13(app_manager.RyuApp):

@set_ev_cls(stplib.EventPortStateChange, MAIN_DISPATCHER)
def _port_state_change_handler(self, ev):
dpid_str = dpid_lib.dpid_to_str(ev.dp.id)
of_state = {stplib.PORT_STATE_DISABLE: 'DISABLE',
stplib.PORT_STATE_BLOCK: 'BLOCK',
stplib.PORT_STATE_LISTEN: 'LISTEN',
stplib.PORT_STATE_LEARN: 'LEARN',
stplib.PORT_STATE_FORWARD: 'FORWARD'}
self.logger.debug(" [dpid=Ys] [port=Jd] state=is",
dpid_str, ev.port_no, of_statel[ev.port_statel])

d E2| 7|52 AlEste 2to|Ee]2|et 2t0|22{2| E AtEste 8 Z20l|A A

o
A913 32 28 T2IAUS AHsID YsUT

5.5 g

O] YoM= A E2f 2f0[E2{2| ALES FAI2 thg &= thial 2YYSLICH
+ hub.EventS O| &%t O|HIE Ci7] H2[2 45 &Y

+ hub.TimeoutE O|&¢t EIO|T{ H[0] 2{2|2| L&l Y™
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6.1 IGMP A%4

6.1.1 IGMP 72

IGMP (Internet Group Management Protocol) = AE4l 7t0f| HE| FHAE T3] ZX | E 2[5t 2
st 2 ESYLICE

HE| HHAE 2tREE 2t HEE 25 MEUIO| Ois HE| HHAE OF 20 SAE 7t U= R E
FI|H22 2 LT (IGMP Query Message). HE| JHAE & 0f 20{5H= SAETL OfH MEUIo)| &
A ste 42 ol SAEE Ol HE| HHAE 1F 0Of 2i0jot=2| HE| JHAE 2tE of E0gL|Ct (IGMP
Report Message) . HE| HAE 2tRE = £4let BT 0l MEUIOM ELHRI ZRIZ|E 7|45t “0fH
HE| FHAE QAF0AH TS O MEUICZ MR & ZFL|Ct 2|0 Chet 20t iHL E= &
A HE| IHAE QZ20||M EE| HA|Z] (IGMP Leave Message ) & SAEZEE B2 AR HE| I|AE 2
REE oY MEU O ChSt 25, = XY E HE| HAE QAF0|AH THA S MY ofA| QEELICE
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[Learning]
For 225.0.0.1 i
from: 192.168.1.0/24

to: 192.168.3.0/24

IGMP Report | IGMP Report |
(225.0.0.1) (225.0.0.1)
192.168.1.0/24  192.168.2.0/24  192.168.3.0/24

Send to as
learned

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24

6.1.2 AEUIo] A|Q} IGMP AL i

IGMPE AB310] HEUEE BLRS SIS SY 4 UAAD, HEY LojA 0125| 2L3t
O] WAYEH 4 UBLIC,

FHAE THZIQ| 22| MAC FA = E46 240|7| 0] L2 A2]2|2] MAC 4 E|0|20||A SHEE|R|
1, St HEEIHAE CHAO| ELUICH T2tM o|E S0, Ol StLte| LEO|0F HE| FHAE OF 20 &
EJLHEZO JAJUCID SHE, L2 22| = £AIE HE| HAE Y2 2L ZEZ HESHA EL|CH

|> &2 ruE
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Multicast for
Fiz 225.0.0.1

Send to as
learned

192.168.1.1 192.168.1.2 192.168.1.3
(Host joined in
Multicast group)

IGMP A2 HE| HHAE & 210 SAEO|AM HE| IHAE 2t2E 0| ME &= IGMP Report Message
£ 12 220 AT (snoop)stt] HE|IFHAE THZIQ| ChA LEE Sh&ot= HAIQLICEH O HHHE ME
S Lol HE| FHAE O F 2 SAETL ZAY5HA| b= ZEO| HE| HAE THZI0| AEE= A2 817/

=280 EEE 2 + AL
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[Learning]

For 225.0.0.1,
to 192.168.1.0/2

[Learning]

For 225001, IGMP Report
to eth2 (225.0.0°H
ethl 4— eth3
eth2
IGMP Report
(225.0.0.1)
.1.0/24
192.168.1.1 192.168.1.2 192.168.1.3

(Host joined in
Multicast group)

Multicast for
= N 225.0.0.1

Send to as
learned

Send to as
learned

192.168.1.1 192.168.1.2 192.168.1.3
(Host joined in
Multicast group)

IGMP AL S 5t 12 A9 2] SAENAM SUT HE| HHAE OAF0f 2716t QJCHe IGMP
Report MessageE 4lsiE #Hel= 18 90l IGMP Report MessageE M&6HA| A& LICH E£ot SAE
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Ol Xl IGMP Leave Message € 41511, CtE Yot HE| IHAE A0 0ot SAEI EASH= S0
Ol= 2|2 IGMP Leave MessageE &5tA| A& LICH O A otH F2[= 0| § =
AR E n8tote AP EO|A & 4 1, E5t S L2 IGMP HA[R|2] MES AT 4+ AS LT

6.2 Ryu S8 T2 A3

ofo
|H
U
L
0%
o

o
08t
on
oz
i
o

IGMP A58 7|5E OpenFlows 0|83t Feigt Ryu?| IGMP A+E &

Ryu 24 E2|0f Z&E|0{ &= simple_switch_igmp.py= OpenFlow 1.0 & 28 T27240|7|
20 o710 M= ASA OpenFlow 1.30 CHS St simple_switch_igmp_13.py= 2t&L|Ct Ol T2

H2rA 2 52 0 IGMP AT 7|58 2716t S8 T2 MY LT £33 0| Z2 22 dpid =
0000000000000001 A2{2|E HE| HAE 2tREZ Z|Zotdl, ZE 20]| HZL|0UY=s SAEE HE| |

£E MHZ 2[5t 2350 AS UL
A 0|8 @ simple_switch_igmp_13.py

from ryu.base import app_manager

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER
from ryu.controller.handler import MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_vi_3

from ryu.lib import igmplib

from ryu.lib.dpid import str_to_dpid

from ryu.lib.packet import packet

from ryu.lib.packet import ethernet

class SimpleSwitchIgmp13(app_manager.RyuApp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]
_CONTEXTS = {'igmplib': igmplib.IgmpLib}

def __init__(self, *args, **kwargs):

super (SimpleSwitchIgmpl13, self).__init__ (xargs, *xkwargs)

self.mac_to_port = {}

self._snoop = kwargs['igmplib'l]

self._snoop.set_querier_mode(
dpid=str_to_dpid ('0000000000000001"'), server_port=2)

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler (self, ev):

datapath = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser
install table-miss flow entry
We specify NO BUFFER to max_len of the output action due to

#

#

#

# 0OVS bug. At this moment, if we specify a lesser number, e.g.,

# 128, 0VS will send Packet-In with invalid buffer_id and

# truncated packet data. In that case, we cannot output packets

# correctly.

match = parser.O0FPMatch ()

actions = [parser.OFPActionOutput(ofproto.0OFPP_CONTROLLER,
ofproto.0FPCML_NO_BUFFER)]

self.add_flow(datapath, O, match, actions)
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def add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

inst = [parser.O0FPInstructionActions(ofproto.O0FPIT_APPLY_ACTIONS,

actions)]

mod = parser.0FPFlowMod(datapath=datapath, priority=priority,
match=match, instructions=inst)

datapath.send_msg(mod)

@set_ev_cls(igmplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser
in_port = msg.match['in_port']
pkt = packet.Packet (msg.data)

eth = pkt.get_protocols(ethernet.ethernet) [0]

dst = eth.dst

src = eth.src

dpid = datapath.id
self.mac_to_port.setdefault (dpid, {})

self.logger.info("packet in %s %s %s %s", dpid, src, dst, in_port)

# learn a mac address to avoid FLOOD next time.

self .mac_to_port[dpid] [src] = in_port

if dst in self.mac_to_port[dpid]:

out_port = self.mac_to_port[dpid][dst]
else:

out_port = ofproto.OFPP_FLOOD

actions = [parser.0FPActionOutput (out_port)]

# install a flow to avoid packet_in next time

if out_port != ofproto.0OFPP_FLOOD:
match = parser.0FPMatch(in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

data = None
if msg.buffer_id == ofproto.0FP_NO_BUFFER:
data = msg.data

out = parser.0FPPacketOut(datapath=datapath, buffer_id=msg.buffer_id,
in_port=in_port, actions=actions, data=data)

datapath.send_msg(out)

@set_ev_cls(igmplib.EventMulticastGroupStateChanged,
MAIN_DISPATCHER)
def _status_changed(self, ev):
msg = {
igmplib.MG_GROUP_ADDED: 'Multicast Group Added',
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igmplib.MG_MEMBER_CHANGED: 'Multicast Group Member Changed',
igmplib.MG_GROUP_REMOVED: 'Multicast Group Removed',
}
self.logger.info("%s: [%s] querier:[%s] hosts:%s",
msg.get(ev.reason), ev.address, ev.src,

ev.dsts)

M O ofloil M= EE| FHAE THZ! S4410]] VLC (http://www.videolan.org/vic/)E AFEELITE VLC 43|, Y &
]

1Y & SYS o= A= O7[0M Y5HA| bg Lt

6.2.1 4% &3 1=

GMP A-L 28 T2 1242 HlAESHS AIY 8248 TEELIC
VM 0[0]%| AFRS A

_(I)_
A MininetE O|&st0f of2ff A2t 22 ES24|

hls2-ethO h3s2-eth0
(192.168.1.1/ .168.1. .168.1.3/24)

hls2 h2s2 h3s2
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Of7iRH4 | 2k 493
topo linear, 2 712] 22|27t 21 ABE= ES2A| (& £2212[0]| 3 71| S AET HEL]
2,3 =)
mac = AZ22 SAESMAC F48 448
switch ovsk Open vSwitchE AIE
con- remote OpenFlow ZHEE2{= 2/H9| ZHE 0|2
troller
X e xterm A|2f
A o= 2 s Ut

ryu@ryu-vm:~$ sudo mn --topo linear,2,3 --mac --switch ovsk --controller remote -x

*x* Creating network

*** Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*** Adding hosts:

hisl hi1s2 h2s1 h2s2 h3sl h3s2

**%*x Adding switches:

sl s2

*** Adding links:

(his1, s1) (hi1s2, s2) (h2s1, s1) (h2s2, s2) (h3s1, si1) (h3s2, s2) (s1, s2)
***x Configuring hosts

hisl hl1s2 h2s1 h2s2 h3sl h3s2

**%* Running terms on localhost:10.0

**x* Starting controller

*x* Starting 2 switches

sl s2

***x Starting CLI:

mininet>

mininet> net

his1l hilsl-ethO:

h1s2 hls2-eth0O:s2-ethl

h2s1 h2sl-ethO:sl-eth2

h2s2 h2s2-eth0O:s2-eth2

h3s1l h3sl-ethO:sl-eth3

h3s2 h3s2-ethO:s2-eth3

sl lo: sl-ethl:hlsl-ethO sl-eth2:h2sl1-ethO sl-eth3:h3sl1-ethO sl-eth4:s2-eth4
s2 lo: s2-ethl:hls2-eth0 s2-eth2:h2s2-eth0 s2-eth3:h3s2-eth0 s2-eth4:sl-eth4
cO

mininet>

6.2.2 IGMP B MA

Ryul| IGMP A%l
S 4EELC ol Y YHE 2 SAEQ| xtermOj| A A BHsHFM L

host: h1s1:

root@ryu-vm:~# echo 2 > /proc/sys/net/ipv4/conf/hisl-ethO/force_igmp_version

SE LZ2OHE IGMP v1/v2 OF Z|{ELICtH 2 SAETHIGMP v3E AHESHZ| &
E|

host: h1s2:
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root@ryu-vm:~# echo 2 > /proc/sys/met/ipv4/conf/his2-eth0O/force_igmp_version

host: h2s1:

root@ryu-vm:~# echo 2 > /proc/sys/met/ipv4/conf/h2sl1-eth0/force_igmp_version

host: h2s2:

root@ryu-vm:~# echo 2 > /proc/sys/net/ipv4/conf/h2s2-eth0/force_igmp_version

host: h3s1:

root@ryu-vm:~# echo 2 > /proc/sys/net/ipv4/conf/h3sl1-ethO/force_igmp_version

host: h3s2:

root@ryu-vm:~# echo 2 > /proc/sys/mnet/ipv4/conf/h3s2-eth0/force_igmp_version

6.2.3 IP A 434

Mininetoll O3} 02 BLE P AL BE SAET} 22 MEUO| 43 ASLICH CIE MEUS 73
SI71915l 2t SAEO|N P 2AS CHA| BYBILICH

s

host: h1s1:

root@ryu-vm: i 10.0.0.1/8 dev hlsl-ethO

root@ryu-vm: i 172.16.10.10/24 dev hilsl-ethO

host: h1s2:

root@ryu-vm: i 10.0.0.2/8 dev hls2-ethO
root@ryu-vm: i 192.168.1.1/24 dev hls2-ethO

host: h2s1:

root@ryu-vm: i 10.0.0.3/8 dev h2sl1-ethO
root@ryu-vm: i 172.16.20.20/24 dev h2s1-ethO

host: h2s2:

root@ryu-vm: i 10.0.0.4/8 dev h2s2-ethO
root@ryu-vm: i 192.168.1.2/24 dev h2s2-ethO

host: h3s1:

root@ryu-vm: i 10.0.0.5/8 dev h3sl-ethO
root@ryu-vm: i 172.16.30.30/24 dev h3sl-ethO

host: h3s2:

root@ryu-vm: i 10.0.0.6/8 dev h3s2-ethO

root@ryu-vm: i 192.168.1.3/24 dev h3s2-ethO
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6.2.4 7|2 Z0|EH0] 3

2t SAE0M IGMP IHZI0] §5222 B - UES 7|2 A 0|EQ0|1E 2 -HL

host: h1s1:

root@ryu-vm:~# ip route add default via 172.16.10.254

host: h1s2:

root@ryu-vm:~# ip route add default via 192.168.1.254

host: h2s1:

root@ryu-vm:~# ip route add default via 172.16.20.254

host: h2s2:

root@ryu-vm:~# ip route add default via 192.168.1.254

host: h3s1:

root@ryu-vm:~# ip route add default via 172.16.30.254

host: h3s2:

root@ryu-vm:~# ip route add default via 192.168.1.254

6.2.5 OpenFlow HZ A

A&3h= OpenFlow H{ZE 1.322 YELICt 0] BHE A2(2] 1, s22] xtermOi|A YHHFM| 2.

switch: s1 (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

switch: s2 (root):

root@ryu-vm:~# ovs-vsctl set Bridge s2 protocols=0OpenFlowl3

6.2.6 22|2 5129l Al

=87t J24M 230l 2= Ryu S8 22U o

AlSiFM L.

0
g
i
o
°
o
ol
2

o]

s

Oled2 HEZ2{ c02| xtermOf|A Al

controller: cO (root):

root@ryu-vm:~# ryu-manager ./simple_switch_igmp_13.py
loading app ./simple_switch_igmp_13.py

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

instantiating app None of IgmpLib

creating context igmplib

instantiating app ./simple_switch_igmp_13.py of SimpleSwitchIgmpl3

instantiating app ryu.controller.ofp_handler of OFPHandler
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0g

2 2 E 2t28 (IGMP Query MessageE ¢&517| 0] #{2/2t 0= o)
2 A|RBICHS S LIEIL= 217} 2 ElL|C)

controller: cO (root):

[querier] [INFO] started a querier.

Hel= 60 20| ot  IGMP Query Messages 2= ZEZ H&5H0] IGMP Report Message?t HA|=l L
E0f 5t HE| FHAE MHO|M HE| IHAE T§ZIS HESH= &

SA0ll 2] 0]2|2] A{X[0|AM IGMP T{Z! A%HO| A|ZHEL T,

controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=4 IGMP received. [QUERY]

2ol 21 H2|= ALQIZ| s10|AM ELH IGMP Query MessageE AQ|2| s27F ZE 40| M £AIGH S LIEHY
LICE 222 s2= &2 IGMP Query Messages E2E IHAEFHL|CE

FM: ALo| ZH|7t 7| Z0j| H2|7|0M 2 S IGMP Query Message 7t &2 4 UELICH 0] B2 60 2 &0
B T2 IGMP Query MessageS 7|CHEL|CE,
6.2.7 HE| J|2AE O 5 FI}

0|0 2 SAEE HE| HAE TIF0| ZVHFLICH VLCOIM
Ste4 1 38 o, VLCE IGMP Report MessageS 2 |L|Ct.

JIm

HUE| HHAE FAZ BUE AEZIS A4

SAE hls2E 225.0.0.1 20 71YAIZ

M SAE h1s20|M HE| HHAE FAM225.0.0.1,01H AEZHE Hlot=E YT LLCH VICE BAE
h1s20|A IGMP Report MessageE &2 'H#L|C},

host: h1s2:

root@ryu-vm:~# vlc-wrapper udp://©225.0.0.1

ALQIR| s2= SAE h1s20{|AM IGMP Report MessageE ZLE 12 £41510] HE| JHAE FAM225.0.0.1,
£ Y= 80| ZE 10 HA SAct= AS QALC

g

controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=1 IGMP received. [REPORT]
Multicast Group Added: [225.0.0.1] querier:[4] hosts:[]

Multicast Group Member Changed: [225.0.0.1] querier:[4] hosts:[1]
[snoop] [INFO] SW=0000000000000002 PORT=1 IGMP received. [REPORT]
[snoop] [INFO] SW=0000000000000002 PORT=1 IGMP received. [REPORT]

flel 2= A2|2] 20 AN A
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+ IGMP Report MessageE ZE 10]|A &S

- HE| IHAE FA225.0.0.1,8 A5t BE| HAE QF0| 2AE QA= O (AQA=|7tC7]
ZE 4 HH 22Y)

- HE|IHAE FA225.0.0.1,2 £AI5H=E OE2| 210 SAE ZE 1 20| U=A| 0T
£ LIEPLICE VLCE Al2HE ©ff IGMP Report Messages 3 3| ELIE=2 £|0f QI&LICH

0| & 2|7|= 60 20| g ¥ IGMP Query MessageE A& EUl= HIA|X| & 41510 HE| HHAE O F 2t
0] EAE h1s2< Mj0CH IGMP Report MessageE A& 8L Ct,

controller: cO (root):

[snoopl [INFO] SW=0000000000000002 PORT=4 IGMP received. [QUERY]

[snoop] [INFO] SW=0000000000000002 PORT=1 IGMP received. [REPORT]

O AIHOIM He|7|0f S5 E27 &5 AU

switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=827.211s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.1 actions=output:4

cookie=0x0, duration=827.211s, table=0, n_packets=14, n_bytes=644, priority=65535,ip,in_port
=4 ,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=843.887s, table=0, n_packets=1, n_bytes=46, priority=0 actions=
CONTROLLER :65535

Hz| 710
« EE 2 (HE| FHAE MH)0|M 225.0.0. 10017 THZS 41 8 FROlE ZE 4 (&I s2)2 W&
« EE 4 (222] s2)0f|M 225.0.0.10)1H IHZ S 4 & FRO0ll= Packet-In St=

« TA2[ 5{E 2 Z2 Table-miss 222 &=

rok

Ml 71| 222 =0 SZE0f AS LI
LS £A212] 520 SEE[0] e S22 &== =Qlsl FLCH

switch: s2 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows s2

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=1463.549s, table=0, n_packets=26, n_bytes=1196, priority=65535,ip,
in_port=1,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=1463.548s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,
nw_dst=225.0.0.1 actions=output:1

cookie=0x0, duration=1480.221s, table=0, n_packets=26, n_bytes=1096, priority=0 actiomns=
CONTROLLER : 65535

29|2] 520]
- RE 1 (BAE h152)0l|A] 225.0.0.1001A] TH2LS 41 3 ZR0l= Packet-in St=
- ZE 4 (H2| 7])0f|M 225.0.0.10)1A I{ZE 41 5t AR0fl= ZE 1 (A Eh1s2)2 HS

. TAQIZ 52 9 22 Table-miss 222 &%
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0g

M 71| 222 50| SEE0f AS LI

o

SAE h3s2E 225.0.0.1 20 71YAIZ

0|0 EAE h3s20 M= HE| FHAE FAT225.0.0.1 0f|AH AERS HHst=E AHYFILICH VICE SAE
h3s20{|A IGMP Report MessageZE £ HL|C},

host: h3s2:

root@ryu-vm:~# vlc-wrapper udp://©225.0.0.1

AQIR| s2= SAE h3s20||A IGMP Report MessageS L E 30{|A £=Al5t10 HE| I|AE FAM2250.0.1,
£ #4lskeE 082 30 SAETJIEE 19| OHE ZE 3 0= 2AehE QIAELCt

controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=3 IGMP received. [REPORT]
Multicast Group Member Changed: [225.0.0.1] querier:[4] hosts:[1, 3]
[snoop] [INFO] SW=0000000000000002 PORT=3 IGMP received. [REPORT]
[snoop] [INFO] SW=0000000000000002 PORT=3 IGMP received. [REPORT]

Ol A|HOIAM H2|7|0f SSE S22 E5S ERIgL|Ct.
switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows s1

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=1854.016s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.1 actions=output:4

cookie=0x0, duration=1854.016s, table=0, n_packets=31, n_bytes=1426, priority=65535,ip,
in_port=4,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=1870.692s, table=0, n_packets=1, n_bytes=46, priority=0 actions=
CONTROLLER :65535

Hel7lo S5 222 50| S8t HE2 st

5 2903 520 SEEIO] s RS FBE gl & SUCH

—

switch: s2 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows s2

OFPST_FLOW reply (O0F1.3) (xid=0x2):

cookie=0x0, duration=1910.703s, table=0, n_packets=34, n_bytes=1564, priority=65535,ip,
in_port=1,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=162.606s, table=0, n_packets=5, n_bytes=230, priority=65535,ip,in_port
=3,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=162.606s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,
nw_dst=225.0.0.1 actions=output:1,output:3

cookie=0x0, duration=1927.375s, table=0, n_packets=35, n_bytes=1478, priority=0 actions=
CONTROLLER:65535

A2 520
- ZE 1 (E2AE h1s2)0{|A& 225.0.0.10f|A| oj
i

2 $A3
« XE 3 (SAE h3s2)0f|A 225.0.0.104|| THZIZ =4I

0f|&= Packet-In st=

a4%
ZA20||&= Packet-In 3t=
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« ZEE 4 (32| 71)0lIM 225.0.0.104|A T2 S =415t AR0|l= ZE 1 (BA Eh1s2) L ZE 3 (22
Eh3s2)2 ¥&

o TARIZ 52 9F ZE Table-miss 229 &=

4710 S22 &=0| SEE UG

SAE h2s2E 225.0.0.2 50| 71YAIZ

JH OHg EAE h2s2= O SAEQLE CHE HE| JHAE FA225.0.0. 2,004 2EEHE Yot s o
HELICt VLCE SAE h2s520lA IGMP Report MessageS 2 (LTt

ALR|Z| s2= SAE h2s20|A IGMP Report MessageS ZE 20{|A Al HE| HHAE FA7225.0.0.2"S
Aot OF 210 SAEJIE 2 HAY 2225t Z4E @ *ﬁ'é“—l'if

controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=2 IGMP received. [REPORT]
Multicast Group Added: [225.0.0.2] querier:[4] hosts:[]

Multicast Group Member Changed: [225.0.0.2] querier:[4] hosts:[2]
[snoop] [INFO] SW=0000000000000002 PORT=2 IGMP received. [REPORT]
[snoop] [INFO] SW=0000000000000002 PORT=2 IGMP received. [REPORT]

O AIHOIM H2|7|0f S5 E2F &= AU

switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (O0F1.3) (xid=0x2):

cookie=0x0, duration=2289.168s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.1 actions=output:4

cookie=0x0, duration=108.374s, table=0, n_packets=2, n_bytes=92, priority=65535,ip,in_port=4,
nw_dst=225.0.0.2 actions=CONTROLLER:65509

cookie=0x0, duration=108.375s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.2 actions=output:4

cookie=0x0, duration=2289.168s, table=0, n_packets=38, n_bytes=1748, priority=65535,ip,
in_port=4,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=2305.844s, table=0, n_packets=2, n_bytes=92, priority=0 actions=
CONTROLLER:65535

Hel7loes
- ZEE 2 (ZE[FHAE MB)0A 225.0.0.104A THZ S 41 8t BRlE ZE 4 (A9(2] )2 WS
« ZE 4 (2212 s2)0llM 225.0.0.201A TS M & F0l= Packet-In +
« EE 2 (ZE[ FHAE ME|)OA 225.0.0.200A THZ S 41 8 FR0flE ZE 4 (2912 2)2 WS
- EE 4 (29]%] s2)0llM 225.0.0.10A TS 41 8 A0ll=

=2
- A9 5E o Z2 Table-miss 22< &=

rir

Packet-In 43
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switch: s2 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows s2

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=2379.973s, table=0, n_packets=41, n_bytes=1886, priority=65535,ip,
in_port=1,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=199.178s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,
nw_dst=225.0.0.2 actions=output:2

cookie=0x0, duration=631.876s, table=0, n_packets=12, n_bytes=552, priority=65535,ip,in_port
=3,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=199.178s, table=0, n_packets=5, n_bytes=230, priority=65535,ip,in_port
=2,nw_dst=225.0.0.2 actions=CONTROLLER:65509

cookie=0x0, duration=631.876s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,
nw_dst=225.0.0.1 actions=output:1,output:3

cookie=0x0, duration=2396.645s, table=0, n_packets=43, n_bytes=1818, priority=0 actiomns=
CONTROLLER :65535

2A2|2[ 520
« EE 1 (S2E h1s2)0j|A{ 225.0.0.10|A| T2l 2 41 §t Z20f|i= Packet-In &
- ZE 4 (H2| 71)0llM 225.0.0.20A T2l 4§t FR0ll= ZE 2 (B2E h2s2)2 WS
« XE 3 (SAE h3s2)0j[A{ 225.0.0.10{|A| I{Z S
« EE ) (SAE h2s2)0f|A| 225.0.0.2001A| T2 =41 5t

« EE 4 (32| 7)0lIM 225.0.0. 104 T2 S =41 & FR0= ZE 1 (ZLE h1s2) L ZE 3 (84
E h3s2)2 &

o= Packet-In 4%

ol= Packet-In &3

-

- TA912 5B o Z2 Table-miss 22 &=

6 712l 222 =0 SZE(0f AS LI

SAE h3s1E 225.0.0.1 O350 7}UAIZ

EStSAE h3s10|ME RE| FHAE FAM225.0.0.1 0H AE- S AHE5t=E AL VICE 2AE
h3s10{|A IGMP Report MessageE 2 H#L|C},

host: h3s1:

root@ryu-vm:~# vlc-wrapper udp://©225.0.0.1

ZE|0] AA| LS LIt T2t IGMP &A%Y 7|52] TH0| o2t #2|7| A

=
FH2 MAIELIC

[l

SAE h3s1E A9 522 A
0|9 UBtAMQI IGMP I{ZIQ| W

Ol A|HOIAM He|7|0f SEE 222 E5S SRITL|Ct.
switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si
OFPST_FLOW reply (OF1.3) (xid=0x2):
cookie=0x0, duration=12.85s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,

nw_dst=225.0.0.1 actions=output:3,output:4
cookie=0x0, duration=626.33s, table=0, n_packets=10, n_bytes=460, priority=65535,ip,in_port
=4 ,nw_dst=225.0.0.2 actions=CONTROLLER:65509
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cookie=0x0, duration=12.85s, table=0, n_packets=1, n_bytes=46, priority=65535,ip,in_port=3,
nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=626.331s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.2 actions=output:4

cookie=0x0, duration=2807.124s, table=0, n_packets=46, n_bytes=2116, priority=65535,ip,
in_port=4,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=2823.8s, table=0, n_packets=3, n_bytes=138, priority=0 actions=
CONTROLLER : 65535

He| 710

« ZE 2 (ZE[ FHAE MB|)OA 225.0.0.10fA TS 41 5F FR0fl= ZE 3 (h3s1) Y ZE 4 (&
2 s2)2 &

« EE 4 (29]2] s2)0llAM 225.0.0.200A T2l S =41 & Z20ll= Packet-In

+ ZE 3 (h3s1)0llA 225.0.0.10A m{2lS 441 5t BR0= Packet-Inst7|

« ZE 2 (HE| FHAE MH)0|M 225.0.0.2001H THZ S 41 & AR0fl= ZE 4 (&I s2)2 W&
« ZE 4(2%12] s2)0llM 225.0.0. 101 THZ S 41 5t AR0ll= Packet-In =3

- A9 5E o Z2 Table-miss 22< &=

rw

6 71e| S22 =0 SELO ASLICH

6.2.8 2Ez2|YU A2t

HE| HHAE MHQ SAE h2s10(M AE2|YS ARIRHLICE HE| HAE FA0E7225.0.0.1,2 AFEE
LICt.

host: h2s1:

root@ryu-vm:~# vlc-wrapper sample.mov --sout udp:225.0.0.1 --loop

J2{A},7225.0.0.1,8E| ZHAE OAF0| F0{Sh= h1s2, h3s2, h3s1 2 SAEO|M A3l5H= VLC HE| 74
AE MHO|AM X35 DUE SZA0| A4 EL|CH r1225.0.0.2,01 20i5Hs h2s20i A& SE 40| 244
2| k& LCH

6.2.9 HE| JHAE 1= Alx|

0|0 Zt SAEE HE| HHAE AF0|A HEAZLCH &
Leave MessageS 2 LT}

Im
o
=

=

dZQ VLCE 5832 I VLC= IGMP

SAE h1s2Z 225.0.0.1 J20j|A EHE|AZ

SAE h1s20|M ASHZ0l VICE Cirl+C S22 ZERTLCH AR s2= SAE hls2 £= 2 IGMP
Leave MessageE ZE 12 £A510 E| IHAE FAM225.0.0.1.8 £Alots 189 210 &4
P [e]

19| 20i| 2A5t2| gbe AS AAFLICY.

controller: cO (root):
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0g

[snoop] [INFO] SW=0000000000000002 PORT=1 IGMP received. [LEAVE]

Multicast Group Member Changed: [225.0.0.1] querier:[4] hosts:[3]

flel 2= 2212 s20f A0

. IZE 10{|A IGMP Leave MessageZ gt2

. HHE| IJAE RA2250.0.1,2 $£AI5Hs Q20| 20| SAE TE 3 10| Q=3
LIEFHLICE IGMP Leave Message A1 272 |= HE| A E FAM225.0.0.1,8 $£AI5H= 129| 2H0
2|6

AEE= ZE 111 39| 20| 2A510] QIAISHD AUUX| T, IGMP Leave Message =4AIA| ZLE 10| A|| &L

L fob ni
Kl
;

O AIHOIM H2|7|0f SEE E2F &S &5t A LICH

switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows sl

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=1565.13s, table=0, n_packets=1047062, n_bytes=1421910196, priority
=65535,ip,in_port=2,nw_dst=225.0.0.1 actions=output:3,output:4

cookie=0x0, duration=2178.61s, table=0, n_packets=36, n_bytes=1656, priority=65535,ip,in_port
=4 ,nw_dst=225.0.0.2 actions=CONTROLLER:65509

cookie=0x0, duration=1565.13s, table=0, n_packets=27, n_bytes=1242, priority=65535,ip,in_port
=3,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=2178.611s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.2 actions=output:4

cookie=0x0, duration=4359.404s, table=0, n_packets=72, n_bytes=3312, priority=65535,ip,
in_port=4,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=4376.08s, table=0, n_packets=3, n_bytes=138, priority=0 actions=
CONTROLLER:65535

Hel7lo S5 22 ¢52 S8t HE2 st

Lot A2{2] 520 SELOU=E EE2F =T &QIsH FLCH
switch: s2 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows s2

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=2228.528s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,
nw_dst=225.0.0.2 actions=output:2

cookie=0x0, duration=2661.226s, table=0, n_packets=46, n_bytes=2116, priority=65535,ip,
in_port=3,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=2228.528s, table=0, n_packets=39, n_bytes=1794, priority=65535,ip,
in_port=2,nw_dst=225.0.0.2 actions=CONTROLLER:65509

cookie=0x0, duration=548.063s, table=0, n_packets=486571, n_bytes=660763418, priority=65535,
ip,in_port=4,nw_dst=225.0.0.1 actions=output:3

cookie=0x0, duration=4425.995s, table=0, n_packets=78, n_bytes=3292, priority=0 actions=
CONTROLLER : 65535

22(2] s20f
< ZE 4 (2] 71)0A 225.0.0.20(A IS 4l & FR0l= ZE 2 (A2 Eh2s2)2 &
5 s

« ZE 3 (22E h3s2)0M 225.0.0.101|A THZ S 44l o AR0ll= Packet-In =3
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« ZE 2 (S2AE h2s2)0i|lM 225.0.0. 201 THZ S =4l 5t BP0l = Packet-In &
« ZE 4 (2| 7])0A 225.0.0.10(AH IS 4l & FR0l= ZE 3 (A Eh3s2)2 &

. TAQIZ 52 9 22 Table-miss 222 &%

-

5749 222 20| SEL/0f YSLICH YF M| H]af
« ZE 1 (EAE h1s2)0AM 225.0.0.10A THZIE Al 5 HR0|= Packet-In &t
C)

S22 SF0[ HAH|=|L, £ 2{2(7|0fA 225.0.0.1 &
el As g+ AsHCh

2 I}3 AL REE| EE 1 (SAE h152)0| A

SAE h3s2E 225.0.0.1 O-S0f|A EE[A[Z

13 S SAE h3s20|A A2 VLCE Cirl + C S22 ZEFIL|CEH A2 s2= SAE h3s2252E
IGMP Leave Message E 30{|AM 4=Al HE| FHAE FAM2250.0.1,8 £AI5H= 120| 210 SAE IE
3 |j=|_E_-| %]Hél. | (o] 1N 7-|° O|A|o|'L_|E_|-.

[

controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=3 IGMP received. [LEAVE]

Multicast Group Removed: [225.0.0.1] querier:[4] hosts:[]

el 2= AQ(R| s20{|U0 A
« ILE 30{|A| IGMP Leave MessageS 22

. HE| IJAE FA225.0.0.1,2 $£AI5H= Q29|

l'])‘I

0] SAET} RE ZAf5H7| 243
2 LetgiLct,

O] AIHOIM H2|7|0f ST E2F &S AU

[

switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows sl

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=89.891s, table=0, n_packets=79023, n_bytes=107313234, priority=65535,ip,
in_port=2,nw_dst=225.0.0.1 actions=output:3

cookie=0x0, duration=3823.61s, table=0, n_packets=64, n_bytes=2944, priority=65535,ip,in_port
=4 ,nw_dst=225.0.0.2 actions=CONTROLLER:65509

cookie=0x0, duration=3210.139s, table=0, n_packets=55, n_bytes=2530, priority=65535,ip,
in_port=3,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=3823.467s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.2 actions=output:4

cookie=0x0, duration=6021.089s, table=0, n_packets=4, n_bytes=184, priority=0 actions=
CONTROLLER : 65535

el7|of
- IE 2 (HE| FHAE MH)0|A 225.0.0.101H TS 41 5 A0l ZE 3 (h3s1)2 WS
« ZE 4 (227 s2)0lM 225.0.0.200 A THZIE 41 8 A R0l Packet-In &3
« ZE 3(h3s1)0M 225.0.0.101|A T2 S =4l ©F BR0l|l= Packet-Inst7|
- ZE 2 (HE|HHAE MH)0IM 225.0.0.20{A

E:
N
njo
4
>

Al SHAQO= LE 4 (AR s2)2 HE
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- 2912 5B o Z2 Table-miss 22 &=
5712 222 Y=0| ST AU L= d7HA| Blsh

« ZE 4 (2212 s2)0M 225.0.0.10A IZIS 44 5t BR0f|= Packet-In &

222 20| AXE|1, £5k ZE| HAE MB{olM 225.0.0.1017 1210 ChAto|M ZE 4 (293 52)7}
AQIE 22 o 4 UBLICH
5 A913] 520 SSEOIUE BES FSE SOl F EUTY,

switch: s2 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows s2

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=4704.052s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,
nw_dst=225.0.0.2 actions=output:2

cookie=0x0, duration=4704.053s, table=0, n_packets=53, n_bytes=2438, priority=65535,ip,
in_port=2,nw_dst=225.0.0.2 actions=CONTROLLER:65509

cookie=0x0, duration=6750.068s, table=0, n_packets=115, n_bytes=29870, priority=0 actions=
CONTROLLER : 65535

2A2|2[ 520
- ZE 4 (2| 7])0llM 225.0.0.2011A THZI S 4l 5t ZR0ll= ZE 2 (84 E h2s2)2 HE
« ZE 2 (ZAE h2s2)0lA 225.0.0. 201 A THZ!E =41 §t HAR0ll= Packet-In &
- TA212 52 2F Z2 Table-miss 2% &=

M 712 222 =0 SEE0f ASLICH & H7HA| HlF
« ILE 3 (SAE h3s2)0llM 225.0.0. 101 A S 441 3 ZL0ll= Packet-In +3
- XE 4 (2| 7])0IM 225.0.0.101A THZIS 41 5H FR0l= ZE 3 (ZA E h352)2 WS

[y)

SE2? YF0| MA E AS ¥+ ASHCH

6.3 Ryu2| IGMP ALT 7|5 113

OpenFlowE AME3t0 OfEH IGMP A% 7|58 Y5t A=A E 2T BRGSO

IGMP AFENGMP Ij2l S 2= ,0|2k= S22 Openflow?| Packet-In AR AHESHO od5ta 9
G LIC Packet-In BIA|R|0M AEEHZ & € IGMP THZI2| LIES
- O 20| cist IGMP O X[ 2] Q12|
« IGMP Report Message®!A| IGMP Leave Message?!X|
« 2229 2= ZEO|M £4I510] IGMP HA|R| 1|
ct= 2HOM EA st J10] T2t 22 LT,
D22 HE| IHAE AL HE| HAE A2 BUWe Ii2lS O ZEZ HEStALL CS5hs EIO|E

2 QgL

Ot EE2RE| Qo BT Ue|

IGMP Report Messages 41342 W, 21740| s{{E E|0| =0 Z2HstA
= L|C}.

2
=
HAE 242 BUE S ST EER Hasts Z22 §20| 52

St
o™ S=H

109



Chapter 6. IGMP AL

IGMP Leave MessageS
Query Message2 ELj1
=S AAEIL

TS o, I40| tiS E0[20 A= ZEO]| 3 5t
o
=)

= CH5 oo
= o [ |
GOl QOB ST E| HAE FAR IS Y REZ U= B2 Y

IGMP Leave MessageS EL{Z| ¢t HE| HHAE O F 20| SAETY} Q= A2E 1st0 FH2|7|0[A9
IGMP Query MessageE &8t ©joiCt 2F LEO|AM IGMP Report MessageZt S0t2t=2| O{£& &tolst
LIC}. IGMP Report MessageS §|A|6f2| ote T EO| Bojl= HE| IHAE O2 210 SAEJ} ZAY5HA| &

= A2 2 7h25t0] HE| IHAE IS i REZ MEste 222 <=3 AA-LICE
HE| FHAE 2E0] CHSt IGMP Report MessageE {2 ZEO|A ~4I5t= 29 T2 M2 2 HAY 04|
A0t 2|72 HEELICH 0|42 B2 Z2 IGMP Report MessageS # 27|10 H&5t= A4S ootE

L|C},
HE| ZHAE O F0|| CHSH IGMP Leave MessageS $£4AI5tE B2 i 18 S0 27t5ts SAET;
ZEO| Bof| Z225ts A2 T2 U2 IGMP Leave MessageS #2|7|0f| &5H2| 45U 1Y
20|t SAE Jb L g8 I T2 a4e IGI\/IP Leave MessageE #H2|7|2 d&SSLICt O|ZHA &
H 2L 25 IGMP Leave MessageS #2|7|0| M&sts A2 YOS LICE
£S5 R 2]710] HE| HAE 2tREI7F 2A5HA| e UEAIME IGMP AFY 7|50| 45T +~ UAESF
pseudo H2|7| 7| s= +&stA BLICt

0|49 LHES IGMP A% 7|58 IHHO2 165t IGMP A%T 20| E2{2| 2 2t0|22{2|E AtE35t
= 88 Z23-0)| L0 7+ %”—I Ct,

IGMP AT ajo|22{z2|

- IGMP Query Message € 2™ ER5t1 S 022 JEE 27[s8tst1 IGMP Report
MessageS 7|CtE

- IGMP Report MessageE +4I5tH sl E|0|2& d4lst] BRstHH S22 &= 552 ¢
Al ESH S 22 He|7| HAIRZ dE

- IGMP Leave MessageS 2t ™ 2010j| CHSH IGMP Query MessageS £ & 0 glo™
Z29 5120| ARY|Z2 AT} E5t LR AL 22|7| HA|R] & M=

S 1

x0]

ot A= S E0]S0] POO|ELUS T O AL S S 20| L2|7| 2/l O[HE
2

U HT

+ pseudo #H2|7| 7|s
- 7|22 IGMP Query MessageZ 2219, IGMP Report MessageZ 7|CH2
- IGMP Report Messages HoH E2L F=2 S2
- IGMP Leave MessageE o™ S22 =2 A4
22 oz
- IGMP A 2to|E2{2|9| S5 W2 218 &Y
- IGMP I§Z! 0|2|9| T2 2 Z2HTHZ &t&5-MS

IGMP AT 2f0|52{2) U S8 T2 o] A4 AT, Ryy A4 E2(0f YL

ryu/lib/igmplib.py
ryu/app/simple_switch_igmp.py
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M: simple_switch_igmp.py= OpenFlow 1.0 & 22 T 2724 0|7 20 0| ZUMERyu 28 =234 Al
WOIM 20 Z9E OpenFlow 1.30] Ci25t= simple_switch_igmp_13.py 7|8IC 2 28 T2 10| Z}M|st LHE
Ao

rulo 02 N

6.3.1 IGMP AL alo|Ea{2| 73

o ME 19| 7|50] IGMP AT 2t0[=22{2|0f| A oA 3

L
SIS LICH X2 D2 AN AAS HZFAIL.

rir olo
ru'I ru>J
ol

EE

rr

X

muju

ke

=

H

X

>

r

inl

o

o

gl

g

|> 0

i
=3

AT 22 A9} pseudo FH2|7| S2fA

2to|E2{2|9| 27|53t wf AT 2229 pseudo #H2l7| SHAE ALEHASE LT

def __init__(self):
"""initialization."""

super (IgmpLib, self).__init__()

self.name = 'igmplib'

self._querier = IgmpQuerier ()

self._snooper = IgmpSnooper(self.send_event_to_observers)

Pseudo #H2|7| (A0 Cist H2[7| JYE ote A9(R(2 BY2t BE| HAE MM HEE= ZE A
g2 2f01=2q 2|9 HMEO|AM ALSE LI

def set_querier_mode(self, dpid, server_port):
"""set a datapath id and server port number to the instance

of IgmpQuerier.

dpid the datapath id that will operate as a querier.

server_port the port number linked to the multicasting server.

nnn

self._querier.set_querier_mode (dpid, server_port)

_I.

Pseudo #2|7| QIAEIA AQA|9t BE WS I} AHE T2 A
Pseudo 2|7| %{2|Z Al2rgiLic

€ AQI3|7t 3§ ZRIUM HIYE of

@set_ev_cls(ofp_event.EventOFPStateChange,
[MAIN_DISPATCHER, DEAD_DISPATCHER])
def state_change_handler(self, evt):
"""StateChange event handler."""
datapath = evt.datapath
assert datapath is not None
if datapath.id == self._querier.dpid:
if evt.state == MAIN_DISPATCHER:
self._querier.start_loop(datapath)
elif evt.state == DEAD_DISPATCHER:
self._querier.stop_loop ()
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Packet-In Z{2|

F2 3 0{2| A0 28 otL| 2t IGMP T2l 2 2= IGMP A%
aleh AQ{2[7t pseudo H2[7| AAHAC| HYTE 22|21 R0 = pseudo #H2|7| AAHA

EE

lO

def

Ea

def

Pseudo #2|7| QIAHAO| Packet-In 2|2 4IE IGMP THZIC| {0 et 22| LT,

def

| &

@set_

FR0llE AT ALEA0| 242 H2|E B7| 1 ASLIC.

ev_cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)
packet_in_handler(self, evt):

"""PacketIn event handler. when the received packet was IGMP,
proceed it. otherwise, send a event."""
msg = evt.msg

dpid = msg.datapath.id

req_pkt = packet.Packet(msg.data)
req_igmp = req_pkt.get_protocol(igmp.igmp)
if req_igmp:
if self._querier.dpid == dpid:
self._querier.packet_in_handler(req_igmp, msg)
else:
self._snooper.packet_in_handler (req_pkt, req_igmp, msg)
else:

self.send_event_to_observers (EventPacketIn(msg))

g AL AL| Packet-In 2{2|0fM= =4l & IGMP T{ZI| 70| W2t 22| L Tt

packet_in_handler(self, req_pkt, req_igmp, msg):

#

if igmp.IGMP_TYPE_QUERY == req_igmp.msgtype:
self.logger.info(log + "[QUERY]")
(req_ipv4, ) = req_pkt.get_protocols(ipvé4.ipv4)
(req_eth, ) = req_pkt.get_protocols(ethernet.ethernet)
self._do_query(req_igmp, req_ipv4, req_eth, in_port, msg)

elif (igmp.IGMP_TYPE_REPORT_V1 == req_igmp.msgtype or

igmp.IGMP_TYPE_REPORT_V2 == req_igmp.msgtype):

self.logger.info(log + "[REPORT]")
self._do_report(req_igmp, in_port, msg)

elif igmp.IGMP_TYPE_LEAVE == req_igmp.msgtype:
self.logger.info(log + "[LEAVE]")
self._do_leave(req_igmp, in_port, msg)

packet_in_handler (self, req_igmp, msg):
#
if (igmp.IGMP_TYPE_REPORT_V1 == req_igmp.msgtype or
igmp.IGMP_TYPE_REPORT_V2 == req_igmp.msgtype):
self._do_report(req_igmp, in_port, msg)
elif igmp.IGMP_TYPE_LEAVE == req_igmp.msgtype:
self._do_leave(req_igmp, in_port, msg)

o OIAEIAO|A| IGMP Query Message 2{2|

LAEAE AQRYTH 2| V|2t HEEH ZE
LICE fEBH 2t A9|2|0f Cisi™ed?l HE| FHAE D5 oY ZE| HAE 5 of 3
of W

U ZE HS [OAIR] 4 R E RASH= FH0| ASLICH

FH2719] 1P =4 2|7]2] MAC —.—_I_J§ A

20| B2 2|0 A 2|&tL|C}. IGMP I4Z!
2,129




6.3. Ryu?| IGMP ALT 7|5 13

L5718 AAEAE IGMP Query Message =4 A| BIIA|R| S ELITHE #2|7|2] YEE RAIGLICH

EH 2F AR HA|R| Al GRS 27|31EH2 IGMP Query Message Z2{d £ HE| I|AE 12 20
SAEO|M IGMP Report Message £=4! EtQ! OF2 2{2|& A A|gHL|Ct,

def _do_query(self, query, iph, eth, in_port, msg):
#

# learn the querier.
self._to_querier[dpid] = {
'port': in_port,

'ip': iph.src,

'mac': eth.src
}
#
if '0.0.0.0' == query.address:
# general query. reset all reply status.
for group in self._to_hosts[dpid].values():
group['replied'] = False
group['leave']l = None
#

actions = [parser.0FPActionOutput (ofproto.0FPP_FLOOD)]
self._do_packet_out(

datapath, msg.data, in_port, actions)

# wait for REPORT messages.
hub.spawn(self._do_timeout_for_query, timeout, datapath)

AT QAAEIAOA IGMP Report Message 22|

ALT OIABAL HE| IAE 2 210] SAEO|AM IGMP Report MessageS 4=AIGHES T 51T HE| 7H
AE ZAE A 4 QlodH ST HE| JHAE OF 27t O|HIES M&stL Y B2 JAZ2 YH|O|EFLICY
S ST HE| IIAE 12 IGMP Report MessageE ZEO| 22 22 AR20|= FE 22 A9 Ah|0|
Est oY HE| HAE THZIS| o2 O XEE 2IIGH E22 $52 SSot HE| HAE O HE
OIHIEE EHLCt,

ol
on

f HE| FHAE F2| IGMP Report Message= OF& H2|7| 2 M EotA| b2 ZR0| M-S C.

f

def _do_report(self, report, in_port, msg):
#
if not self._to_hosts[dpid].get(report.address):
self._send_event (
EventMulticastGroupStateChanged (
MG_GROUP_ADDED, report.address, outport, []))
self._to_hosts[dpid].setdefault (
report.address,

{'replied': False, 'leave': None, 'ports': {}})

#
if not self._to_hosts[dpid] [report.address]['ports'].get(
in_port):
self._to_hosts[dpid] [report.address]['ports'][
1

in_port] = {'out': False, 'in': Falsel}

self._set_flow_entry(
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datapath,

[parser.0FPActionOutput (ofproto.0FPP_CONTROLLER, size)],
in_port, report.address)

if not self._to_hosts[dpid] [report.address]['ports'][
in_port]['out']:
self._to_hosts[dpid] [report.address]['ports'][
in_port]['out']l = True

#
if not self._to_hosts[dpid] [report.address]['ports'][
in_port]['in']:
actions = []
ports = []
for port in self._to_hosts[dpid] [report.address]['ports']:
actions.append(parser.0FPActionOutput (port))
ports.append (port)
self._send_event (
EventMulticastGroupStateChanged (
MG_MEMBER_CHANGED, report.address, outport, ports))
self._set_flow_entry(
datapath, actions, outport, report.address)
self._to_hosts[dpid] [report.address]['ports'][
in_port]['in'] = True

# send a REPORT message to the querier if this message arrived

# first after a QUERY message was sent.

if not self._to_hosts[dpid] [report.address]['replied']:
actions = [parser.0OFPActionOutput (outport, size)]
self._do_packet_out (datapath, msg.data, in_port, actions)
self._to_hosts[dpid] [report.address]['replied'] = True

AL QIAEIAOA IGMP Report Message =41 EtQl OF 22|

IGMP Query Message 2| & & | FO| Z|LIH IGMP Report Message $=41 EFQ! O 22| Z2|E Al
2H5LICt HE| JHAE OF 2H0 § EJF ZASHCHH L8H 0l A7 207t EHUSEY| A0l IGMP Report
MessageZ 227 2|3, IGMP Report Message *{2|0|A E& Fo| AG|0|E7} 0|20{ZIL|C},

I A|Zto] Zalst S0 = 0215| EF HE| IHAE 1 Z0] CHSH IGMP Report MessageZ 4=A1512| 235t
ofld HE| HAE 50| 27t SAEV} QIO A2 2 25101 BE| HAE OF A4 O|MES 21,
22 O MR, YE EE JAO| HEI0|ES S~AFLICH

=2 T og

H re HJO

%

ef _do_timeout_for_query(self, timeout, datapath):
#
hub.sleep(timeout)
#

remove_dsts = []
for dst in self._to_hosts[dpid]:
if not self._to_hosts[dpid][dst]['replied']:

# if no REPORT message sent from any members of
# the group, remove flow entries about the group and
# send a LEAVE message if exists.
self._remove_multicast_group(datapath, outport, dst)
remove_dsts.append(dst)

114



6.3. Ryu?| IGMP ALT 7|5 13

for dst in remove_dsts:
del self._to_hosts[dpid][dst]

def _remove_multicast_group(self, datapath, outport, dst):

self._send_event(
EventMulticastGroupStateChanged (
MG_GROUP_REMOVED, dst, outport, []))
self._del_flow_entry(datapath, outport, dst)
for port in self._to_hosts[dpid][dst]['ports']:
self._del_flow_entry(datapath, port, dst)

ALT] OIAEIAO[A IGMP Leave Message 22|

S QUAHAEL HE| HAE OF 20| SAEO|M IGMP Leave MessageS 413 U, 2 BE A
=]3

32 DA 2| & A5 & &210] CHS IGMP Query MessageS 445t ZE2 &5t HE| HHAE 2
20 SAE0|M IGMP Report Message (Leave &) £=41 EfQ 0} X2|& £3HELICT.

def _do_leave(self, leave, in_port, msg):

self._to_hosts.setdefault (dpid, {})
self._to_hosts[dpid].setdefault (

leave.address,

{'replied': False, 'leave': None, 'ports': {}})
self._to_hosts[dpid] [leave.address]['leave'] = msg
self._to_hosts[dpid] [leave.address] ['ports'][in_port] = {

'out': False, 'in': Falsel}

#

# send a specific query to the host that sent this message.
actions = [parser.0FPActionOutput (ofproto.0FPP_IN_PORT)]
self._do_packet_out(datapath, res_pkt.data, in_port, actions)

# wait for REPORT messages.
hub.spawn(self._do_timeout_for_leave, timeout, datapath,

leave.address, in_port)

AL QAUAEIAONA IGMP Report Message (Leave SE) 41 EfQ] 02 2{2|

IGMP Leave Message Z{2| Z0{| A IGMP Query Message 2t & 2 A|Zt £0f| IGMP Report Message
4 EfY OFR 22| E A|ARILICH HE| HAE OF 20 SAET 2ASICHH LBt o2 2|5t A2t Btz
0]l IGMP Report Messages EU 27| IfZ20]| J£ 22 0| AG|O|EL|R| Q&L

UA A|Zt0| B2Het 0= 0 M5 EH HE| IHAE Q20| ChS IGMP Report MessageS £4I152| 25t
oY LEO| Bo|l= dliE BE| HHAE OF0 &0l5h= = AET glojRl A= 73 HE| IHAE OF
Z OHIEQ| HE S22 R YHO|E YE EE FHS FHO|EFLICH

S — o=

E 2% CHAOIA Helst 2t Y TE| HAE DZ0f 7R BAE
OE A OMIES BUD, B2 $20| A, FE BE Foio| ¢
ol
M

l= IGMP Leave MessageZt 9IS ™ 2{2|7|0f EHL|C},

Eoim e
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def _do_timeout_for_leave(self, timeout, datapath, dst, in_port):
#

hub.sleep(timeout)
#

if self._to_hosts[dpid] [dst]['ports'][in_port]['out']:
return

del self._to_hosts[dpid][dst]['ports'][in_port]
self._del_flow_entry(datapath, in_port, dst)

if len(actions):
self._send_event(
EventMulticastGroupStateChanged (
MG_MEMBER_CHANGED, dst, outport, ports))
self._set_flow_entry(
datapath, actions, outport, dst)
self._to_hosts[dpid] [dst]['leave'] = None
else:
self._remove_multicast_group(datapath, outport, dst)
del self._to_hosts[dpid] [dst]

def _remove_multicast_group(self, datapath, outport, dst):

leave = self._to_hosts[dpid] [dst]['leave']

if leave:
if ofproto.0FP_VERSION == ofproto_v1_0.0FP_VERSION:
in_port = leave.in_port
else:
in_port = leave.match['in_port']

actions = [parser.O0FPActionOutput (outport)]
self._do_packet_out (

datapath, leave.data, in_port, actions)

Pseudo 2|7| QIAEIAO|A IGMP Query Message 7| &4l 22|
Pseudo H2|7| QAIAH A= 60 20 8 # IGMP Query MessageE £2{d &
Z|LIH IGMP Report Message £=41 EFQ OFR 2|5 A|RIEtL|Ct
def _send_query(self):
#
timeout = 60
#
while True:
#
self._do_packet_out(
self._datapath, res_pkt.data, send_port, flood)

hub.sleep (igmp.QUERY_RESPONSE_INTERVAL)
#
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Pseudo | 2|7| QAEIAN|A IGMP Report Message 2{2]

>

HE| IHAE O F 2 SAE O ALT OIAE AN A IGMP Report Message
A o

JAE R0 cha2 44 BEJL J|94E|0f A QOB WS J|of5tn B2

Le— -

def _do_report(self, report, in_port, msg):
#
update = False
self._mcast.setdefault(report.address, {})

if not in_port in self._mcast[report.address]:

update = True
self._mcast[report.address] [in_port] = True
if update:

actions = []

for port in self._mcast[report.address]:
actions.append(parser.0FPActionOutput (port))
self._set_flow_entry(
datapath, actions, self.server_port, report.address)
self._set_flow_entry(
datapath,
[parser.0FPActionOutput (ofproto.0FPP_CONTROLLER, size)],
in_port, report.address)

Pseudo #2]7| AAEIANAM IGMP Report Message =4l E}Q! O {2|

IGMP Query Message 7|4 B = A A|ZH 20| IGMP Report Message =41 E}Ql OF0]| TSt 22|
£ AZELCE IGMP Report MessageZt A& & 2| &2 LEO| CHsi{AM Pseudo #H2|7| AAEHAE 7|5

Hwo| UEI0|E Y B $2S YUOISBLICH XS Tt EEJ g F2, B2 828 AXFLICH

def _send_query(self):

#

while True:
#
hub.sleep(igmp.QUERY_RESPONSE_INTERVAL)
#

del_groups = []
for group, status in self._mcast.items():
del_ports = []
actions = []
for port in status.keys():
if not status[port]:
del_ports.append (port)
else:
actions.append(parser.0FPActionOutput (port))
if len(actions) and len(del_ports):
self._set_flow_entry(
self._datapath, actions, self.server_port, group)
if not len(actions):
self._del_flow_entry(
self._datapath, self.server_port, group)
del_groups.append (group)
if len(del_ports):
for port in del_ports:
self._del_flow_entry(self._datapath, port, group)
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for port in del_ports:
del status[port]
for group in del_groups:

del self._mcast[group]

Pseudo 3 2|7| QAEIA|A] IGMP Leave Message 2{2|

Pseudo #H2|7| QIAEHAL HE| IHAE 1O E 210] SAEO|A IGMP Leave MessageZ £AIGIS of, 7|
ot YEO| AGI0|1E L Z2R o= YUH|0|ES £A;ELICH S U ZET Q= 3R, S2F 52 A

LT

def _do_leave(self, leave, in_port, msg):
"""the process when the querier received a LEAVE message."""
datapath = msg.datapath

parser = datapath.ofproto_parser

self._mcast.setdefault(leave.address, {})
if in_port in self._mcast[leave.address]:
self._del_flow_entry(
datapath, in_port, leave.address)
del self._mcast[leave.address][in_port]
actions = []
for port in self._mcast[leave.address]:
actions.append(parser.0FPActionOutput (port))
if len(actions):
self._set_flow_entry(
datapath, actions, self.server_port, leave.address)
else:
self._del_flow_entry(

datapath, self.server_port, leave.address)

6.3.2 28 m2 )24 15
TRyu 22 T2 024 Ash 0o L2t = OpenFlow 1.3 A ¥ IGMP AT 22 T2 20 (sim-

ple_switch_igmp_13.py)2f A 22 55 A2 5{E2| 2{0|E z}f|= ML}

r_CONTEXTS, &4

ryu.base.app_manager.RyuApp= A& St Ryu 28 T2 122 CONTEXTS dictionary0l| CH2 Ryu 2
g o=28s 4Y5H0 2 S8 T2 S 0| A 0N A™lAIZ = JASLLTH H7|0|M= IGMP
ATl 2to|E212|2] Igmplib 22iAETigmplib,2h= 0|222 CONTEXTS,2 A& gLt

from ryu.lib import igmplib

class SimpleSwitchIgmp13(app_manager.RyuApp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]
_CONTEXTS = {'igmplib': igmplib.IgmpLib}

r_CONTEXTS, O st 22 202 init_ () HIME kwargsOllA QAAEAE AS 4 QI&L|CH
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#
def __init__(self, *args, **kwargs):
super (SimpleSwitchIgmp13, self).__init__(*args, *xkwargs)

self.mac_to_port = {}
self._snoop = kwargs['igmplib'l]

atojeajale] 7|2

F_CONTEXTS.2 43 st IGMP 2lo|E2{2|e] 27| RS £ BILICt TRy 28 T2 )24 A5 0
M EOZE=Z 27|92 S2% ps eud0040|t°“~|'1f 230| A= 32 IGMP AT 2to|Ee{2|7t AlS5He
set_querier_mode() HIMES HHILICE Of7|0f T2 2tS ALt

Of 7 A 4 o 29

dpid str_to_dpid('0000000000000001") | #H2|7| d&2 st= H|O|EeIA ID

server_port | 2 HE[FHAE MBI HEL(0] U= He7[e ZE

0| 432 H|ol&f ZZ ID "0000000000000001,2| OpenFlow £2[2|7t }2|7| A& S 5t HE| HAE
IjZlo| Yoz ZE 28 22 S22 5= S5t AL

= ET T o2
# .
self._snoop = kwargs['igmplib'l]
self._snoop.set_querier_mode (
dpid=str_to_dpid ('0000000000000001"'), server_port=2)

AEAL 2| O|MIES 415t

rir

I

rg3 0{2[70]4d kot 2t IGMP A% 210|E2{2|= IGMP IHZAI0| ZL&He| A %42 Packet-In B A|Z|
= EventPacketIn 2H= ALRA} HO| O[HIER HULICH AFRA} 20| O|HIE0] OHIE 227|S RyuolM A
3ot= O|HIE 22|7|2% & ryu.controller.handler.set_ev_cls G| 22{|0|E{ 2 ZHAITHL|CY

@set_ev_cls(igmplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser
in_port = msg.match['in_port']
#

Tt IGMP A58 2t0lE 2= HE HLAE OF9 27t/ HE /A4AE O
EventMulticastGroupStateChanged O|HIE S &£ AI5HY| 20|, O|Z0| siY O|HIE X2|7|E 2t=0

Chalat

@set_ev_cls(igmplib.EventMulticastGroupStateChanged,
MAIN_DISPATCHER)
def _status_changed(self, ev):
msg = {
igmplib.MG_GROUP_ADDED: 'Multicast Group Added',
igmplib.MG_MEMBER_CHANGED: 'Multicast Group Member Changed',
igmplib.MG_GROUP_REMOVED: 'Multicast Group Removed',
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}
self.logger.info("%s: [%s] querier:[%s] hosts:%s",
msg.get(ev.reason), ev.address, ev.src,

ev.dsts)
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OpenFlow T2 E=

0| 20| M= OpenFlow Z2EZ0|| A2|=l 0§x|(match), @& (instruction) 2! M (action)Of| CHalf M HE
L|Ct.

OH2|Off AR &> Q= ZU0= 0121 7HR|7t 2L2DY, OpenFlowo| H{#0] S2t2 f Ottt 1 SF7& 3715
1 A& OpenFlow 1.001M= 12 &7 22, OpenFlow 1.3 &= 40 71|12 2240] Ho|=[0f A&

JHE 2Ol AHMBH LIRS OpenFlow AT 52 2Z5HA|2 ELICH 67|04 OpenFlow 1.3 Match ZE
2 2CHsp ATEL CH

Match ZE 0|2 | MY
in_port LAl ZEQ|IE HE
in_phy_port LA DEO| 22|H XE HS
metadata BO|E7Zt0l| EE dYSt= O AHE &= Tl|Et T|0|&
eth_dst Ethernet CHA MAC &4
eth_src Ethernet €& MAC =4
eth_type Ethernet Za{|Q E}Q!
vlan_vid VLAN ID
vlan_pcp VLAN PCP
ip_dscp IP DSCP
ip_ecn IP ECN
ip_proto PEEEZR Z2
ipv4_src IPv4Q| AA |P A
ipv4_dst IPv4o| CHAN IP A
tcp_src TCPd HE2 ZE HE
tcp_dst TCP 22Xz ZE HSE
udp_src UDP AA XE S
udp_dst UDP CHA LE HS
sctp_src SCTPO| HE ZE HS
sctp_dst SCTP 24| ZE HS

28t Aol
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Table 7.1 - O] T|O|R|0{|M Al
Match ZE 0|2 | AW
icmpv4_type ICMP2]| Type
icmpv4_code ICMP2| Code

arp_op ARPQ| 2= FE
arp_spa ARPO| AA |P ZA
arp_tpa ARPQ| T4t IP FA
arp_sha ARPO| AA MAC 24
arp_tha ARPQ| CHA MAC FA
ipv6_src IPv6o| AA P FA
ipv6_dst IPv62| CHef IP 4
ipv6_flabel IPv6e| E22 20|15

icmpv6_type ICMPv62| Type
icmpv6_code ICMPv62| Code
ipv6_nd_target | IPv6 H|O|H] C|AFHH 2|Q| CHA A

ipv6_nd_sll IPv6 HIO|H ClAAHH2| 2 T3 AS =4
ipv6_nd_tll IPv6 U0 ClAAHH2| B 23 AHZ A
mpls_label MPLS &{|0|=

mpls_tc MPLS E2fZ 22~ (TC)

mpls_bos MPLS2| BoS HIE

pbb_isid 802.1ah PBB<] I-SID

tunnel_id =2| ZEO|| CHet oi|Et T O &

ipv6_exthdr IPv6 & ollH2o| oAt ZE

MAC FAL} P A &9

UL WEL E3 01AIS YT 4 AU

—

7.2 Had

o o

Y& (instruction)2 OH2[0f| 3T stE A S +AUMS W] S2S Yosts A==, gt 22 RY0| +#
o

=0 AS LI

EE EE

Goto Table (Z%) OpenFlow 1.1 O] A0l A= O8] 74e| 222 E|0|E8 & LICl. Goto Table
off olal Yz|E mZIe| X2|E Y E E22 HIOIE0AM AHe|st=s & 4
SLUCLH o2 &0, "EE 10|A 22 T{Z! 0] VLAN-ID 2002 7}510 & 0|
= 20| 2,02t 222 =S 44 &+ ASHC

A4 E E|0|= ID= ¥l E|0]= IDECHZ 2t0] OfL| T QHgL|Ct,

—_ g

Write Metadata (£49) | OI¥2| HI0|20IM = &+ U= Bi|E} HIOIE{E ZY§IL T
Write Actions (B24) | & Ad MEO]| 2| ¥E AES 7 LT SLT 7o A440] 00| 2
22 thA|ELCt

g Z20l M2 o4k
O,

Apply Actions (&) UM M E = HAHTER]

LS
Clear Actions (&) 32| WM MEOIM RE
Meter (54) A 4E OE{of THZIE A

1Todg
Ryue 2t BZ00] slidsts Chg 227t eIl ASLICH

e OFPInstructionGotoTable

122



-
w
2
rx

* (OFPInstructionWriteMetadata
* 0OFPInstructionActions
* OFPInstructionMeter
Write/Apply/Clear Actionse= OPFInstructionActionsOi] A2|5t1 Q10, QAUAEA MM A|Of| MEHSHL|CY

FM: Write Actions2| | &2 ABO|A E4Z £|0] QUZ|TH O] Q| Open vSwitchO| A= o= A LU, T
Al Apply Actions= AFE3H0F 31A-ESLICEH Open vSwitch 2.1.00A Write Actions A|0| Z71=| A& LTt

7.3 MM

OFPActionOutput 224 = Packet-Out HIA| 2|2} Flow Mod HIA|R|E A+ESHY THZ] M& S X|Hot= A
ULICE ddatel Q4 Clatnt AES 20| ELH2{® Z[CH T|OJE 27| (max_len)2 A ELIC CHAO|= A&

—_—=

2o 22|A ZE ¥ 90 & V1A| YolE S A + UAGHL

U Al

OFPP_IN_PORT FSA ZEZ HEELUCT

OFPP_TABLE AHH S22 H|0|S0| H2E LTt

OFPP_NORMAL A24z[9 L2/L3 7|52 ME&EHULT

OFPP_FLOOD SAMEE E= 55 ZEZ Xt siY VLANS| 2E& 22|14 ZEO
Flooding

OFPP_ALL FA ZES AQIF ZE 2|3 ZEO| WSELC

OFPP_CONTROLLER | #AEE2{0f| Packet-In OA|X| 2 EHL|C}

OFPP_LOCAL A2Qz[el 224 ZEE XYL Ct

OFPP_ANY Flow Mod (delete) M|A|Z| & Flow Stats Requests HA|Z| Of|A ZE S MEH
St UE FIEZ AtEoteE A2, A HE0|A AR E|R| tE& LT

max_len 02 Z| &5t Packet-In HA|Z| THZIQ| 0]|2I H|O|E{E A 5tA| 9&LICt. OFPCML_NO_BUFFER =
2| 85tH OpenFlow AQ|%| Of| A THZIS H{IH Q10| Packet-In HIA|A| THZ! M7} L EIL|CH
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CHAPTER 8

ofproto 2}0|E2{z|

0| 2H0|A= Ryu2| ofproto 2t0|E2{2|0f| CHal A~7HEHL|Ct.

8.1 /i

ofproto 2t0|=2{2|&= OpenFlow Z2E= Of|A|2|Q] 2td-EM S 57| I8t 2t0|E2{2| YL T}

8.2 25 114

2t OpenFlow HH (B XY)0|| CHsl 44 25 (ofproto_vX_Y)21t OtM 2& (ofproto_vX_Y_parser) 7t
Zote|0] AUFUCE 2 OpenFlow B2 A2 7|22 2 =850 UFUC THE2 OpenFlow 1.3 &
SO0l s erLCE.

OpenFlowH{d | &4 25 oM 2=

1.3.x ryu.ofproto.ofproto_v1_3 | ryu.ofproto.ofproto_v1_3_parser

821 ¥+ 2E

HeBER2 I2ES 445 o UL o2 SH O 2EU o
A HY
OFP_VERSION D2EZ HH HS
OFPP_xxxx ZEHS
OFPCML_NO_BUFFER | HHIHQIO| 4| IjZI S A&
OFP_NO_BUFFER ARE HI #HE

8.2.2 OiM B2 &

OtM 252 2} OpenFlow HIA[Z[Of S o S2A7F HOl=|Of ASLILE. O E S HEt ZgLt 0l 2
iAot QIAHAS GO 2 DA|R| S22, BIAIA| 2iA|2t2 gLt
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2L 23
OFPHello OFPT_HELLO Bi|A|Z|
OFPPacketOut | OFPT_PACKET_OUT BilA|%|
OFPFlowMod | OFPT_FLOW_MOD BjjA|%|
SEot M 252 OpenFlow HA|Z|2] TO|2E J0f| ALE &= 720 tHSsts A% H2|=0f UsH
Ct. O € ST Ci32 ZEUCE 0] 2248t O AAAS o= 2 Feh A, 24| ZHA| 2t LT

A

f
=2

TR
OFPMatch ofp_match
OFPInstructionGotoTable | ofp_instruction_goto_table
OFPActionOutput ofp_action_output

8.3 7|Z24¢l AEH

8.3.1 ProtocolDesc Z2lj&

A&3t= OpenFlow Z2E=3 2| Y5t7| /e LAY LT BAIR] 2222 __init__2| datapath 214
O SehA (= OHY 22~ ¢l Datapath 22i2)2| HHIE A FELICH

=
—

from ryu.ofproto import ofproto_protocol

from ryu.ofproto import ofproto_vi_3

dp = ofproto_protocol.ProtocolDesc(version=ofproto_vi_3.0FP_VERSION)

8.3.2 Y EQa &

Ryu ofproto 2t0|E2{2|2| API= 7|24 22 EAtE BHC| UEXHT AT AIEE L LY OE ST O3t
2}
(= .

ZA: 712{L} OpenFlow 1.00] ZHALS CH2 E30| AFREIT YUICH (20141 28 313

FA ZF | python 2AIE OfA]
MAC =4 | "00:03:47:8c:al:b3’
IPv4 =4~ | °192.0.2.1"

IPv6 =24~ | "2001:db8::2"

8.3.3 HIA|Z] 7HA|o| ‘4

2

2L BA|R] 2L, 24| 22A0| AARHAS HA

A
ro
ro
.
tu
0z
0x
oot
£
a

| W= 0|22 SYUSHLICt 12{L} pythonQ| Of|2F

Ql40| 0|28 7|22 22 OpenFlow ZZ2EZ0f|A| X5l
= |M="type_,0| O|0f| o &l LIt

B2 0| Fof™_E @& LIt TS ollAof

from ryu.ofproto import ofproto_protocol

from ryu.ofproto import ofproto_vi_3

dp = ofproto_protocol.ProtocolDesc(version=ofproto_vi_3.0FP_VERSION)
ofp = dp.ofproto
ofpp = dp.ofproto_parser
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actions = [parser.0FPActionOutput (port=ofp.0FPP_CONTROLLER,
max_len=ofp.0FPCML_NO_BUFFER)]
inst = [parser.0OFPInstructionActions(type_=ofp.O0FPIT_APPLY_ACTIONS,
actions=actions)]
fm = ofpp.0FPFlowMod(datapath=dp,
priority=0,
match=ofpp.0FPMatch (in_port=1,
eth_src='00:50:56:c0:00:08"'),

instructions=inst)

FM. 44 B5 0M 252 214 importott] AtEsHE 2|8t AFESH= OpenFlow H{AS HAS Uff 2|ASHO| £
o= BULEZE, 7ts5¢t ProtocolDesc 7HA|2| ofproto, ofproto_parser E4S AFR5te= AS HASL|CH

8.3.4 HA|X| Fhxe] £4

AR ZHH|S] LHES QIS 4~ JAEL T
O|€ S0 OFPPacketln 74| pid2| match Z =7} pin.matchZ HMAS 4 QUSLICE
OFPMatch 7HA|2] 2 TLV Ct3t 20| O| S 2= WMAT 4~ Q&L T

print pin.match['in_port']

8.3.5 JSON

B Al 2] ZHA|Z json.dumps 2 &t dictionaryE #H&t5t= 7|51t json.loads 228t dictionaryOl| A Bf|A| Z| 74
A E S¥sts 71s0| UAFLICE.

=2 =

F4: J2{L} OpenFlow 1.0 #3liiM= 30| S |HAELICE (2014 22 HAY)

import json

print json.dumps(msg.to_jsondict())

8.3.6 H|A|Z|2] SHM (Parse)

GIAIZ|S] BIOIE SO A S BIIAIR] A E H-ETILICH ALR[0A &2 BAIX] LSS T2 Y37t A5
O= 0] A2|S Aat7| fI5h, Ryu S& Z2 MM AT Be= GsL T

THHe 2= LS g UL

1. ryu.ofproto.ofproto_parser.header &4+ & A5t HHHd S8 d 222 288 2 1. 208
ryu.ofproto.ofproto_parser.msg &=0f A3t LI 2| £28 4

8.3.7 H|A|R|2] M4 (Serialization)

HIAIZ] ZHA|O A SHE Bl A[Z[2] BIO|ES HGRILICE 220 L= HAIA| WES ZafY HITt A2
0l

A
2 0] 2{2|E daot7| flsh, Ryu S& Z2OHMO0| QIR 2= QU .

TAHHe2= LS ZE LG
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2. HAIR] 71| buf E4E SHE

. 170 =] [ o
len'2 UL WEL PAZOR S

N
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CHAPTER 9

ojZl 2jo|Eeg|

OpenFlow?| Packet-In2} Packet-Out HIA|X|= HA|(raw) THZ! LI S LIEtLH = HIO|E 221E0| S0{7}
= ZEJ} ASLCE RyudM= 0[2{St (Al THZI S S8 T2 OH0|M CHR Y| 2l =5 2to|82{2[7} Ity

Of ASLIL}. O YoM 0] 2t0]E2{2|E AIHFHLICE

9.1 7|ZH¢Ql AtEY

9.1.1 T2 EE 3| Eefj2

Ryu Izl 2t0|Eei2|= Lot Z2EZ of|H0f tiSsts 2

=2 g

bgp
bpdu

« dhcp

+ ethernet

« icmp

+ icmpv6
igmp
ipv4
ipve
llc

« lldp

« mpls

+ ospf
pbb

Bl A7t LEE|0f QUL LICH,

2 FZ2AEBEDL YA Z2ES SEYUCL 4 E2E
=
=

-

=0i| LhSst= 224 S AbMiet Arg2 AP 2T
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Chapter 9. I3 2}o|EHz{z|

.« sctp
+ slow
+ tcp
« udp
- vlan
.« Vvrrp

24 EZEZ§H 2229 _init__ ¢4 0|82 7
SLt Z2EZ 3H S22 ALAEHA £/49

0% rir

=
L—
LICt.

oy no

from ryu.lib.ofproto import inet

from ryu.lib.packet import ipv4

pkt_ipv4 = ipvé4.ipv4(dst='192.0.2.1",
src='192.0.2.2",
proto=inet.IPPROTO_UDP)

print pkt_ipv4.dst
print pkt_ipvé4.src
print pkt_ipvé4.proto

9.1.2 YEQ3A =4

Ryu IHZ! 2t0[E2{2|9| APl= 7|24 22 A BHO| HERZ A7t AFEE LI oS S8 taxt

— 11—

Elale?

Z4 ZF | python 221 07
MAC =4~ | "00:03:47:8c:al:b3"
IPv4d =4 | "192.0.2.1"

IPv6 =4 | 2001:db8::2"

9.1.3 TI{3l &M (Parse)

(W

I{219] HO|E B0 M 31 python IS &S

THH2e 2= LS g UL

o

L

b

1. ryu.lib.packet.packet.Packet 2220 HH|E d4d (data Q14 E445H= HIO|EE X|Y)
2. 1. 744|2| get_protocol HME S& A8t 2t T2 E S of|H0f| siiYot= 7HAIE 7t S

pkt = packet.Packet(data=bin_packet)
pkt_ethernet = pkt.get_protocol(ethernet.ethernet)
if not pkt_ethernet:

# non ethernet

return

print pkt_ethernet.dst

HOZ2 RFC S0M ALEE 0|82 SYUSHA &[0 AU
¥ 72 & OpE2FZ| L CH O2{L} type S Python
built-in2t &Sot= 0|82 ZE0| aligst= __init__ Q14 0|52 type_*{& OFA|2}0| 7t 2&LICH

init__ Q= 7| 2210| 2YE[0], W & USLCEL BfZ OllAH0 M= version=4 SO| Y&f[0f R

-
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print pkt_ethernet.src
print pkt_ethernet.ethertype

9.1.4 Tj7le| M4/d (Serialization)

python ZHX0f[A SiE THZA!2| BIO|ES YHELICE
TAHHLC 2= Chgat 25U
. ryu.lib.packet.packet.Packet 22HA Q| ZHAH| S AN
2. 2P T2 EZ 3|E0]| sHESH= A4S A (ethernet, ipv4, ..)
3. (a) 7HA|el add_protocol HAMEE AHEStY 2. 5l E 2|2 27}
4. (a) 7HA serialize HIME

=
=

A4 Ho|2E Z0| 52 Y& ’é‘EE FAIHL 2 22 A YotA| %Ot serializeAl AtE 22 A4t L

Ct. ZtMISt LIE2 2 Sl L 2| Z

2 £0}0f HIO|E sequenceE g

~ N2

pkt = packet.Packet ()
pkt.add_protocol (ethernet.ethernet (ethertype=...,

dst=...,
src=...))
pkt.add_protocol (ipv4.ipv4(dst=...,
src=...,
proto=...))
pkt.add_protocol (icmp.icmp(type_=...,
code=...,
csum=...,
data=...))
pkt.serialize()
bin_packet = pkt.data
HIXSH CHA| APIQI Scapy S8 AHE 7HSSIE 2 2{QH0l| T2t AFESH FHAI2.

e ethernet.ethernet (...)

i ipv4.ipv4a(...)

u = udp.udp(...)

pkt = e/i/u

9.2 S8 m=7&H oAl

fof oA E AHESIH 2HE pingll| SESHE S8 23S EHFLICH

ARP REQUEST2} ICMP ECHO REQUESTE Packet-InOl|Af 20t E &2 Packet-Oute=2 EHLCt P =
& S22 _init_ HMEO| StE ZEE|O JAF LT

Copyright (C) 2013 Nippon Telegraph and Telephone Corporation.

Copyright (C) 2013 YAMAMOTO Takashi <yamamoto at valinux co jp>

you may not use this file except in compliance with the License.

#
#
#
# Licensed under the Apache License, Version 2.0 (the "License");
#
# You may obtain a copy of the License at

#
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htt

p://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or

implied.

See the License for the specific language governing permissions and

#
#
#
# distributed under the License is distributed on an "AS IS" BASIS,
#
#
#
#

limitations under the License.

# a simple ICMP Echo Responder

from ryu.base import app_manager

from
from

from

from

from
from
from
from

from

ryu.
ryu.

ryu.

ryu.

ryu.
ryu.
ryu.
ryu.

ryu.

controller import ofp_event
controller.handler import CONFIG_DISPATCHER, MAIN_DISPATCHER

controller.handler import set_ev_cls

ofproto import ofproto_vi1_3

lib.packet import packet
lib.packet import ethernet
lib.packet import arp
lib.packet import ipvé4
lib.packet import icmp

class IcmpResponder (app_manager.RyuApp) :

OFP_

def

Q@set
def

Q@set
def

VERSIONS = [ofproto_v1_3.0FP_VERSION]

__init__(self, xargs, x*xkwargs):

super (IcmpResponder, self).__init__(*args, **kwargs)
self.hw_addr = 'Oa:ed4:1c:d1:3e:44'
self.ip_addr = '192.0.2.9"'

_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
_switch_features_handler(self, ev):
msg = ev.msg
datapath = msg.datapath
ofproto = datapath.ofproto
parser = datapath.ofproto_parser
actions = [parser.0FPActionOutput (port=ofproto.0FPP_CONTROLLER,
max_len=ofproto.0FPCML_NO_BUFFER)]
inst = [parser.OFPInstructionActions(type_=ofproto.O0FPIT_APPLY_ACTIONS,
actions=actions)]
mod = parser.0FPFlowMod(datapath=datapath,
priority=0,
match=parser.0FPMatch (),
instructions=inst)

datapath.send_msg(mod)

_ev_cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)
_packet_in_handler(self, ev):

msg = ev.msg

datapath = msg.datapath

port = msg.match['in_port']

pkt = packet.Packet(data=msg.data)
self.logger.info("packet-in %s" % (pkt,))
pkt_ethernet = pkt.get_protocol(ethernet.ethernet)
if not pkt_ethernet:
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return
pkt_arp = pkt.get_protocol (arp.arp)
if pkt_arp:
self._handle_arp(datapath, port, pkt_ethernet, pkt_arp)
return
pkt_ipv4 = pkt.get_protocol (ipv4.ipvéd)
pkt_icmp = pkt.get_protocol(icmp.icmp)
if pkt_icmp:
self._handle_icmp(datapath, port, pkt_ethernet, pkt_ipv4, pkt_icmp)

return

def _handle_arp(self, datapath, port, pkt_ethernet, pkt_arp):
if pkt_arp.opcode != arp.ARP_REQUEST:
return
pkt = packet.Packet ()
pkt.add_protocol (ethernet.ethernet (ethertype=pkt_ethernet.ethertype,
dst=pkt_ethernet.src,
src=self.hw_addr))
pkt.add_protocol (arp.arp(opcode=arp.ARP_REPLY,
src_mac=self.hw_addr,
src_ip=self.ip_addr,
dst_mac=pkt_arp.src_mac,
dst_ip=pkt_arp.src_ip))
self._send_packet (datapath, port, pkt)

def _handle_icmp(self, datapath, port, pkt_ethernet, pkt_ipv4, pkt_icmp):
if pkt_icmp.type != icmp.ICMP_ECHO_REQUEST:
return
pkt = packet.Packet ()
pkt.add_protocol (ethernet.ethernet (ethertype=pkt_ethernet.ethertype,
dst=pkt_ethernet.src,
src=self.hw_addr))
pkt.add_protocol (ipv4.ipv4 (dst=pkt_ipv4.src,
src=self.ip_addr,
proto=pkt_ipv4.proto))
pkt.add_protocol (icmp.icmp(type_=icmp.ICMP_ECHO_REPLY,
code=icmp.ICMP_ECHO_REPLY_CODE,
csum=0,
data=pkt_icmp.data))
self._send_packet (datapath, port, pkt)

def _send_packet(self, datapath, port, pkt):

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

pkt.serialize ()

self.logger.info ("packet-out %s" % (pkt,))

data = pkt.data

actions = [parser.O0FPActionOutput (port=port)]

out = parser.0FPPacketOut(datapath=datapath,
buffer_id=ofproto.0FP_NO_BUFFER,
in_port=ofproto.0FPP_CONTROLLER,
actions=actions,
data=data)

datapath.send_msg(out)

FA: OpenFlow 1.2 O|40fA= Packet-In HIA|Z| match EEOI|A Parse® T2l &|H2| LHES HME 4 ASLIC
JeiLt o] Lo ottt B2 YES 0 27t= £912(2] 0] Tef CHELIC O S0 Open vSwitche 2|48H0]
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W0 0|27 Qo= B 32 HES2 20IM TH2! U B LINCE 7H53t B B2 3
JoiLc

CHS2 ping -c 38 A% § A 270 gLt

EVENT ofp_event->IcmpResponder EventOFPSwitchFeatures

switch features ev version: 0x4 msg_type O0x6 xid 0xb63c802c OFPSwitchFeatures(auxiliary_id=0,
capabilities=71,datapath_id=11974852296259 ,n_buffers=256,n_tables=254)

move onto main mode

EVENT ofp_event->IcmpResponder EventOFPPacketIn

packet-in ethernet(dst='ff:ff:ff:ff:ff:ff',ethertype=2054,src='0a:ed4:1c:d1:3e:43'), arp(dst_ip
='192.0.2.9"',dst_mac='00:00:00:00:00:00"',hlen=6,hwtype=1,o0opcode=1,plen=4,proto=2048,src_ip
='192.0.2.99',src_mac='0a:ed:1c:d1:3e:43'), '\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\
x00\x00\x00\x00\x00\x00"'

packet-out ethernet(dst='0Oa:ed4:1c:d1:3e:43"',ethertype=2054,src='0a:e4:1c:d1:3e:44"'), arp(
dst_ip='192.0.2.99',dst_mac='0a:e4:1c:d1:3e:43"',hlen=6,hwtype=1,opcode=2,plen=4,proto=2048,
src_ip='192.0.2.9',src_mac='0a:ed:1c:d1:3e:44"')

EVENT ofp_event->IcmpResponder EventOFPPacketIn

packet-in ethernet(dst='Oa:e4:1c:d1:3e:44',ethertype=2048,src='0a:e4:1c:d1:3e:43'), ipv4(csum
=47390,dst='192.0.2.9' ,flags=0,header_length=5,identification=32285,0ffset=0,option=None,proto
=1,src='192.0.2.99"',tos=0,total_length=84,tt1=255,version=4), icmp(code=0,csum=38471,data=echo
(data="'S,B\x00\x00\x00\x00\x00\x03L) (\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1b\x1lc\x1d\xle\x1f !"#$%&\"' () *+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=0) ,type
=8)

packet-out ethernet(dst='Oa:ed4:1c:d1:3e:43',ethertype=2048,src='0a:e4:1c:d1:3e:44"'), ipv4(csum
=14140,dst='192.0.2.99"',flags=0,header_length=5,identification=0,o0ffset=0,option=None,proto=1,
src='192.0.2.9',tos=0,total_length=84,ttl=255,version=4), icmp(code=0,csum=40519,data=echo (
data="'S,B\x00\x00\x00\x00\x00\x03L) (\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1b\xic\x1d\xle\x1f !"#$%&\' () *+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=0) ,type
=0)

EVENT ofp_event->IcmpResponder EventOFPPacketIn

packet-in ethernet(dst='Oa:e4:1c:d1:3e:44',ethertype=2048,src='0a:ed4:1c:d1:3e:43'), ipv4(csum
=47383,dst='192.0.2.9',flags=0,header_length=5,identification=32292,0ffset=0,option=None,proto
=1,src='192.0.2.99"',tos=0,total_length=84,tt1=255,version=4), icmp(code=0,csum=12667,data=echo
(data="'T,B\x00\x00\x00\x00\x00Q\x177(\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1b\xic\x1d\xle\x1f !"#$%&\' () *+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=1) ,type
=8)

packet-out ethernet(dst='Oa:e4:1c:d1:3e:43',ethertype=2048,src='0a:e4:1c:d1:3e:44'), ipv4(csum
=14140,dst='192.0.2.99"',flags=0,header_length=5,identification=0,0ffset=0,option=None,proto=1,
src='192.0.2.9"' ,tos=0,total_length=84,tt1=255,version=4), icmp(code=0,csum=14715,data=echo(
data="'T,B\x00\x00\x00\x00\x00Q\x177(\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1b\xlc\x1d\xle\x1f !"#3$%&\"' () *+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=1) ,type
=0)

EVENT ofp_event->IcmpResponder EventOFPPacketIn

packet-in ethernet(dst='Oa:e4:1c:d1:3e:44',ethertype=2048,src='0a:ed4:1c:d1:3e:43'), ipv4(csum
=47379,dst='192.0.2.9',flags=0,header_length=5,identification=32296,0ffset=0,option=None,proto
=1,src='192.0.2.99"',tos=0,total_length=84,ttl=255,version=4), icmp(code=0,csum=26863,data=echo
(data="'U,B\x00\x00\x00\x00\x00!\xa26 (\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1b\xlc\x1d\xle\x1f !"#$%&\' O *+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=2) ,type
=8)

packet-out ethernet(dst='0Oa:e4:1c:d1:3e:43"',ethertype=2048,src='0a:e4:1c:d1:3e:44'), ipv4(csum
=14140,dst='192.0.2.99"',flags=0,header_length=5,identification=0,0ffset=0,option=None,proto=1,
src='192.0.2.9"' ,tos=0,total_length=84,tt1=255,version=4), icmp(code=0,csum=28911,data=echo(
data='U,B\x00\x00\x00\x00\x00!\xa26 (\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1b\xlc\x1ld\xle\x1f !"#$%&\"' O *+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=2) ,type
=0)

IP Z2t3}(fragmentation) o] CH ZA0H A= gLt OpenFlow Z2E=Z A|0l= MTUS
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A=

M 20| 17| W20, st= 2, £ o 2|7 WL CH d2|2 Ryu T2 2t0|E2{2|= &t
IH3! M| Parse / Serialization Tf-20| THHS} I THZ1S x{2|517| 2|EH APl HZO| L gtL|Ct
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CHAPTER 10

OF-Config 2}0|E2{g|

Of Z0jlM= Ryuol ZZ&E OF-Config 22t0|YE 2t0[=2{2|0f| THaH A7HE L CF.

10.1 OF-Config T2 E=
2|E Qot TR2EZQILICE NETCONF (RFC 6241) A7|0t2 Ho|g|

OF-Config= OpenFlow A£|%|2 g
A0{ 7L 0| 7SS Ct.
A

of &
o, =2| 29]%|, ZE, 7 52| HEIE &
OpenFlow2t S5t ONFOIA | dst A2, TS AIO|E0|AM AT SHolgh 4~ QIE LTt
https://www.opennetworking.org/sdn-resources/onf-specifications/openflow-config

0| 2t0|=2{2|= OF-Config 1.1.18 &4t USLICE.

ZM: 32 Open vSwitchi= OF-ConfigE Z|2I612| L2|Qt 22 22 < Q|5 OVSDBSH= AH|AZ H25t10 UYSL
Ct. OF-Confige H| WA M2 EE2 2 Open vSwitch?t OVSDBS #3312 W= OF&l Z2HSHA| Lt
OVSDB Z2EZE2 RFC 704722 ATO| 27=|0] Q| Tt AFAAF Open vSwitch A8 T2 EZ0| &1 U&LCH,
OF-Confige H|E 2t S&5IRA |2t 0[2ofl= S52 OpenFlow A2{Z[0[A 2 H2= O AE LTt

10.2 2fojEzig| 14

10.2.1 ryu.lib.of_config.capable_switch.OFCapableSwitch S22

NETCONF MIMZ 2{2|at7| {5t ALt

from ryu.lib.of_config.capable_switch import OFCapableSwitch

10.2.2 ryu.lib.of_config.classes &

HY WES python A2 ¥ Z3t7[9Iet 22HL 22 AlSste 2= YLIC

o

FM: ZefA 0|22 7|EX 22 OF-Config 1.1.1 yang specification0f| grouping 7| E2 At2E|= 0|21 S
L|C}. ofl. OFPortType

import ryu.lib.of_config.classes as ofc
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Chapter 10. OF-Config 20|E.2{2|

10.3 Of|A|

10.3.1 22|z|of| HZA

SSH EliA LEE ALRSI0 AL|2|0f| HATILICE unknown_host_cbOl= & 4= = SSH SAE 7| A
2|sts 2 st AZ|TH O 7|0 ME 22U AZ S ASot=S 5t YSHICH

sess = OFCapableSwitch(
host='localhost',
port=1830,
username="'linc',
password="'linc',

unknown_host_cb=lambda host, fingeprint: True)

10.3.2 GET

NETCONF GETES AI23I0] AEE T1A 2= YRHILCH 2& X EQ| /resources/port/resource-id2} /
resources/port/current-rates HEA|SHL|C}.

csw = sess.get()
for p in csw.resources.port:

print p.resource_id, p.current_rate

10.3.3 GET-CONFIG

NETCONF GET-CONFIGE AFR510] M2 A= o LC}.

FM: A2 S NETCONFL| H|0|8 AHZA0M dalls|= AP YT 30 w2, 21 ol = startup (Z21E A2
g o 2E&[& 7[Et 23) L candidate (2 23) S2| H0|8 AENE 0| 4 AFHT

D E ZEQ| /resources/port/resource-id?} /resources/port/configuration/admin-stateS B A| &L C}

csw = sess.get_config('running')
for p in csw.resources.port:

print p.resource_id, p.configuration.admin_state

10.3.4 EDIT-CONFIG

NETCONF EDIT-CONFIGE AtE5t0 442 HASH= O|QULICH 7|24 22 GET-CONFIGO|M &2 4H
= MAot0] EDIT-CONFIGE AFEsl CHA| M &ot= THARILICE

-I)lﬂJ

M. Z2EZYHO|M= EDIT-CONFIG 22| £224 HAS & += AR 0|2{5t Y#O| FLFLIC

csw = sess.get_config('running')
for p in csw.resources.port:
p.configuration.admin_state = 'down'

sess.edit_config('running', csw)
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CHAPTER 11

o
&
18

Yo S AEsts Y-l CHall 2 -LICH

t

ol
rr

O Z0llM= RESTE AtE3ll 2=

11.1 i HIHUEQS| ZAF 0 (IPv4)
BE oliY AR| 510 BRE ZIHAA|ot= O AW LICH
hl
IP:10.0.0.1
MAC:00:00:00:00:00:01

sl

Chsa &

EZZX

rlo
i

IP:10.0.0.2 IP:10.0.0.3
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:03
11.1.1 24 =

<4 Mininetof] #3835 F=ELICH YE5t=s BP0="292 512 oMt ZaLH

ryu@ryu-vm:~$ sudo mn --topo single,3 --mac --switch ovsk --controller remote -x

*x* Creating network

**%*x Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
**x* Adding hosts:

h1 h2 h3
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**x* Adding switches:

sl

*%* Adding links:

(h1, s1) (h2, s1) (h3, s1)
*x* Configuring hosts

hi h2 h3

*** Running terms on localhost:10.0

**x* Starting controller
*x* Starting 1 switches
s1

*x* Starting CLI:

mininet>

Im

Z2240|| th3t xtermS StLt G A|RHEHL|CH

mininet> xterm cO

mininet>

0|0f AF23H= OpenFlow HAE 1.322 MZAEHL|C},

switch: s1 (root):
root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0OpenFlowl3

Ofz|ate 2 AEZ2 xtermOl|A] rest_firewall2 A| &L T}

controller: cO (root):

root@ryu-vm:~# ryu-manager ryu.app.rest_firewall

loading app ryu.app.rest_firewall

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_firewall of RestFirewallAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(2210) wsgi starting up on http://0.0.0.0:8080/

Ryuet £22|2| Zto] HZ0| 4S5t CFZ BA| |7} EAIE LT

controller: cO (root):

[FW] [INFO] switch_id=0000000000000001: Join as firewall

11.1.2 27| AEfe| HHA

firewall A|2F 2120= & S4S 2 Hot= 5 H 2435t JEZE £/ JSHCH TS Pz g3t
(enable)gtL|Ct,

FM: 0|=2| HHO|M ALESt= REST API2| ZtA|Sh LIE2 & SIRE2'REST APl 55 ;& &R sHAI2.

Node: cO (root):

root@ryu-vm:~# curl -X PUT http://localhost:8080/firewall/module/enable/0000000000000001

[
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"switch_id": "0000000000000001",
"command_result": {

"result": "success",

"details": "firewall running."

root@ryu-vm:~# curl http://localhost:8080/firewall/module/status
[

"status": "enable",
"switch_id": "0000000000000001"

24y REST @20l A

OOII
Y
i)
rir
HL
N
>
}.ﬂ
i
H
>El
lon
ﬁm
4%}
o>
r
o

h10M h20]| ping S4!
host: h1:

njo
ok
o
gg
HT
>
>
to
|
i)
I~
o
gﬂ
=1
N
njo
nx
oX
EE
R3]
Il?-
N
Mo
=2
_);ﬂ
i
0n
°Q
T
v
r
a

root@ryu-vm:~# ping 10.0.0.2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

~C

--- 10.0.0.2 ping statistics

20 packets transmitted, O received, 100% packet loss, time 19003ms

apchel 20 2710] 7|2 E LIt

controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet(dst='00:00:00:00:00:02"',ethertype
=2048,src='00:00:00:00:00:01"), ipv4(csum=9895,dst='10.0.0.2"',flags=2,header_length=5,
identification=0,0ffset=0,option=None,proto=1,src='10.0.0.1"',tos=0,total_length=84,ttl=64,
version=4), icmp(code=0,csum=55644,data=echo(data="'K\x8e\xaeR\x00\x00\x00\x00=\xc6\r\x00\x00\

x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\xle\x1f !"#3$%&\' )
*+,-./01234567"',id=6952,seq=1) ,type=8)

h12 h2 AFOIOIAf ping2 S183ts P2l

Ch T2 2715101 BAICH 72 IDE A ¥E
e cha ZREZ [ 0% [ (72ID)
10.0.0.1/32 | 10.0.0.2/32 | ICMP HE |1
10.0.0.2/32 | 10.0.0.1/32 | ICMP g | 2

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.1/32", "nw_dst": "10.0.0.2/32", "nw_proto":
"ICMP"}' http://localhost:8080/firewall/rules/0000000000000001

[

"switch_id": "0000000000000001",
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"command_result": [
{
"result": "success",
"details": "Rule added. : rule_id=1"

root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.2/32", "nw_dst": "10.0.0.1/32", "nw_proto":
"ICMP"}' http://localhost:8080/firewall/rules/0000000000000001

[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Rule added. : rule_id=2"

27720 BES §802 2

40
Pl
=2
on
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o
-
a

switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=823.705s, table=0, n_packets=10, n_bytes=420, priority=65534,arp actions
=NORMAL

cookie=0x0, duration=542.472s, table=0, n_packets=20, n_bytes=1960, priority=0 actions=
CONTROLLER:128

cookie=0x1, duration=145.05s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,nw_src
=10.0.0.1,nw_dst=10.0.0.2 actions=NORMAL

cookie=0x2, duration=118.265s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,nw_src
=10.0.0.2,nw_dst=10.0.0.1 actions=NORMAL

= CHAH DI2EZ | & | (+2lID)

10.0.0.2/32 | 10.0.0.3/32 | any e |3

10.0.0.3/32 | 10.0.0.2/32 | any 382 |4
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.2/32", "nw_dst": "10.0.0.3/32"}' http://
localhost :8080/firewall/rules/0000000000000001
[

"switch_id": "0000000000000001",

"command_result": [

{

"result": "success",
"details": "Rule added. : rule_id=3"
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root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.3/32", "nw_dst": "10.0.0.2/32"}' http://
localhost:8080/firewall/rules/0000000000000001
[

"switch_id": "0000000000000001",

"command_result": [

{

"result": "success",

"details": "Rule added. : rule_id=4"

27t 70| 222 32

|o
HU
[>
4o
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=2
on
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otn
-
il

switch: s1 (root):

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x3, duration=12.724s, table=0, n_packets=0, n_bytes=0, priority=1,ip,nw_src=10.0.0.2,
nw_dst=10.0.0.3 actions=NORMAL

cookie=0x4, duration=3.668s, table=0, n_packets=0, n_bytes=0, priority=1,ip,nw_src=10.0.0.3,
nw_dst=10.0.0.2 actions=NORMAL

cookie=0x0, duration=1040.802s, table=0, n_packets=10, n_bytes=420, priority=65534,arp
actions=NORMAL

cookie=0x0, duration=759.569s, table=0, n_packets=20, n_bytes=1960, priority=0 actions=
CONTROLLER:128

cookie=0x1, duration=362.147s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,nw_src
=10.0.0.1,nw_dst=10.0.0.2 actions=NORMAL

cookie=0x2, duration=335.362s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,nw_src
=10.0.0.2,nw_dst=10.0.0.1 actions=NORMAL

NEE che Z2EZ [ ofF [ (73ID)
10 10.0.0.2/32 | 10.0.0.3/32 | ICMP 2t
10 10.0.0.3/32 | 10.0.0.2/32 | ICMP 1 6

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '"{"nw_src": "10.0.0.2/32", "nw_dst": "10.0.0.3/32", "nw_proto
": "ICMP", "actions": "DENY", "priority": "10"}' http://localhost:8080/firewall/rules
/0000000000000001

[

"switch_id": "0000000000000001",

"command_result": [

{

"result": "success",
"details": "Rule added. : rule_id=5"
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root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.3/32", "nw_dst": "10.0.0.2/32", "nw_proto
": "ICMP", "actions": "DENY", "priority": "10"}' http://localhost:8080/firewall/rules
/0000000000000001

[

"switch_id": "0000000000000001",

"command_result": [

{

"result": "success",
"details": "Rule added. : rule_id=6"

Z7t 20| 222 =22 AL2[%|0| sFE U
switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows sl
OFPST_FLOW reply (O0F1.3) (xid=0x2):

cookie=0x3, duration=242.155s, table=0, n_packets=0, n_bytes=0, priority=1,ip,nw_src
=10.0.0.2,nw_dst=10.0.0.3 actions=NORMAL

cookie=0x4, duration=233.099s, table=0, n_packets=0, n_bytes=0, priority=1,ip,nw_src
=10.0.0.3,nw_dst=10.0.0.2 actions=NORMAL

cookie=0x0, duration=1270.233s, table=0, n_packets=10, n_bytes=420, priority=65534,arp
actions=NORMAL

cookie=0x0, duration=989s, table=0, n_packets=20, n_bytes=1960, priority=0 actions=CONTROLLER
1128

cookie=0x5, duration=26.984s, table=0, n_packets=0, n_bytes=0, priority=10,icmp,nw_src
=10.0.0.2,nw_dst=10.0.0.3 actions=CONTROLLER:128

cookie=0x1, duration=591.578s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,nw_src
=10.0.0.1,nw_dst=10.0.0.2 actions=NORMAL

cookie=0x6, duration=14.523s, table=0, n_packets=0, n_bytes=0, priority=10,icmp,nw_src
=10.0.0.3,nw_dst=10.0.0.2 actions=CONTROLLER:128

cookie=0x2, duration=564.793s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,nw_src
=10.0.0.2,nw_dst=10.0.0.1 actions=NORMAL

Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/firewall/rules/0000000000000001
[

"access_control_list": [
{
"rules": [

{

"priority": 1,
"dl_type": "IPv4",
"nw_dst": "10.0.0.3",
"nw_src": "10.0.0.2",
"rule_id": 3,

"actions": "ALLOW"
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"switch_id":

"priority"
"dl_type":
"nw_dst":
"nw_src":
"rule_id":

"actions":

"priority
"dl_type":
"nw_proto
"nw_dst":
"nw_src":
"rule_id":

"actions":

"priority

"dl_type":

"nw_proto":

"nw_dst":
"nw_src":
"rule_id":

"actions":

"priority":

"dl_type":
"nw_proto
"nw_dst":
"nw_src":
"rule_id":

"actions":

"priority
"dl_type":
"nw_proto
"nw_dst":
"nw_src":
"rule_id":

"actions":

g il
"IPv4",
"10.0.0.2",
110, 0.0.37
4,

"ALLOW"

10,
"IPv4",
"ICMP",
"10.0.0.3",
"10.0.0.2",
5,
"DENY"

1,
"IPv4",

"ICMP",
"10.0.0.2",
"10.0.0.1",
1,
"ALLOW"

10,
"IPv4",
"ICMP",
"10.0.0.2",
"10.0.0.3",
6,
"DENY"

1,
"IPv4",

"ICMP",
"10.0.0.1",
"10.0.0.2",
2,
"ALLOW"

"0000000000000001"

11.1. S HHE| S2 of (IPv4)
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hl

IP:10.0.0.1
MAC:00:00:00:00:00:01

sl

switch_id:0000000000000001

hl<-->h2
ICMP: Permitted
Other: Blocked

h2<-->h3
ICMP: Blocked
Other: Permitted

[P:10.0.0.2 IP:10.0.0.3
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:03
h10lM h22 pingS A3l ELICtH 51&3t= 7210 A= UA7| 20| pingO| 2 EL|Ct,

host: h1:

root@ryu-vm:~# ping 10.0.0.2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=0.
64 bytes from 10.0.0.2: icmp_req=2 ttl=64 time=0.
64 bytes from 10.0.0.2: icmp_req=3 ttl=64 time=0.
64 bytes from 10.0.0.2: icmp_req=4 ttl=64 time=0.

h10llAM h20] ping OF! THZIE firewallof| 2|5 ZHEHEILICE O] E S0 h10{A] h20i| wgetS A3 otH THZ!
O| AtCHE|UCH= 27t 2HELICE

host: h1:

root@ryu-vm:~# wget http://10.0.0.2
--2013-12-16 15:00:38-- http://10.0.0.2/
Connecting to 10.0.0.2:80... ~°C

controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet(dst='00:00:00:00:00:02"',ethertype
=2048,src='00:00:00:00:00:01"'), ipv4(csum=4812,dst='10.0.0.2"',flags=2,header_length=5,
identification=5102,0ffset=0,option=None,proto=6,src='10.0.0.1"',tos=0,total_length=60,tt1=64,
version=4), tcp(ack=0,bits=2,csum=45753,dst_port=80,o0ffset=10,option="'\x02\x04\x05\xb4\x04\x02

\x08\n\x00H:\x99\x00\x00\x00\x00\x01\x03\x03\t"',seq=1021913463, src_port=42664,urgent=0,
window_size=14600)

h22t h3 &2t ping Ofl T{Z! E410] f—oHZIL USLICH o E 50 h20{|A h30]| ssh& Al3HstH TfZI0|
ACHE|QCtE 2 0 23 5|R| AELICH (h30|M sshd 7t 2F S5HA| Q47| W20 ssho| A ¢ Z0f| AL
C}).

host: h2:
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root@ryu-vm:~# ssh 10.0.0.3

ssh: connect to host 10.0.0.3 port 22: Connection refused

h20{| M h3E pingat™ THZI 0] firewallof| 2|3l RCHE|QIC= 27 £ LT
host: h2:

root@ryu-vm:~# ping 10.0.0.3

PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.

~C

--- 10.0.0.3 ping statistics

8 packets transmitted, O received, 100% packet loss, time 7055ms

controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet(dst='00:00:00:00:00:03"',ethertype
=2048,src='00:00:00:00:00:02"'), ipv4(csum=9893,dst='10.0.0.3"',flags=2,header_length=5,
identification=0,0ffset=0,option=None,proto=1,src='10.0.0.2"',tos=0,total_length=84,ttl=64,
version=4), icmp(code=0,csum=35642,data=echo(data="'\r\x12\xcaR\x00\x00\x00\x00\xab\x8b\t\x00\
x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\xlc\x1ld\xle\x1f !"#$%&\"' ()
*+,-./01234567"',id=8705,seq=1) ,type=8)

11.1.5 F21 A

“rule_id:5"'2! “rule_id:6"' 212 AA|IEL|CT
Node: cO (root):

root@ryu-vm:~# curl -X DELETE -d '{"rule_id": "5"}' http://localhost:8080/firewall/rules
/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Rule deleted. : ruleID=b5"

root@ryu-vm:~# curl -X DELETE -d '{"rule_id": "6"}' http://localhost:8080/firewall/rules
/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "Rule deleted. : ruleID=6"
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hl

IP:10.0.0.1
MAC:00:00:00:00:00:01

hl<-->h2 sl

ICMP: Permitted switch_id:0000000000000001
Other: Blocked a

[P:10.0.0.2 [P:10.0.0.3
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:03

A2 2ls EAIE. h22F h3 AtO]9] ping (ICMP)Z 2tEHste #210] AH|E|A 7] W20, ping0] 2 27t
= A2 € 5 AU

host: h2:

root@ryu-vm:~# ping 10.0.0.3

PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.

64 bytes from 10.0.0.3: icmp_req=1 ttl=64 time=0.841
64 bytes from 10.0.0.3: icmp_req=2 ttl=64 time=0.036

64 bytes from 10.0.0.3: icmp_req=3 ttl=64 time=0.026
64 bytes from 10.0.0.3: icmp_req=4 ttl=64 time=0.033

11.2 HEe| gHEQ| T2k of (IPv4)

tm
M
tu
>

I
ra

0[0f VLANO|| oI5t B HE &2[7t O|R A1 U= 52t & =2 A2 s10] 2l 27t
2t SAE Re)

StALE AASHY 2 SAE AtO|9] S41 GRS &
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hl h3
IP:10.0.0.1 VLAN ID: 2 IP:10.0.0.3 VLAN ID:
MAC:00:00:00:00:00:01 110 -
; :00:00:03

IP:10.0.0.2 VLAN_ID: 2 IP:10.0.0.4 VLAN _ID:
MAC:00:00:00:00:00:02 110
MAC:00:00:00:00:00:04

Mininetdl| 23S F&3130 ZIEZ2{2] xterm & CHAl A|ASHOFRTLICE At

ryu@ryu-vm:~$ sudo mn --topo single,4 --mac --switch ovsk --controller remote -x

*x* Creating network

**%*x Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*x* Adding hosts:

hi h2 h3 h4

*** Adding switches:

sl

*** Adding links:

(h1, s1) (h2, s1) (h3, s1) (h4, si)
***x Configuring hosts

hi h2 h3 h4

*** Running terms on localhost:10.0
***x Starting controller

*x* Starting 1 switches

s1

***x Starting CLI:
mininet> xterm cO

mininet>

0|0] 2t ZAE QIE{H|0|A0| VLAN IDE A TLICH

host: h1:
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0%
1
18

root@ryu-vm: i 10.0.0.1/8 dev hl-ethO
root@ryu-vm: i i link hl-ethO name hl-eth0.2 type vlan id 2

root@ryu-vm: i 10.0.0.1/8 dev hl-eth0.2
root@ryu-vm: i i dev hl-eth0.2 up

host: h2:

root@ryu-vm: i 10.0.0.2/8 dev h2-ethO

root@ryu-vm: i i link h2-ethO name h2-eth0.2 type vlan id 2
root@ryu-vm: i 10.0.0.2/8 dev h2-eth0.2

root@ryu-vm: i i dev h2-eth0.2 up

host: h3:

root@ryu-vm: i 10.0.0.3/8 dev h3-ethO

root@ryu-vm: i i link h3-ethO name h3-eth0.110 type vlan id 110
root@ryu-vm: i 10.0.0.3/8 dev h3-eth0.110

root@ryu-vm: i i dev h3-eth0.110 up

host: h4:

root@ryu-vm: i 10.0.0.4/8 dev h4-ethO

root@ryu-vm: i i link h4-ethO name h4-eth0.110 type vlan id 110
root@ryu-vm: i 10.0.0.4/8 dev h4-eth0.110

root@ryu-vm: i i dev h4-eth0.110 up

LSt AFESH= OpenFlow HAE 1.322 MZEL T}
switch: s1 (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

OpR|ate 2, AEZE2] xtermOf|A rest_firewallS A|2FSLICE.

controller: cO (root):

root@ryu-vm:~# ryu-manager ryu.app.rest_firewall

loading app ryu.app.rest_firewall

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_firewall of RestFirewallAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(13419) wsgi starting up on http://0.0.0.0:8080/

Ryuet £22|2| Zto] HZ0| 4S5t LIS BA| | 7F EAIE LT

controller: cO (root):

[FW] [INFO] switch_id=0000000000000001: Join as firewall

11.2.2 27| Mejo|

firewall2 £43} (enable)&LCt.

Node: cO (root):
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root@ryu-vm:~# curl -X PUT http://localhost:8080/firewall/module/enable/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": {

"result": "success",

"details": "firewall running."

root@ryu-vm:~# curl http://localhost:8080/firewall/module/status
[

"status": "enable",

"switch_id": "0000000000000001"

AEY LIt 7| 2o 728 25 2Lt
(RAH&2l) | VLANID | |& CHef D2EZF £ | (72l ID)
1 2 10.0.0.0/8 | any ICMP 32
1 2 any 10.0.0.0/8 | ICMP 32 |2

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.0/8", "nw_proto": "ICMP"}' http://localhost
:8080/firewall/rules/0000000000000001/2
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"ylan_id": 2,

"details": "Rule added. : rule_id=1"

root@ryu-vm:~# curl -X POST -d '{"nw_dst": "10.0.0.0/8", "nw_proto": "ICMP"}' http://localhost
:8080/firewall/rules/0000000000000001/2
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"vlan_id": 2,

"details": "Rule added. : rule_id=2"
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Node: cO (root):
root@ryu-vm:~# curl http://localhost:8080/firewall/rules/0000000000000001/all
[

"access_control_list": [
{
"rules": [
{
"priority": 1,
"dl_type": "IPv4",
"nw_proto": "ICMP",
"dl_vlan": 2,
"nw_src": "10.0.0.0/8",
"rule_id": 1,
"actions": "ALLOW"

"priority": 1,
"dl_type": "IPv4",
"nw_proto": "ICMP",
"nw_dst": "10.0.0.0/8",
"dl_vlan": 2,
"rule_id": 2,
"actions": "ALLOW"
}
I
"ylan_id": 2
}

1,
"switch_id": "0000000000000001"

root@ryu-vm:~# ping 10.0.0.2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=0
64 bytes from 10.0.0.2: icmp_req=2 ttl=64 time=0

64 bytes from 10.0.0.2: icmp_req=3 ttl=64 time=0
64 bytes from 10.0.0.2: icmp_req=4 ttl=64 time=0.

vlan_id = 110 AtO[E} h32F h4 ALO|0fl= +#210] SEE|0] JUA| 7] W20, ping N ZE= 2fEE LG
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host: h3:

root@ryu-vm:~# ping 10.0.0.4

PING 10.0.0.4 (10.0.0.4) 56(84) bytes of data.

~C

--- 10.0.0.4 ping statistics ---

6 packets transmitted, O received, 100% packet loss, time 4999ms

IHZ10] 2| 7| W20 227t 2 HE LI

controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet(dst='00:00:00:00:00:04',ethertype
=33024,src='00:00:00:00:00:03"'), vlan(cfi=0,ethertype=2048,pcp=0,vid=110), ipv4 (csum=9891,dst
='10.0.0.4"',flags=2,header_length=5,identification=0,0ffset=0,option=None,proto=1,src

='10.0.0.3"',tos=0,total_length=84,ttl=64,version=4), icmp(code=0,csum=58104,data=echo(data="\
xb8\xa9\xaeR\x00\x00\x00\x00\xce\xe3\x02\x00\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\
x18\x19\x1la\x1b\xlc\xld\xle\x1f !"#$%&\"' () *+,-./01234567"',id=7760,seq=4) ,type=8)

11.3 & HHES| Z2f o (1Pv6)

O[0fM, TEHE HI'AES| S2f 0ff (IPv4) ,2F SEot ESZ2A|0A IPve TS ol £2(2| 10 F=25 =7+
AAISHL, 2t SAE AL0|9] 4l 1R S &Rlsts Y S AL

h

IP:fe80::200:ff:fe00:1
MAC:00:00:00:00:00:01

-

sl

switch_id:0000000000000001

IP:fe80::200:ff:fe00:2 IP:fe80::200:ff:fe00:3
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:03

L=
[

ryu@ryu-vm:~$ sudo mn --topo single,3 --mac --switch ovsk --controller remote -x

EOo| 21 off (IPv4) L2 BFREZEA| 2 Minineto]| 8Hd& S 8LICH

**x* Creating network

*x* Adding controller
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Unable to contact the remote controller at 127.0.0.1:6633

*** Adding hosts:
hi h2 h3

*** Adding switches:

sl

*** Adding links:

(h1, s1) (h2, s1) (h3, s1)

*x* Configuring hosts

hi h2 h3

*** Running terms on localhost:10.0
**x* Starting controller

*x* Starting 1 switches

s1

***x Starting CLI:

mininet>

E5t AEZ2{0]| Cist xtermS StLt O A|2fLCE

mininet> xterm cO

mininet>

0|0 At&38t= OpenFlow HHE 1.322 HZFL|Ct
switch: s1 (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

OfR|ete 2 HEZ2] xtermO|M rest_firewall& AL C

controller: cO (root):

root@ryu-vm:~# ryu-manager ryu.app.rest_firewall

loading app ryu.app.rest_firewall

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_firewall of RestFirewallAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(2210) wsgi starting up on http://0.0.0.0:8080/

Ryuet £22|2| Zto] HZ0| 5ot CIZ TA| |7} EAIE LT}

controller: cO (root):

[FW] [INFO] switch_id=0000000000000001: Join as firewall

11.3.2 27| AEfo] HA

Chls @Yo = 243} (enable) &L CY.

Node: cO (root):

root@ryu-vm:~# curl -X PUT http://localhost:8080/firewall/module/enable/0000000000000001
[

"switch_id": "0000000000000001",

"command_result": {
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"result": "success",

"details": "firewall running."

root@ryu-vm:~# curl http://localhost:8080/firewall/module/status

[

"status": "enable",
"switch_id": "0000000000000001"

h1t h2 ALO|Of|A pingE S Eot= 28 IMELICH LS 215 2715 0F BFL C.
ChE 2lE 2716t AIC 2] ID= Ats HE | ZE L
o= CHef Z=28 | ¢ (Tt (Hl112)
= £ | D)
fe80::200:ff:fe00} fe80::200:ff:fe00L ACMPV6 | & 1 Unicast message (Echo)
2
fe80::200:ff:fe00} Ae80::200:ff:fe00 ICMPv6| & 2 Unicast message (Echo)
2
fe80::200:ff:fe00} #f02::1:ff00:2 ICMPv6| & 3 Multicast message (Neighbor
=2 Discovery)
fe80::200:ff:fe00[ 2f02::1:ff00:1 ICMPv6| & 4 Multicast message (Neighbor
=2 Discovery)

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"ipv6_src": "fe80::200:ff:fe00:1", "ipv6_dst": "fe80::200:ff:
fe00:2", "nw_proto": "ICMPv6"}' http://localhost:8080/firewall/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "Rule added. : rule_id=1"

root@ryu-vm:~# curl -X POST -d '{"ipv6_src": "fe80::200:ff:fe00:2", "ipv6_dst": "fe80::200:ff:
fe00:1", "nw_proto": "ICMPv6"}' http://localhost:8080/firewall/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{

"result": "success",
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"details":

root@ryu-vm:~# curl -X POST -d
"ICMPv6"}'

AT
[

"nw_proto":

"switch_id":

"command_result":
{

"result":

"details":

root@ryu-vm:~# curl -X POST -d
"ICMPv6"}'

310
[

"nw_proto":

"switch_id":

"command_result":
{

"result":

"details":

Node: cO (root):

"Rule added.

rule_id=2"

'"{"ipv6_src": "fe80::200:ff:fe00:1",

"0000000000000001",
[

"success",

"Rule added.

rule_id=3"

'"{"ipv6_src": "fe80::200:ff:fe00:2",

"0000000000000001",

"success",

"Rule added.

rule_id=4"

"ipv6_dst":
http://localhost :8080/firewall/rules/0000000000000001

"ipv6_dst":

root@ryu-vm:~# curl http://localhost:8080/firewall/rules/0000000000000001/all

[

"switch_id":

"0000000000000001",

"access_control_list": [

{
"rules": [

{

"ipv6_dst":

"actions":

"rule_id":

"ipv6_src":

"nw_proto":

"dl_type":

"priority":

"fe80::200:ff:fe00:2",

"ALLOW",

1,
"fe80::200:ff:fe00:1",
"ICMPvE",

"IPv6",

1

"f££f02::1:££00

"££f02::1:££00

http://localhost :8080/firewall/rules/0000000000000001
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"ipv6_dst": "fe80::200:ff:
"actions": "ALLOW",
"rule_id": 2,

"ipv6_src": "fe80::200:ff:
"nw_proto": "ICMPv6",
"dl_type": "IPv6",
"priority": 1

"ipv6_dst": "f£f02::1:££f00:
"actions": "ALLOW",
"rule_id": 3,

"ipv6_src": "fe80::200:ff:
"nw_proto": "ICMPvé6",
"dl_type": "IPv6",
"priority": 1

"ipv6_dst": "f£f02::1:££f00:
"actions": "ALLOW",
"rule_id": 4,

"ipv6_src": "fe80::200:ff:
"nw_proto": "ICMPveée",
"dl_type": "IPv6",
"priority": 1

h12 h20] ping2 & &lisl &LICt. 7| W20l pingO| & E LI,
host: h1:

root@ryu-vm:~# ping6 -I hl-ethO fe80::200:ff:fe00:2

PING fe80::200:ff:fe00:2(fe80::200:ff:fe00:2) from fe80::200:ff:fe00:1 hl-ethO: 56 data bytes
64 bytes from fe80::200:ff:fe00:2: icmp_seq=1 ttl=64 time=0.954 ms

64 bytes from fe80::200:ff:fe00:2: icmp_seq=2 ttl=64 time=0.047 ms

64 bytes from fe80::200:ff:fe00:2: icmp_seq=3 ttl=64 time=0.055 ms

64 bytes from fe80::200:ff:fe00:2: icmp_seq=4 ttl=64 time=0.027 ms

h12} h3 ALO|0|= 20| SF &[0 UX| 7| hE0], ping THZ! O] Z}EHEL|CE.
host: h1:

root@ryu-vm:~# ping6 -I hl-ethO fe80::200:ff:fe00:3

PING fe80::200:ff:fe00:3(fe80::200:ff:fe00:3) from fe80::200:ff:fe00:1 hl-ethO: 56 data bytes
From fe80::200:ff:fe00:1 icmp_seq=1 Destination unreachable: Address unreachable

From fe80::200:ff:fe00:1 icmp_seq=2 Destination unreachable: Address unreachable

From fe80::200:ff:fe00:1 icmp_seq=3 Destination unreachable: Address unreachable

Y

--- fe80::200:ff:fe00:3 ping statistics ---

4 packets transmitted, O received, +3 errors, 100% packet loss, time

IHZI0] 2EHEIU7| W20 237t SHEU T
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controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet(dst='33:33:ff:00:00:03"',ethertype
=34525,src='00:00:00:00:00:01"), ipv6(dst='£f£f02::1:£f£f00:3"',ext_hdrs=[],flow_label=0,hop_limit
=255 ,nxt=58, payload_length=32,src="'fe80::200:ff:fe00:1',traffic_class=0,version=6), icmpvé6 (

code=0, csum=31381,data=nd_neighbor (dst='£e80::200:ff:fe00:3',option=nd_option_sla(data=None,
hw_src='00:00:00:00:00:01"',length=1) ,res=0) ,type_=135)

11.4 HE| HHAE2] S2f 0 (IPv6)

0[0f VLANO| |5t El| 1€ £2]7} O|20{2| 1 U= ChS Tt 2
B17{LE AAIB0] 2H BAE Afo|o] S41 0125 SHoI5Hs Y

hl h3
IP:fe80::200:ff:fe00:1 IP:fe80::200:ff:fe00:3
VLAN ID: 2 VLAN ID: 110
MAC:00:00:00:00:00:01 MAC:OO:OO:OO:OO:O3

IP:fe80::200:ff:fe00:2 IP:fe80::200:ff:fe00:4
VLAN ID: 2 VLAN ID: 110
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:04

11.4.1 374 1=

HArHE| HHES| Z2F0] (IPv4) 2 OFRIZER| 2 Minineto]| 84S 28| C}

ryu@ryu-vm:~$ sudo mn --topo single,4 --mac --switch ovsk --controller remote -x
*x* Creating network

**%*x Adding controller

Unable to contact the remote controller at 127.0.0.1:6633

*** Adding hosts:

hi h2 h3 h4

*** Adding switches:
s1
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**x* Adding links:
(h1, s1) (h2, s1) (h3, s1) (h4, s1)

**x* Configuring hosts

hi h2 h3 h4
*** Running terms on localhost:10.0
*** Starting controller

***x Starting 1 switches

sl

*** Starting CLI:
mininet> xterm cO

mininet>

0]0] 2t SAE QIE{H|0| A0 VLAN IDE HA§HL|C}.

host: h1:

root@ryu-vm:
root@ryu-vm:
root@ryu-vm:

root@ryu-vm:

host: h2:

root@ryu-vm:
root@ryu-vm:
root@ryu-vm:

root@ryu-vm:

host: h3:

root@ryu-vm:
root@ryu-vm:

root@ryu-vm:

fe80::200:ff:fe00:

link hl-ethO name

fe80::200:ff:£fe00:

dev hl-eth0.2 up

fe80::200:ff:fe00
link h2-ethO name
fe80::200:ff:£fe00
dev h2-eth0.2 up

fe80::200:ff:£fe00
link h3-ethO name
fe80::200:ff:fe00

1/64 dev hl-ethO

hi-eth0.2 type vlan id 2

1/64 dev hl-ethO.

:2/64 dev h2-ethO

2

h2-eth0.2 type vlan id 2

:2/64 dev h2-ethO.

:3/64 dev h3-ethO

h3-eth0.110 type

:3/64 dev h3-ethO.

2

vlan id 110
110

root@ryu-vm: dev h3-eth0.110 up

host: h4:

£e80::200:ff:£e00:4/64 dev h4-ethO

link h4-ethO name h4-eth0.110 type vlan id 110
fe80::200:ff:fe00:4/64 dev h4-eth0.110

dev h4-eth0.110 up

root@ryu-vm:
root@ryu-vm:
root@ryu-vm:

root@ryu-vm:

E5t AF8SHE OpenFlow B2 1.322 ML CH.
switch: s1 (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl p cols=0penFlowl3

OfR|ete 2 HEZ2] xtermO|M rest_firewall& A|2f&HL Y
controller: cO (root):

root@ryu-vm:~# ryu-manager ryu.app.rest_firewall
loading app ryu.app.rest_firewall

loading app ryu.controller.ofp_handler
instantiating app None of DPSet

creating context dpset

creating context wsgi
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instantiating app ryu.app.rest_firewall of RestFirewallAPI

instantiating app ryu.controller.ofp_handler of OFPHandler
(13419) wsgi starting up on http://0.0.0.0:8080/

Ryuot A2(2| Zto] HAO| dE 5t CHg OIA|A|7F EAIELICH

controller: cO (root):

[FW] [INFO] switch_id=0000000000000001: Join as firewall

11.4.2 27| AEfje| HHA

firewall2 &3} (enable) gL Ct.

Node: cO (root):

root@ryu-vm:~# curl -X PUT http://localhost:8080/firewall/module/enable/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": {
"result": "success"

"details": "firewall running."

root@ryu-vm:~# curl http://localhost:8080/firewall/module/status
[

"status": "enable",
"switch_id": "0000000000000001"

11.4.3 2l 27}

vlan_id=20]| fe80::/640|M &£441%|= ping (ICMPv6 THZ) 2 o &5t= #2188 R7teL Ct, eksk 12
2 AYoljof st2E t2lES 25 R IHELC

(2M4&2) | VLANID | €2 e | Z2EZ | 2 | (#2l ID)

1 2 fe80::200:ff:fe00:1 | any | ICMPv6 | 3l& | 1

1 2 fe80::200:ff:fe00:2 | any | ICMPv6 | 3{& | 2
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"ipv6_src": "fe80::200:ff:fe00:1", "nw_proto": "ICMPv6"}'
http://localhost:8080/firewall/rules/0000000000000001/2
[

"command_result": [

{

"details": "Rule added. : rule_id=1",

"vlan_id": 2,

"result": "success"
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1,
"switch_id": "0000000000000001"

root@ryu-vm:~# curl -X POST -d '{"ipv6_src": "fe80::200:ff:fe00:2", "nw_proto": "ICMPv6"}'
http://localhost:8080/firewall/rules/0000000000000001/2
[

"command_result":
{
"details": "Rule added. : rule_id=2",
"ylan_id": 2,
"result": "success"
}
1,
"switch_id": "0000000000000001"

Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/firewall/rules/0000000000000001/all
[

"switch_id": "0000000000000001",
"access_control_list": [
{
"ylan_id": "2",
"rules": [
{
"actions": "ALLOW",
"rule_id": 1,
"dl_vlan": "2",
"ipv6_src": "fe80::200:ff:fe00:
"nw_proto": "ICMPv6",
"dl_type": "IPv6",
"priority": 1

"actions": "ALLOW",

"rule_id": 2,

"dl_vlan": "2",

"ipv6_src": "fe80::200:ff:fe00:
"nw_proto": "ICMPve6",
"dl_type": "IPv6",

"priority": 1




root@ryu-vm:~# ping6 -I hl-eth0.2 fe80::200:ff:fe00:2
PING fe80::200:ff:fe00:2(£fe80::200:ff:fe00:2) from fe80::200:ff:fe00:1 hl-eth0.2: 56 data

bytes

64 bytes from fe80::200:ff:fe00:2: icmp_seq=1 ttl=64 time=0.609
64 bytes from fe80::200:ff:fe00:2: icmp_seq=2 ttl=64 time=0.046
64 bytes from fe80::200:ff:fe00:2: icmp_seq=3 ttl=64 time=0.046
64 bytes from fe80::200:ff:fe00:2: icmp_seq=4 ttl=64 time=0.057

vlan_id = 110 AtO[Ct h32F h4 ALO[ofl= #2|0] SEE|0 AUA| 47| WEO, ping IHZ! ZE

rr
Wi
sl

n
T
a

host: h3:

root@ryu-vm:~# ping6 -I h3-eth0.110 fe80::200:ff:fe00:4

PING fe80::200:ff:fe00:4(fe80::200:ff:fe00:4) from fe80::200:ff:fe00:3 h3-eth0.110: 56 data
bytes

From fe80::200:ff:fe00:3 icmp_seq=1 Destination unreachable: Address unreachable

From fe80::200:ff:fe00:3 icmp_seq=2 Destination unreachable: Address unreachable

From fe80::200:ff:fe00:3 icmp_seq=3 Destination unreachable: Address unreachable

~C

--- £fe80::200:ff:fe00:4 ping statistics ---

4 packets transmitted, O received, +3 errors, 1007 packet loss, time 3014ms

I{Z10| RG] W20 227t S E LT
controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet(dst='33:33:ff:00:00:04"',ethertype
=33024,src='00:00:00:00:00:03"'), vlan(cfi=0,ethertype=34525,pcp=0,vid=110), ipv6(dst='£ff02::1:
ff00:4‘,ext_hdrs=[],flow_labe1=0,hop_limit=255,nxt=58,payload_length=32,src='f980::200:ff:feOO

:3',traffic_class=0,version=6), icmpv6(code=0,csum=31375,data=nd_neighbor (dst='£fe80::200:ff:
fe00:4"',option=nd_option_sla(data=None,hw_src='00:00:00:00:00:03"',length=1) ,res=0),type_=135)
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11.5 REST API =&

O| ZHofl M A7H St rest_firewall2| REST APIS LI EHLICY

11.5.1 DE AQ[Q] AFR s AMEf 7|

HAME | GET
URL /firewall/module/
status
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11.5. REST API 22

11.5.2 2 A22/2| AR THs Afel 7
HAME PUT
URL /firewall/module/{op}/{switch}
--op: [ “enable' | “disable' ]
--switch: [ "all"' | 22%|ID ]
Fo 2t AR|2|e] 27| &Ef= “disable"= &[0 JUEL

ct.

11.5.3 & {2l 7}3 27|

HAME GET

URL /firewall/rules/{switch}[/{vlan}]
--switch: [ all" | 2A9/ZID ]
--vlan: [ “all"' | VLAN ID ]

F9 VLAN IDQ| 2| &2 MEf Attt

11.5.4 12l 27}

HAE POST

URL /firewall/rules/{switch}[/{vlan}]
--switch: [ “all'' | 22{X|ID ]
--vlan: [ "all' | VLAN ID ]

o] & priority:[ 0 - 65535 ]
in_port:[ 0 - 65535 ]
dl_src:" XXX XXX XX XX
dl_dst:" XXX EXXEXXEXXEXXD!
di_type:[ "ARP' | "IPv4" | VIPv6'' ]
NW_SIC: " XXX XXX XXX XXX/XXD
nw_dst:"" XXX XXX XXXXXD
IPVE_SIC: " CXXXXIXXXXIXXXX XXX XXX XXXX I XXXX X
XX
IPVE_dst: " XXX XXX XXX XXXK XXX XXX XXX X
XxO"
nw_proto':[ “TCP'" | “UDP" | “ICMP" |
“ICMPv6'" ]
tp_src:[ 0 - 65535 ]
tp_dst:[ 0 - 65535 ]
actions: [ TALLOW'"' | "DENY"' ]

39| =0 H5otH 2! ID7t EH =0 SEO| e

LIt

XXX/

XXX/

VLAN ID2| A| 2 HEH AL LICE
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11.5.5 F2! Abx|

HME DELETE

URL [firewall/rules/{switch}[/{vlan}]
--switch: [ Vall" | 22D ]
--vlan: [ “all"' | VLAN ID ]

oj|o| E4 rule_id:[ "all" [ 1- ... ]
Zo| VLAN D2 2| H2 e A L|CE
11.5.6 2.5 AQ|z| 271 AEf 7}A 27|
HAME | GET
URL /firewall/log/
status

11.5.7 Zt A2|z|e| 27 Al HA

HAME PUT

URL /firewall/log/{op}/{switch}
--op: [ "enable' | “disable' ]
--switch: [ “all"' | 22(%|ID ]

F2 2 22|29 27| HEl= Tenable" 250 JSH
ct.
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CHAPTER 12

2Ef
0| Z0|lM= RESTOIM EH0| 7ttt 2tREE AFESH= R0 s AL C
12.1 EHl EEHES| 2t o
CIE 22 EZZ2XE UE0 2 AR (BIRE)0| AL B2Z RIISIALE AAE 2 SAE 70| S4
ts 0{EE =Qlst= UEHES ATHELICH
h2
IP: 172. 16 10.10
S2
ﬂQ switch_id:
0000000000000002
sl
switch_id: S3
0000000000000001 switch id:
, 0000000000000003
£ N
ol |
IP: 172.16.20.10 IP: 192.168.30.10
12.1.1 g4 =
1 Mininetof|l 84S 81T} mn YEL| 0§27 Hy= CHE2 25U T
OfoHH~ | 2t 49
topo linear,3 | 3 712 A%2|7| Y2 HAZAL|= EEZ2
mac o= AZO2 SAEQ MAC FAE MY
switch ovsk Open vSwitchE At
controller | remote | OpenFlow ZHEE2{= 2|89 Z1S 0|8
X o= xterm= A|2f
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2 ofl= Ch32 25U Ch

ryu@ryu-vm:~$ sudo mn --topo linear,3 --mac --switch ovsk --controller remote -x

*x* Creating network

**%*x Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*x* Adding hosts:

hi h2 h3

*** Adding switches:

sl s2 s3

*** Adding links:

(h1, s1) (h2, s2) (h3, s3) (s1, s2) (s2, s3)
***x Configuring hosts

hi h2 h3

*** Running terms on localhost:10.0

***x Starting controller

*x* Starting 3 switches

sl s2 s3

***x Starting CLI:

mininet>

Lot &£ O HEE2{9] xtermS A|&FEHL|C}

mininet> xterm cO

mininet>

0|0f 2} 2tRE{0flA AFE3t= OpenFlow HAS 1.322 HFFLICH

switch: s1 (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

switch: s2 (root):

root@ryu-vm:~# ovs-vsctl set Bridge s2 protocols=0penFlowl3

switch: s3 (root):

root@ryu-vm:~# ovs-vsctl set Bridge s3 protocols=0penFlowl3

JAHLE 4 SAENM 2522 & & IP 45 HAst M2 IP F45 2L

host: h1:

root@ryu-vm: i 10.0.0.1/8 dev hil-ethO

root@ryu-vm: i 172.16.20.10/24 dev hl-ethO

host: h2:

root@ryu-vm: i 10.0.0.2/8 dev h2-ethO
root@ryu-vm: i 172.16.10.10/24 dev h2-ethO

host: h3:

root@ryu-vm: i 10.0.0.3/8 dev h3-ethO

root@ryu-vm: i 192.168.30.10/24 dev h3-ethO
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Ofz|gte 2 HEZZ xtermOilA] rest_routerS A|ZHEHL|CT

controller: cO (root):

root@ryu-vm:~# ryu-manager ryu.app.rest_router

loading app ryu.app.rest_router

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_router of RestRouterAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(2212) wsgi starting up on http://0.0.0.0:8080/

Ryut 2t2E] Zto| HA0| dE5tH THg OIA|A|7F EAIELICH

controller: cO (root):

[RT] [INFO] switch_id=0000000000000003: Set SW config for TTL error packet in.

[RT] [INFO] switch_id=0000000000000003: Set ARP handling (packet in) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000003: Set L2 switching (normal) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000003: Set default route (drop) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000003: Start cyclic routing table update.

[RT] [INFO] switch_id=0000000000000003: Join as router.

HA 2tRE s1 F47172.16.20.1/24,217172.16.30.30/24 ,5 A& LLICE

FM: 0|=9| 20| M AESH= REST API2| ZtA[eH LIE2 & BRE2|'REST APl 25 2 ZZ5HAIL.

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"address":"172.16.20.1/24"}' http://localhost:8080/router
/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.30.30/24"}' http://localhost:8080/router
/0000000000000001
[

"switch_id": "0000000000000001",

"command_result": [
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"result": "success",

"details": "Add address [address_id=2]"

REST &9

03 OS2 2F2E s20]] £4M1172.16.10.1/24.172.16.30.1/247192.168.10.1/24 .2 LAHEL|C},
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"address":"172.16.10.1/24"}'
/0000000000000002

[

http://localhost :8080/router

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",

"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.30.1/24"}'
/0000000000000002
[

http://localhost :8080/router

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",

"details": "Add address [address_id=2]"

root@ryu-vm:~# curl -X POST -d '{"address": "192.168.10.1/24"}"'
/0000000000000002

[

http://localhost:8080/router

"switch_id": "0000000000000002",
"command_result": [
{

"result": "success",

"details": "Add address [address_id=3]"

ESF 2FRE] s30]| £4M192.168.30.1/24,217192.168.10.20/24,8 24 LT}

=20 -J

Node: cO (root):
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root@ryu-vm:~# curl -X POST -d '{"address": "192.168.30.1/24"}' http://localhost:8080/router
/0000000000000003
[

"switch_id": "0000000000000003",

"command_result": [
{
"result": "success",
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "192.168.10.20/24"}' http://localhost:8080/router
/0000000000000003
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"details": "Add address [address_id=2]"

2t2E0 IP FAE e £ 7| IIE20| 2 SAE0| 7|2 HO|EQ0|2 SZELCH.
host: h1:

root@ryu-vm:~# ip route add default via 172.16.20.1

host: h2:

root@ryu-vm:~# ip route add default via 172.16.10.1

host: h3:

root@ryu-vm:~# ip route add default via 192.168.30.1

1213 7|12 4

]
x
A

Zt 2tRE0| 7|2 d2E 4EeU o
HA 2tRE 12| 7|2 BE=Z 2tRE 28 HY LTt
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"gateway": "172.16.30.1"}"' http://localhost:8080/router
/0000000000000001
[

"switch_id": "0000000000000001",

"command_result": [

{
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"result": "success",

"details": "Add route [route_id=1]"

2tRE s29| 7|2 B2= 2tRH 512 2 U

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"gateway": "172.16.30.30"}' http://localhost:8080/router
/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",

"details": "Add route [route_id=1]1"

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"gateway": "192.168.10.1"}' http://localhost:8080/router
/0000000000000003
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",

"details": "Add route [route_id=1]1"

12.1.4 34 4= 44

2FRE{ s20] CHEH 2RE] s3 8512 SAE (192.168.30.0/24)0| 1 22 & MAELIC}
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"destination": "192.168.30.0/24", "gateway":
"192.168.10.20"}"' http://localhost:8080/router/0000000000000002
[

"switch_id": "0000000000000002",

"command_result": [

{

"result": "success",
"details": "Add route [route_id=2]"
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172.16.30.0/24

172.16.30.30/2 92.168.10.20/24

e
S &=

12.1.5 4Y W& &l
2t at2efo] HHE LIS BolFLIcH

Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/router/0000000000000001

[
{
"internal_network": [
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "172.16.30.1"
}
15
"address": [
{
"address_id": 1,
"address": "172.16.20.1/24"
¥o
{
"address_id": 2,
"address": "172.16.30.30/24"
¥
]
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}
1,
"switch_id": "0000000000000001"

root@ryu-vm:~# curl http://localhost:8080/router/0000000000000002
[

"internal_network": [
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "172.16.30.30"

"route_id": 2,
"destination": "192.168.30.0/24",
"gateway": "192.168.10.20"
}
1,
"address":
{
"address_id": 2,

"address": "172.16.30.1/24"

"address_id": 3,

"address": "192.168.10.1/24"

"address_id": 1,
"address": "172.16.10.1/24"

"switch_id": "0000000000000002"

root@ryu-vm:~# curl http://localhost:8080/router/0000000000000003
[

"internal_network":
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "192.168.10.1"
}
15
"address":
{
"address_id": 1,

"address": "192.168.30.1/24"




¥o
{
"address_id": 2,

"address": "192.168.10.20/24"

"switch_id": "0000000000000003"

O AEHOIIA pingOl| 2|5t SAIE SRISHHEMAIR. HA h20|A h30|| pingE SHBLICH YU T H34

host: h2:

root@ryu-vm:~# ping 192.168.30.10

PING 192.168.30.10 (192.168.30.10) 56(84) bytes of data.

64 bytes from 192.168.30.10: icmp_req=1 ttl=62 time=48.8 ms
64 bytes from 192.168.30.10: icmp_req=2 ttl=62 time=0.402 ms
64 bytes from 192.168.30.10: icmp_req=3 ttl=62 time=0.089 ms
64 bytes from 192.168.30.10: icmp_req=4 ttl=62 time=0.065 ms

ESHh20|M h12 pingS AMELICE O|Z= AHCHE LIS & J=A| &l & 4 QSL|CH
host: h2:

root@ryu-vm:~# ping 172.16.20.10

PING 172.16.20.10 (172.16.20.10) 56(84) bytes of data.

64 bytes from 172.16.20.10: icmp_req=1 ttl=62 time=43.2 ms
64 bytes from 172.16.20.10: icmp_req=2 ttl=62 time=0.306 ms
64 bytes from 172.16.20.10: icmp_req=3 ttl=62 time=0.057 ms
64 bytes from 172.16.20.10: icmp_req=4 ttl=62 time=0.048 ms

12.1.6 A2 HZ Ay

2t E] s20] 4E st 2tRE s30| A Z2E AR

Node: cO (root):

root@ryu-vm:~# curl -X DELETE -d '{"route_id": "2"}' http://localhost:8080/router
/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{

"result": "success",

"details": "Delete route [route_id=2]"
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2tRE 20 EYE JES &QSIHEYAIL. 2hRF s30| 1Y 27t MAE A= L 4+ ASLIE

=1
Node: cO (root):
root@ryu-vm:~# curl http://localhost:8080/router/0000000000000002

[

"internal_network": [

{

"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "172.16.30.30"

¥
1
"address": [
{
"address_id": 2,

"address": "172.16.30.1/24"

"address_id": 3,

"address": "192.168.10.1/24"

"address_id": 1,

"address": "172.16.10.1/24"

"switch_id": "0000000000000002"

Of &EHOIIA pingOil 23t 412 SRASIHEMAI2. h20|M h37HA|= =M HE7t @10 T20f AL 4 §f

root@ryu-vm:~# ping 192.168.30.10

PING 192.168.30.10 (192.168.30.10) 56(84) bytes of data.

~C

--- 192.168.30.10 ping statistics ---

12 packets transmitted, O received, 1007 packet loss, time 11088ms

12.1.7 ZA AR

0|

2tPE 510 B &t FAM172.16.20.1/24 /5 AAEHLCH

[

Node: cO (root):

root@ryu-vm:~# curl -X DELETE -d '{"address_id": "1"}' http://localhost:8080/router
/0000000000000001

[

"switch_id": "0000000000000001",
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"command_result":
{
"result":

"details":

L

"success",
"Delete address [address_id=1]"

2tRE 510 S8 dE2S SQUSHEYAIR. 2h28 10| Y& IP T2 57172.16.20.1/24 7t AAE
As g4 AsHC

root@ryu-vm:~# curl http
[

://localhost :8080/router/0000000000000001

"internal_network":

{

"route_id":

"destination":

"gateway":
}
1,
"address": [

{

1,
"0.0.0.0/0",
"172.16.30.1"

"address_id": 2,

"address":

"switch_id":

Of &fE{0Il A pingOil 2f5t &
2t Ef sT0lA AR5t ©

host: h2:

"172.16.30.30/24"

"0000000000000001"

T HAY

Al2. h20iM h122= h10l| £
gltte AHEE € & glaUth

&3t 5hel QE{Hof| Chet Y2 S

root@ryu-vm:~# ping 172.16.20.10

PING 172.16.20.10 (172.16.20.10) 56(84) bytes of data.

~C

--- 172.16.20.10 ping statistics ---

time 18004ms

100% packet loss,

19 packets transmitted, O received,

12.2 HE| HHES] Z2} of

0|01 VLANO|| of5t EHHE 20| O|R0{A|1 U= LSt 22 ES2AIE U= 2 £29(2] (2H2E)0| 5
20} F2E FIIGHALE AAY 24 SAE 7o S41 0125 &Qlsts Yy S AHFLIL
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hls2 h2s2

192.168.30.10/24  192.168.30.11/24
VLAN ID=2 VLAN ID=110

sl

0000000000000002 3
0000000000000001 S

0000000000000003

= 5= i

hlsl h2sl h153 h253

172.16.10.10/24 172.16.10.11/24 172.16.20.10/24 172.16.20.11/24
VLAN ID=2 VLAN ID=110 VLAN ID=2 VLAN ID=110

12.2.1 24 =

4 Mininetdf| &3S FSELICH mn FEO| 07 Ha= TS 20| YLIC

O 7t 4~ o A3

topo linear,3,2 3709 AL2(z7t AEz2 HEL =
EEZEZX|
(ZFr &20z[0f 2 7He| EAEDVHHA
a&E)

mac ola ASOo2 SAEQ MAC FAE
A4

switch ovsk Open vSwitch& AtE

controller remote OpenFlow ZHEE2{= 282 A
208

X gle xtermE A|2}

ryu@ryu-vm:~$ sudo mn --topo linear,3,2 --mac --switch ovsk --controller remote -x

*x* Creating network

*** Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*** Adding hosts:

hisl hl1s2 h1s3 h2s1 h2s2 h2s3

**%*x Adding switches:

sl s2 s3

*x* Adding links:

(his1, s1) (hi1s2, s2) (hi1s3, s3) (h2s1, s1) (h2s2, s2) (h2s3, s3) (s1, s2) (s2, s3)
**x* Configuring hosts

hisl hi1s2 hi1s3 h2sl1 h2s2 h2s3

*** Running terms on localhost:10.0

**x* Starting controller

***x Starting 3 switches

sl s2 s3

*** Starting CLI:
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Lot HAES 29| xterm

[y

mjo
ob
=
in
=
12
ik
£
i

mininet> xterm cO

mininet>

0|0f 2t 2t E{0| M A2 3H= OpenFlow HAES 1.3292 MAEL|CE
switch: s1 (root):

switch: s2 (root):

root@ryu-vm:~# ovs-vsctl set Bridge s2 protocols=0penFlowl3

switch: s3 (root):

root@ryu-vm:~# ovs-vsctl set Bridge s3 protocols=0penFlowl3

2 T 2 2 AE QIF{H[0] A0 VLAN IDE 25t M22 IP A5 48 UL

host: h1s1:

root@ryu-vm: i 10.0.0.1/8 dev hlsl-ethO

root@ryu-vm: i link hlsl-ethO name hilsl-eth0.2 type vlan
root@ryu-vm: i 172.16.10.10/24 dev hlsl-eth0.2
root@ryu-vm: i dev hlsl-eth0.2 up

host: h2s1:

root@ryu-vm: i 10.0.0.4/8 dev h2s1-ethO

root@ryu-vm: i link h2sl1-ethO name h2s1-eth0.110 type vlan id 110
root@ryu-vm: i 172.16.10.11/24 dev h2s1-eth0.110

root@ryu-vm: i dev h2s1-eth0.110 up

host: h1s2:

root@ryu-vm: i 10.0.0.2/8 dev hils2-ethO

root@ryu-vm: i link hls2-ethO name hls2-eth0.2 type vlan id 2
rootQ@ryu-vm: i 192.168.30.10/24 dev hils2-eth0.2

root@ryu-vm: i dev hls2-eth0.2 up

host: h2s2:

root@ryu-vm: i 10.0.0.5/8 dev h2s2-ethO

root@ryu-vm: i link h2s2-eth0 name h2s2-eth0.110 type vlan id 110
root@ryu-vm: i 192.168.30.11/24 dev h2s2-eth0.110

root@ryu-vm: i dev h2s2-eth0.110 up

host: h1s3:

root@ryu-vm: i 10.0.0.3/8 dev h1s3-ethO
root@ryu-vm: i link hl1s3-ethO name hls3-eth0.2 type vlan id 2

root@ryu-vm: i 172.16.20.10/24 dev hls3-eth0.2
root@ryu-vm: i dev hls3-eth0.2 up
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host: h2s3:

root@ryu-vm: i 10.0.0.6/8 dev h2s3-ethO
root@ryu-vm: i link h2s3-ethO name h2s3-eth0.110 type vlan id 110

root@ryu-vm: i 172.16.20.11/24 dev h2s3-eth0.110
root@ryu-vm: i dev h2s3-eth0.110 up

OfR|eo 2 HEZ2 xtermOf|A rest_router2 A| &L CE.
controller: cO (root):

root@ryu-vm:~# ryu-manager ryu.app.rest_router

loading app ryu.app.rest_router

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_router of RestRouterAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(2447) wsgi starting up on http://0.0.0.0:8080/

Ryut 2t2E] Zto| HA0| d5 ot THg OIA|A|7F EAIFLICH

controller: cO (root):

[RT][INFO] switch_id=0000000000000003: Set SW config for TTL error packet in.

[RT] [INFO] switch_id=0000000000000003: Set ARP handling (packet in) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000003: Set L2 switching (normal) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000003: Set default route (drop) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000003: Start cyclic routing table update.

[RT][INFO] switch_id=0000000000000003: Join as router.

o 271 312 3 20| BAlS|Y 24| 2=YLCt

12.2.2 A M4

2t 2tRE0 A5 S YLICH

A 2tRE s1 £47172.16.10.1/24,21710.10.10.1/24,2 &t LUt 2 VLAN IDOHCE HE 3l

OFgfLct.

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.10.1/24"}' http://localhost:8080/router

/0000000000000001/2
[

"switch_id": "0000000000000001",
"command_result": [

{

"result": "success",
"vlan_id": 2,

"details": "Add address [address_id=1]"
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root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.1/24"}' http://localhost:8080/router
/0000000000000001/2

[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"vlan_id": 2,

"details": "Add address [address_id=2]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.10.1/24"}' http://localhost:8080/router
/0000000000000001/110

[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"vlan_id": 110,
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.1/24"}' http://localhost:8080/router
/0000000000000001/110

[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"ylan_id": 110,
"details": "Add address [address_id=2]"

O™ O3 2FRE 520 £471192.168.30.1/24,2710.10.10.2/24,2 48

=2 O

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"address": "192.168.30.1/24"}' http://localhost:8080/router
/0000000000000002/2

[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",

"ylan_id": 2,




Chapter 12. 2}E

"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.2/24"}' http://localhost:8080/router
/0000000000000002/2
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"vylan_id": 2,
"details": "Add address [address_id=2]"

root@ryu-vm:~# curl -X POST -d '{"address": "192.168.30.1/24"}' http://localhost:8080/router
/0000000000000002/110
L

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"ylan_id": 110,
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.2/24"}' http://localhost:8080/router
/0000000000000002/110
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"ylan_id": 110,
"details": "Add address [address_id=2]"

EBF 2FRE s30) FAM172.16.20.1/24,21710.10.10.3/24,8 4

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.20.1/24"}' http://localhost:8080/router
/0000000000000003/2
[
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"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"vylan_id": 2,

"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.3/24"}' http://localhost:8080/router
/0000000000000003/2

[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"vlan_id": 2,

"details": "Add address [address_id=2]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.20.1/24"}' http://localhost:8080/router
/0000000000000003/110
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"ylan_id": 110,
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.3/24"}' http://localhost:8080/router
/0000000000000003/110

[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"ylan_id": 110,
"details": "Add address [address_id=2]"

= 7| W20f 24 SAE 7|2 A0|EQ0|=2 SEELICE

=
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host: h1s1:
root@ryu-vm:~# ip route add default via 172.16.10.1

host: h2s1:

root@ryu-vm:~# ip route add default via 172.16.10.1

host: h1s2:

root@ryu-vm:~# ip route add default via 192.168.30.1

host: h2s2:

root@ryu-vm:~# ip route add default via 192.168.30.1

host: h1s3:

root@ryu-vm:~# ip route add default via 172.16.20.1

host: h2s3:

root@ryu-vm:~# ip route add default via 172.16.20.1

=
488 F2

rr

Chaa Z2E Lo

hls2 h2s2

192.168.30.10/24 192.168.30.11/24
VLAN |D=2 VLAN ID=110
—]

hlsl h2s1 hls3 h2s3

172.16.10.10/24 172.16.10.11/24 172.16.20.10/24 172.16.20.11/24

VLAN ID=2 VLAN ID=110 VLAN ID=2 VLAN ID=110
1223 7|2 A2 9l HAM A=z MH

2t B} E{0f 7|2 A2
Bi%| 212E 512| 7|

Node: cO (root):
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root@ryu-vm:~# curl -X POST -d '{"gateway": "10.10.10.2"}' http://localhost:8080/router
/0000000000000001/2
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"vlan_id": 2,

"details": "Add route [route_id=1]1"

root@ryu-vm:~# curl -X POST -d '{"gateway": "10.10.10.2"}' http://localhost:8080/router
/0000000000000001/110
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"vlan_id": 110,
"details": "Add route [route_id=1]"

2tRE s29| 7|2 A2= 2tRH 512 2 UL

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"gateway": "10.10.10.1"}' http://localhost:8080/router
/0000000000000002/2
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"ylan_id": 2,

"details": "Add route [route_id=1]"

root@ryu-vm:~# curl -X POST -d '{"gateway": "10.10.10.1"}' http://localhost:8080/router
/0000000000000002/110
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",

"vlan_id": 110,
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"details": "Add route [route_id=1]1"

2tPE s39| 7|2 2= 2P 28

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"gateway": "10.10.10.2"}"' http://localhost:8080/router

/0000000000000003/2
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"vlan_id": 2,

"details": "Add route [route_id=1]"

root@ryu-vm:~# curl -X POST -d '{"gateway": "10.10.10.2"}' http://localhost:8080/router

/0000000000000003/110
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"ylan_id": 110,
"details": "Add route [route_id=1]1"

0|0] 2}2E] 520 CH3l 2tE] s3 2519 SAE (172.16.20.0/24)9] AH

QI F0f 2 A FLICt.

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"destination": "172.16.20.0/24", "gateway":

http://localhost :8080/router/0000000000000002/2
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"vlan_id": 2,
"details": "Add route [route_id=2]"

|C}. vlan_id

"10.10.10.3"}"

2
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12.2.4 44 U

2t 2tRE0| 28E UE

—

Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/router/all/all
L

"internal_network": [
Ory
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.2"
}
Iy
"vylan_id": 2,
"address": [
{
"address_id": 2,
"address": "10.10.10.1/24"
¥o
{
"address_id": 1,

"address": "172.16.10.1/24"

"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.2"
}
15
"vlan_id": 110,
"address": [
{
"address_id": 2,
"address": "10.10.10.1/24"
i
{
"address_id": 1,

"address": "172.16.10.1/24"

"switch_id": "0000000000000001"
e
{
"internal_network": [
{3,
{

"route": [
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"route_id": 2,
"destination": "172.16.20.0/24"
"gateway": "10.10.10.3"

"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.1"
}
1
"ylan_id": 2,
"address": [
{
"address_id": 2,

"address": "10.10.10.2/24"

"address_id": 1,

"address": "192.168.30.1/24"

"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.1"
}
15
"vlan_id": 110,
"address": [
{
"address_id": 2,

"address": "10.10.10.2/24"

"address_id": 1,

"address": "192.168.30.1/24"

"switch_id": "0000000000000002"
1,

"internal_network": [
{3,
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.2"
}
1,
"vlan_id":

"address":
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"address_id": 1,

"address":

"address_id": 2,

"address": "10.10.10.3/24"

"route": [
{
"route_id": 1,
"destination":
"10.10.10.2"

"gateway":

}
I
"vlan_id": 110,
"address": [
{
"address_id": 1,

"address":

"address_id": 2,

"address": "10.10.10.3/24"

"switch_id": "0000000000000003"
}

]

"172.16.20.1/24"

"0.0.0.0/0",

"172.16.20.1/24"

2t 2tREQ 2 LES B= LIEU T tt3at 20| FL o

22 | VLAN | IP & NEEED 14 Z=2

£ ID

s1 2 172.16.10.1/24, 10.10.10.2(52)
10.10.10.1/24

s1 110 172.16.10.1/24, 10.10.10.2(52)
10.10.10.1/24

52 2 192.168.30.1/24, 10.10.10.1(41EHAH172.16.20.0/24, HO|E|0|:
10.10.10.2/24 10.10.10.3(s3)

52 110 192.168.30.1/24, 10.10.10.1(31)
10.10.10.2/24

s3 2 172.16.20.1/24, 10.10.10.2(52)
10.10.10.3/24

s3 110 172.16.20.1/24, 10.10.10.2(52)
10.10.10.3/24

h1s10lX h1s30i| Clislf pingS A= BILICH 22 vian_id=22| SAE7|2|0|0, 2tE] s20] s30i[A 2F &

27h 230 7| Y20 S410] 7S L.

187



Chapter 12. 2}E

host: h1s1:

root@ryu-vm:~# ping 172.16.20.10
PING 172.16.20.10 (172.16.20.10) 56(84) bytes of data.
64 bytes from 172.16.20.10: icmp_req=1 ttl=61 time=45.9 ms

64 bytes from 172.16.20.10: icmp_req=2 ttl=61 time=0.257 ms
64 bytes from 172.16.20.10: icmp_req=3 ttl=61 time=0.059 ms
64 bytes from 172.16.20.10: icmp_req=4 ttl=61 time=0.182 ms

h2s10{|A h2s3 CH3l pingS A|SEHLICH Z2 vian_id=110 SAE7|2|0|X| 8 2}RE{ s20i s30f|A 0&
27t HH| o JYR| 7| 20| S410| 27HsFLICE

host: h2s1:

root@ryu-vm:~# ping 172.16.20.11

PING 172.16.20.11 (172.16.20.11) 56(84) bytes of data.
~C

--- 172.16.20.11 ping statistics ---

8 packets transmitted, O received, 100% packet loss, time 7009ms

hls2 h2s2

192.168.30.10/24 192.168.30.11/24
VLAN ID=110

hlsl h2s1 hls3 h2s3
172.16.10.10/24 172.16.10.11/24 172.16.20.10/24 172.16.20.11/24
VLAN ID=2 VLAN ID=110 VLAN ID=2 VLAN ID=110

Of ZolME F1M 2l Ol 2 STAM 2tRE2| AFE S 2SI

12.3 REST API 22

O| Ol M A7 SH rest_routere| REST APIE LIEELICE.
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12.3.1 M3 71427

HME GET

URL /router/{switch}[/{vlan}]
--switch: [ Vall" | 22D ]
--vlan: [ “all"' | VLAN ID ]

F9| VLAN IDQ| A| 2 MEHd AFtAL|CE,
12.3.2 A MA

HAE POST

URL /router/{switch}[/{vlan}]

--switch: [ Tall'' | 22 2|ID ]
--vlan: [ "all"' | VLAN ID ]

e [[o][3] address:" KXXCXXX XXX XXX/XXO

F9| T4 242 FE Y WO +AsHOFLIC

VLAN IDQ| A| Y2 MEH AtQIL|CE,

12.3.3 44 4= M4

HAME POST

URL /router/{switch}[/{vlan}]
--switch: [ Tall'' | 22| 2|ID ]
--vlan: [ “all"' | VLAN ID ]

e [o] ]2 destination: "' <XxXx XXX XXX XXX/XX>""
gateway: " XXX XXX XXX XXXD "'
F9 VLAN ID2| A|Z& e AFtIL|Ct,

12.3.4 C|ZEE F=z A4

HAE POST

URL /router/{switch}[/{vlan}]
--switch: [ Tall'' | 22 Z|ID ]
--vlan: [ "all"' | VLAN ID ]

Glojg gateway:" XXX XXX XXX XXX

o)) VLAN ID2| A2 HEH AL LTt
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12.3.5 4 AlA|

HME DELETE

URL /router/{switch}[/{vlan}]
--switch: [ Vall" | 22D ]
--vlan: [ “all"' | VLAN ID ]

H|o|E address_id:[ 1- ... ]

ETY VLAN ID9] 2|2 Meh ArrelLct,

12.3.6 FE AlA|

HME DELETE

URL /router/{switch}[/{vlan}]
--switch: [ Tall'' | 22 2|ID ]
--vlan: [ “all"' | VLAN ID ]

H|o|E route_id:[ 1 - ... ]

Z9| VLAN IDQ| 2| ¥-2 &4 AFSILICEH
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QoS
0| 20| M= RESTOf|A AZ0| 7155t QoS 7|=2| AL BHHO|| CHa MEELIC.
13.1 QOSO'" EH%H
QoS (Quality of Service)= HIE A0 M H|O|E{Q] ZSFO0f HE 244 &=2/0f| T2} C|O|HE dEstHLU &

| 2
3 SAS 9IS HEYR (HUZS 0o} YHF SE2 S & 4 UEE BH J|SYLITE OpenFlow
& o= Aofoll 25t Qo7 FHsELICY,

Ixraoo
13.2 E22F 7| QoS2| 52 o

St L2 EEZX|E VY5t A92| Queue BH L 722
SLICH E3HOFS12] WAN £ QIE{H|O|A0|M E2fT 40X

OFS1

WAN ﬂ‘t’;

congestion!!

host

13.2.1 &4 =

24 Mininetof #8S FEELICH nn YAHL| 07 H= S S LT

O 4= | 2F A4

mac o) A2 SAEO MAC &S S
switch ovsk Open vSwitch& A&

controller | remote | (HX£9|) 2|8 OpenFlow HAEE2Z| AlE
X UGS xterm= A2}

o
2 ofl= Ch3 2 25U Ch

191



Chapter 13. QoS

ryu@ryu-vm:~$ sudo mn --mac --switch ovsk --controller remote -x

***x Creating network

*x* Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*%*x Adding hosts:

hi h2

*** Adding switches:

s1

*** Adding links:

(h1, s1) (h2, s1)

*x* Configuring hosts

hi h2

*** Running terms on localhost:10.0
*** Starting controller

*** Starting 1 switches

s1

*x* Starting CLI:

mininet>

E5t AEZ2{9Q| xtermS THA| A|2sOFRLICE.

mininet> xterm cO

mininet>

Creez, AQ|2|0|A AFRSH= OpenFlow HAHE 1.322 MASHL|CI E5F OVSDBO| HMAE 5+7| 2I5H
6632 LEZ LIS Y ELICE

switch: s1 (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

root@ryu-vm:~# ovs-vsctl set-manager ptcp:6632

O|0rA 2|2l 512 0| M AFR3HE simple_switch_13.py HYUS £ EL|CH rest_gos.py 22 EH|O|=22]
r0|1I 2OIO M 222l HE D245t U7| W20 simple_switch_13.py2| £222 =8 table id: 10|
EoteE HEFLIC

controller: cO (root)

root@ryu-vm:~# sed '/OFPFlowMod(/,/)/s/)/, table_id=1)/' ryu/ryu/app/simple_switch_13.py > ryu

/ryu/app/qos_simple_switch_13.py
root@ryu-vm:~# cd ryu/; python ./setup.py install

Ofz|gto 2 HEZZ xtermOl|A rest_gos, gos_simple_switch_13, rest_conf_switchS A|ZFgtL|C},

controller: cO (root):

root@mininet-vm:~/ryu# ryu-manager ryu.app.rest_qos ryu.app.qos_simple_switch_13 ryu.app.
rest_conf_switch

loading app ryu.app.rest_qos

loading app ryu.app.qos_simple_switch_13

loading app ryu.app.rest_conf_switch

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

instantiating app None of DPSet
creating context dpset

instantiating app None of ConfSwitchSet

creating context conf_switch
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creating context wsgi

instantiating app ryu.app.rest_conf_switch of ConfSwitchAPI

instantiating app ryu.app.qos_simple_switch_13 of SimpleSwitchil3
instantiating app ryu.controller.ofp_handler of OFPHandler
instantiating app ryu.app.rest_qos of RestQoSAPI

(3519) wsgi starting up on http://0.0.0.0:8080/

Ryuet A2{2| AtO|0f| HZ 0| 455t TS BIA| |7t EA[E LT

controller: cO (root):

[QoS] [INFO] dpid=0000000000000001: Join qos switch.

S 27t EA|=|H 28| = L{C

13.2.2 Queue A%

AQIZ| Queues MYEHLICH
FID | X &2 | A LE

0 500Kbps | -

1 (1Mbps) | 800Kbps

FH4: 0|=9| 2YO|M ALESH= REST API2| A8 LHE2 & B F22"REST API 25 ;2 A2SHHA|2.

4, OVSDBOI| M| A5 | 9t 23S LT

Node: cO (root):

root@ryu-vm:~# curl -X PUT -d '"tcp:127.0.0.1:6632"' http://localhost:8080/v1.0/conf/switches

/0000000000000001/ovsdb_addr

root@ryu-vm:~#

Cl2o2 QueueZ MAEHLICE

root@ryu-vm:~# curl -X POST -d '{"port_name": "sl-ethl", "type": "linux-htb", "max_rate":
"1000000", "queues": [{"max_rate": "500000"}, {"min_rate": "800000"}]}' http://localhost:8080/
gos/queue/0000000000000001

[

"switch_id": "0000000000000001",
"command_result": {
"result": "success",
"details": {
"o": {
"config": {
"max-rate": "500000"
}
¥o
Dillg o

"config": {
"min-rate": "800000"
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FAD REST B9 &l 2= 27| == ZoUsstASLICH

13.2.3 QoS 44

E =2 =]
(M 22 | oA Ciet ZE | Z2EZF | Queue ID | (QoS ID)
1 10.0.0.1 | 5002 ubP 1 1

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"match": {"nw_dst": "10.0.0.1", "nw_proto": "UDP", "tp_dst":

"5002"}, "actions":{"queue": "1"}}' http://localhost:8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [

{

"result": "success",

"details": "QoS added. : qos_id=1"

2f 2020 2

rn
=
00
o
Job

[e)
ol
T
n

Node: cO (root):

root@ryu-vm:~# curl -X GET http://localhost:8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"gos": [
{

"priority": 1,
"dl_type": "IPv4",
"nw_proto": "UDP",
"tp_dst": 5002,
"qos_id": 1,

"nw_dst": "10.0.0.1",

"actions": [
{

n queue n. o nqn
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13.2.5 OjY=E =4

Of MEHOl|A iperf CHY 2 S 3l ELICt h1 MHO|ME UDP Z2EZ2 5001 ZEQ} 5002 LEOA 44
CHZIEHH L h2= 22t0|HE=, h19] 5001 ZEO| 1Mbps®| UDP EcHE & h12]| 5002 ZEOf 1Mbps
o| UDP E2fjTlg AMukstL|Ct

FM: O3 oAM=t S0 iperf (http://ipertf.fr/)& AEEUCE iperf 42| Y AL H#2 0| S0M= 43

A h1, h2 E{0|2S SHLIA AJREILICY,

mininet> xterm hil

mininet> xterm h2

Node: h1(1) (root):

root@ryu-vm:~# iperf

Node: h1(2) (root):

root@ryu-vm:~# iperf -i 1 -p 5002

Node: h2(1) (root):

root@ryu-vm:~# iperf .0.0.1 -p 5001 -u -b 1M

Node: h2(2) (root):

root@ryu-vm:~# iperf .0.0.1 -p 5002 -u -b 1M

Node: h1(1) (root):

4] local 10.0.0.1 port 5001 connected with 10.0.0.2 port 50375

ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
4] 0.0- 1. 60.3 KBytes 494 Kbits/sec 12.208 ms 4/ 42 (9.5%)

4] .0-
4] .0-
4] .0-
4] @=
4] .0-
4] .0-
4] @=
4] .0-
4] .0-
4] -©=10,
4] cO=ilil
4] .0-12.
4] -0=18,
4] .0-14.

e

4 datagrams received out-of-order

58.9 KBytes 482 Kbits/sec 12.538 ms 0/ 41 (0%)
58.9 KBytes 482 Kbits/sec 12.494 ms 0/ 41 (0%)
58.9 KBytes 482 Kbits/sec 12.625 ms 0/ 41 (0%)
58.9 KBytes 482 Kbits/sec 12.576 ms 0/ 41 (0%)
58.9 KBytes 482 Kbits/sec 12.561 ms 0/ 41 (0%)
.5 KBytes 94.1 Kbits/sec 45.536 ms 0/ 8 (0%)
.31 KBytes 35.3 Kbits/sec 92.790 ms 0/ 3 (0%)
.31 KBytes 35.3 Kbits/sec 135.391 ms 0/ 0%
.31 KBytes 35.3 Kbits/sec 167.045 ms (4 (0%)
.31 KBytes 35.3 Kbits/sec 193.006 ms 0/ 0%
.31 KBytes 35.3 Kbits/sec 213.944 ms 0/ 0%)
.31 KBytes 35.3 Kbits/sec 231.981 ms (4 (0%)
.31 KBytes 35.3 Kbits/sec 249.758 ms 0/ 0%)
4] L0=15, .31 KBytes 35.3 Kbits/sec 261.139 ms 0/ 0%)
4] .0-16. .31 KBytes 35.3 Kbits/sec 269.879 ms (4 (0%)
4] .0-17. 12.9 KBytes 106 Kbits/sec 204.755 ms 0/ (0%)
4] .0-18. .9 KBytes 482 Kbits/sec 26.214 ms 0/ 41 (0%)
4] .0-19. .9 KBytes Kbits/sec 13.485 ms o/ 41 (0%)

9
9
9
9

W ~N O s W N R O
[N

© 00 N O o b W N

IS S N N N O O
W oW W W W W W W W e

IS
© W W W W W Ww w w
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58.
58.
58.
60.
58.
58.
58.
58.
58.

KBytes 482 Kbits/sec . 0%
KBytes 482 Kbits/sec . 0%)
KBytes 482 Kbits/sec . 0%)
KBytes 494 Kbits/sec . 0%
KBytes 482 Kbits/sec . 0%)
KBytes 482 Kbits/sec . 0%
KBytes 482 Kbits/sec . (0%)
KBytes 482 Kbits/sec . 0%)
KBytes 482 Kbits/sec . 0%)
58.9 KBytes 482 Kbits/sec . 0%)
58.9 KBytes 482 Kbits/sec . 0%
1.19 MBytes 327 Kbits/sec . (0.47%)

4 datagrams received out-of

© © © © © © © W W W ©

.0
.0
.0
.0
.0
.0
.0
.0
.0
.0
.0
.6
.6

Node: h1(2) (root):

local 10.0.0.1 port 5002 connected with 10.0.0.2 port 60868

Interval Transfer Bandwidth Jitter Lost/Total Datagrams
.0- 1. 112 KBytes 917 Kbits/sec 4.288 0/ 78 (0%)
.0- 2. 115 KBytes 941 Kbits/sec .168 0/ 80 (0%)
.0- 3. 115 KBytes 941 Kbits/sec .454 o/ 80 (0%)
.0- 4. 113 KBytes 929 Kbits/sec .226 0/ 79 (0%)
.0- 5. 113 KBytes 929 Kbits/sec .096 0/ 79 (0%)
.0- 6. 113 KBytes 929 Kbits/sec .225 0/ 79 (0%)
.0- 7. 113 KBytes 929 Kbits/sec .055 o/ 79 (0%)
HOSICHE 113 KBytes 929 Kbits/sec .241 0/ 79 (0%)
.0- 9. 115 KBytes 941 Kbits/sec .886 0/ 80 (0%)
0=10. 112 KBytes 917 Kbits/sec .969 0/ 0%
.0-10. .19 MBytes 931 Kbits/sec 0%)

o

AR XIS SN N S

1
2
3
4
5
6
7
8
9
0

B0 M 2= Biet 20|, 50018 ZEZ gst= E2 HE% CHA = A2 2 Q15 500Kbps Ofstz Y- =1
50028 ZE=Z g¥ot= E2fE2 800kbps?| thEE 20| O|F0{3 S & &= US UL

13.3 DiffServe| QoSo| 2+ ofjA|

Ju

ool o A0l M= 220t QoSS MABH0] MM B H0f7t THs B W, 22|sts 2297t gotaS
ChoZ 2 Fojats A9I(0| 2297} E7t5t0] BYA0| Q&L s E220) QoSS H2lsts of
DiffServ E01910] @7 2LE{0 E2LE 0f2f SALE Lol 2 SHLOICH A0 St DifServE
482U, DiffServiz P AT4] ToS HEO| 6 8|S DSCP 262 AH2310f DSCP 200l Sl FOISi= PHE
of T2t H&HES QoSE ABELIC

Chgat e EZ2 2|2 JhYsta 2913 (2HRE) OFS10 Queue L S2HA0 Th3H LA Z A|0f2 Mt

1, 2tRE OFS2= S220 W2t DSCP 22 BEAlSI=E #2l& 1—1%3}% O|A| S 2o0ELCH E5t, OFST
9| WAN % QE{T|0| 20{| A Efil 0] HE ALE3S= 89S 7Lt

>

’
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2
(Router)

13.3.1 24 =

< Mininetdf] #3835 = &LICH nn Q| 07 Bl LS 25 LT
A
=2

Of7H 4= | 2f 13
topo linear,2 | 2702 2227 YE 2 HEEH ESZ4]
mac 4] 2tZo2 SAEQS MAC FAE H3
switch ovsk Open vSwitchE AtE
controller | remote | 2% OpenFlow ZEE2]{ 0|2
X = xterme AlZ

A3l o= ot 25Ut

ryu@ryu-vm:~$ sudo mn --topo linear,2 --mac --switch ovsk --controller remote -x
**x* Creating network

*** Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*** Adding hosts:

hi h2

**x* Adding switches:

sl

*%*x Adding links:

(h1, s1) (h2, si1)

*x* Configuring hosts

hi h2

*** Running terms on localhost:10.0

*x* Starting controller

*x* Starting 1 switches

s1

***x Starting CLI:

mininet>

T3, HES2{0| xtermE A|ZHEILICH,

mininet> xterm cO

mininet>

0]0] AL 2|0 M AtRSH= OpenFlow HZE 1322 MAFILICH E5F OVSDBO|| HA|ASH?| 2|5 6632

BER SAHES HHFLICL

switch: s1 (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

root@ryu-vm:~# ovs-vsctl set-manager ptcp:6632
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switch: s2 (root):

root@ryu-vm:~# ovs-vsctl set Bridge s2 protocols=0penFlowl3

OGS, 24 SAENM Ao 2 SHE P FAE MAIStL MEF IP FAE AHTLCT
host: h1:

root@ryu-vm: i .0.0.1/8 dev hl-ethO
root@ryu-vm: i .16.20.10/24 dev hl-ethO

host: h2:

root@ryu-vm: i .0.0.2/8 dev h2-ethO

root@ryu-vm: i .16.10.10/24 dev h2-ethO

ALSHAM, 2R E O M AL S rest_router.pyS TEELICE rest_gos.pydlME S22 E1| |22 oo|x
QIO A 22| 2Tk 7HY5ta LT[0, rest_router.py2| E22 =S table id: 10 SESH=F HEFYL

Ct.

controller: cO (root):

root@ryu-vm:~# sed '/OFPFlowMod(/,/)/s/0, cmd/1, cmd/' ryu/ryu/app/rest_router.py > ryu/ryu/

app/qos_rest_router.py
root@ryu-vm:~# cd ryu/; python ./setup.py install

OfR|ete 2 HEZ2] xtermO|M rest_qos, gqos_rest_router, rest_conf_switch& A|&&tL|C},

controller: cO (root):

root@mininet-vm:~/ryu# ryu-manager ryu.app.rest_qos ryu.app.qos_rest_router ryu.app.
rest_conf_switch

loading app ryu.app.rest_qos

loading app ryu.app.qos_rest_router

loading app ryu.app.rest_conf_switch

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

instantiating app None of ConfSwitchSet

creating context conf_switch

creating context wsgi

instantiating app ryu.app.rest_conf_switch of ConfSwitchAPI
instantiating app ryu.app.qos_rest_router of RestRouterAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
instantiating app ryu.app.rest_qos of RestQoSAPI

(4687) wsgi starting up on http://0.0.0.0:8080/

Ryult A|2| 7te| HZ0f| H&otH TS Bf|A|A|7F BA|ELICE
controller: cO (root):

[RT] [INFO] switch_id=0000000000000002: Set SW config for TTL error packet in.
[RT][INFO] switch_id=0000000000000002: Set ARP handling (packet in) flow [cookie=0x0]

[RT] [INFO] switch_id=0000000000000002: Set L2 switching (normal) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000002: Set default route (drop) flow [cookie=0x0]
[RT][INFO] switch_id=0000000000000002: Start cyclic routing table update.
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[RT] [INFO]

[QoS] [INFO] dpid=0000000000000002:

[RT] [INFO]
[RT] [INFO]
[RT] [INFO]
[RT] [INFO]
[RT] [INFO]
[RT] [INFO]

switch_id=0000000000000002:

switch_id=0000000000000001:
switch_id=0000000000000001:
switch_id=0000000000000001:
switch_id=0000000000000001:
switch_id=0000000000000001:
switch_id=0000000000000001:

Join as router.

Join qos switch.

Set
Set
Set
Set

SW config for TTL error packet in.
ARP handling (packet in) flow [cookie=0x0]
L2 switching (normal) flow [cookie=0x0]

default route (drop) flow [cookie=0x0]

Start cyclic routing table update.

Join as router.

[QoS] [INFO] dpid=0000000000000001: Join qos switch.

¢ 27t BA|Z|H S|Vt k=2 AL C
13.3.2 Queue A&
T ID | 2t £ | 2[& £ | S2Ha
0 1Mbps - Default
1 (1Mbps) | 200Kbps | AF3
2 (1Mbps) | 500Kbps | AF4
FM. 0|=o| HHO|M ALEot= REST APIQ| ZtMiet LIE2 & EF222|"REST APl 55 & RS2,
S, OVSDBO|| MM ASH |28t ddS Lt

Node: cO (root):

root@ryu-vm:~# curl -X PUT -d
/0000000000000001/0vsdb_addr

'"tcp:127.0.0.1:6632" ' http://localhost:8080/v1.0/conf/switches

root@ryu-vm:~#

0|01, QueuesE M gtLICE.

root@ryu-vm:~# curl -X POST -d '{"port_name": "type": "linux-htb",
"1000000", "1000000"}, "200000"},
"500000"}]1}"' http://localhost:8080/qos/queue/0000000000000001

[

"sl-ethl",

{"min_rate":

"max_rate":

"queues": [{"max_rate": {"min_rate":

"switch_id": "0000000000000001",
"command_result": {
"result": "success",
"details": {
"o": {
"config": {
"max-rate": "1000000"
}
¥o

nqn. {

"config": {

"min-rate": "200000"
}

1,

nn: {
"config": {

"min-rate": "500000"
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root@ryu-vm:~# curl -X POST -d '{"address": "172.16.20.1/24"}' http://localhost:8080/router
/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.30.10/24"}' http://localhost:8080/router
/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "Add address [address_id=2]"

root@ryu-vm:~# curl -X POST -d '{"gateway": "172.16.30.1"}"' http://localhost:8080/router
/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "Add route [route_id=1]1"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.10.1/24"}' http://localhost:8080/router
/0000000000000002
[

"switch_id": "0000000000000002",
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"command_result": [
{
"result": "success",

"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.30.1/24"}' http://localhost:8080/router
/0000000000000002

[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",

"details": "Add address [address_id=2]"

root@ryu-vm:~# curl -X POST -d '{"gateway": "172.16.30.10"}' http://localhost:8080/router
/0000000000000002

[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",

"details": "Add route [route_id=1]1"

2LEO] IP FAS THT 4 USOR 2 BAEO| 7|2 H0|ES01Z SSEUC

(=]
host: h1:
root@ryu-vm:~# ip route add default via 172.16.20.1
host: h2:

root@ryu-vm:~# ip route add default via 172.16.10.1

13.3.4 QoS A4

CI2 2tEf (s1)0f DSCP 20 HE |0 S2RE AE LTt
(M £2) | bscp CH7|2 ID | (QoS ID)
1 26(AF31) | 1 1
1 34(AF41) | 2 2

Node: cO (root):
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root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "26"}, "actions":{"queue": "1"}}' http
://localhost :8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "QoS added. : qos_id=1"

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "34"}, "actions":{"queue": "2"}}' http
://localhost :8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "QoS added. : qos_id=2"

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"match": {"nw_dst": "172.16.20.10", "nw_proto": "UDP", "
tp_dst": "5002"}, "actions":{"mark": "26"}}' http://localhost:8080/qos/rules/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",

"details": "QoS added. : qos_id=1"

root@ryu-vm:~# curl -X POST -d '{"match": {"nw_dst": "172.16.20.10", "nw_proto": "UDP", "
tp_dst": "5003"}, "actions":{"mark": "34"}}' http://localhost:8080/qos/rules/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{

"result": "success",




13.3. DiffServe| QoS2e| =2t Of|A]|

"details": "QoS added. : qos_id=2"

13.3.5 44 U

2t A9|2(0] 4

Node: cO (root):

root@ryu-vm:~# curl -X GET http://localhost:8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"qos": [
{
"priority": 1,
"dl_type": "IPv4",
"ip_dscp": 34,
"actions": [
{
"queue": "2"
}
Iy
"qos_id": 2
e
{
"priority": 1,
"dl_type": "IPv4",
"ip_dscp": 26,
"actions": [
{
"queue": "1"
}
1,
"qos_id": 1

root@ryu-vm:~# curl -X GET http://localhost:8080/qos/rules/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{
"qos": [
{
"priority": 1,
"dl_type": "IPv4",
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"nw_proto": "UDP",
"tp_dst": 5002,
"qos_id": 1,
"nw_dst": "172.16.20.10",
"actions": [

{

"mark": "26"

"priority": 1,

"dl_type": "IPv4",
"nw_proto": "UDP",
"tp_dst": 5003,
"qos_id": 2,
"nw_dst": "172.16.20.10",
"actions": [

{

"mark": "34"

13.3.6 Oj94= =4

O] MEHOI A iperf CHE £EE BILICE h1 AMHOM= UDP Z2EZ2 ZE #15 5001, 5002, 50030
M =4 Cf7| LT h2 22t0|AE0A = h1 5001 ZEZ 1Mbps2| UDP Ee2fT S, h1 5002 ZE=Z
300Kbps UDP E2fEE, 12|22 h1 5003 Z£EZ 600Kbps UDP EciES M-S L C.

=]

A, h2 HO|2S AR

mininet> xterm h2

mininet> xterm h2

Node: h1(1) (root):

root@ryu-vm:~# iperf -s -u -p 5002 &
;;;t@ryu—vm:~# iperf -s -u -p 5003 &
root@ryu-vm:~# iperf -s -u -i 1 5001
Server listening on UDP port 5001

Receiving 1470 byte datagrams
UDP buffer size: 208 KByte (default)

Node: h2(1) (root):

root@ryu-vm:~# iperf -c 172.16.20.10 -p 5001 -u -b 1M
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Node: h2(2) (root):

root@ryu-vm:~# iperf -c 172.16.20.10 -p 5002 -u -b 300K

Client connecting to 172.16.20.10, UDP port 5002
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 172.16.10.10 port 44077 connected with 172.16.20.10 port 5002
Interval Transfer Bandwidth

0.0-10.1 sec 369 KBytes 300 Kbits/sec

Sent 257 datagrams

Server Report:

0.0-10.2 sec 369 KBytes 295 Kbits/sec 17.379 ms 0/ 257 (0%)

Node: h2(3) (root):

root@ryu-vm:~# iperf -c 172.16.20.10 -p 5003 -u -b 600K

Client connecting to 172.16.20.10, UDP port 5003
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 172.16.10.10 port 59280 connected with 172.16.20.10 port 5003
Interval Transfer Bandwidth

0.0-10.0 sec 735 KBytes 600 Kbits/sec

Sent 512 datagrams

Server Report:

0.0-10.0 sec 735 KBytes 600 Kbits/sec 5.401 ms 0/ 512 (0%)

Node: h1(1) (root):

local 172.16.20.10 port 5001 connected with 172.16.10.10 port 37329
Interval Transfer Bandwidth Jitter Lost/Total Datagrams
.0- 1. 119 KBytes 976 Kbits/sec 0.639 ms 0/ 83 (0%)
.0- 118 KBytes 964 Kbits/sec 0.680 ms 0/ 82 (0%)
.0- 87.6 KBytes 717 Kbits/sec 5.817 ms (4 61 (0%)
.0- 81.8 KBytes 670 Kbits/sec 5.700 ms 0/ 57 (0%)
.0- 66.0 KBytes 541 Kbits/sec 12.772 ms 0/ 46 (0%)
.0- 8.61 KBytes 70.6 Kbits/sec .590 ms 0/ 6 (0%)
.0- 8.61 KBytes 70.6 Kbits/sec .968 ms 0/ 6 (0%)
-0= 8.61 KBytes 70.6 Kbits/sec .364 ms 0/ (0%)
.0- 9. 10.0 KBytes 82.3 Kbits/sec .635 ms 0/ 0%)
.0-10. 8.61 KBytes 70.6 Kbits/sec .604 ms (4 (0%)
.0-11. 8.61 KBytes 70.6 Kbits/sec .192 ms 0/ 0%
.0-12. 8.61 KBytes 70.6 Kbits/sec .411 ms 0/ 0%)
.0-13. 28.7 KBytes Kbits/sec .964 0/ 0%)
.0-14. 44 .5 KBytes Kbits/sec .721 0/ 0%
.0-15. 57.4 KBytes Kbits/sec .396 0/ 0%
.0-16. 118 KBytes Kbits/sec .956 0/ 0%)
NOSSINS 119 KBytes Kbits/sec .820 0/ 0%
.0-18. 118 KBytes Kbits/sec .741 0/ 0%
.0-19. 118 KBytes Kbits/sec .839 0/ 0%)
.0-19. 1.19 MBytes Kbits/sec

o

0 N O O W N

0
.0
.0
.0
.0
.0
.0
.0

0

0

0

0

0

0

0

0

0

0

0

7

AFA12 D12 E20L S 500Kbpse| CHZ0| A&, AF312 01 E2LE 200Kbpse| 2 Z0|
HAELICE 31, Best-effort ERLS AFO| HA|ES Ea{L0] S2& SOHCIAZ0| ZABS U 4 Y

LICt. O|=t Z0]| DiffServ 2|3l QoS7t A=l =A| 2Hele 4 AAS LT
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13.4 Meter Table2 Al23%t QoS2| 2t o

OpenFlow 1.30f|A Meter TableO| =/ %|0f, OpenFlow 0| A E2iT! Z2|A0| 7tsai &L Tt of7|
ME Meter Table A2 O & A7HEHLICE O] O A0 M= Meter Table2 X|¥3h= OpenFlow Switch Q!
ofsoftswitch13(https://github.com/CPgD/ofsoftswitch13)& ALEEHLICE.

FHM: ofsoftswitch132| 2| 2t SO tsiM= H7IM CHE A &L Ct 2t (https://github.com/CPqD/
ofsoftswitch13/wiki/OpenFlow-1.3-Tutorial)

CtS 2t 20| of2] DiffServ =0[Ql (DS =022 P& HESIE 7HEFILICt DS =0ele] ZH/of 2
Z|ote 2t (O 2| 2H2E)0] 2lsf A|Z0| O|F0 2| F = tHHZS 2 ofet= Ef2 CHA| BA[ELICH 2
&, CHA| O El T2l 2 M d o=z AA| gL M &7t 42 2ARE M2t o &0, AF1 2
2 A0fl 800Kbps2| CHHZS EZ5t1 2t DS =M QI0M RYUE= AF11 E2iES 400KbpsE CHEES A
A5t 11 0|A2 20 Eafmlo2 I4Z] AF120] CHA| EA|EIL|Ct 2Lt O] ©f, AF122 Best-effort E2
Loz HAEF HYgL Lt

DS

OF Domain

(Edge Router)

OFS1
(Core Router)

Congestion!!

DS
Domain

13.4.1 &4 =
2

24 Mininet2 2 8142 L2FLCH Python AAZYER EEZ2 RS MAFHLICH
A

A 0|& : qos_sample_topology.py

from mininet.net import Mininet
from mininet.cli import CLI

from mininet.topo import Topo

from mininet.node import UserSwitch

from mininet.node import RemoteController
class SliceableSwitch(UserSwitch):
def __init__(self, name, **kwargs):

UserSwitch.__init__(self, name, '', *xkwargs)

class MyTopo(Topo):
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def __init__( self ):
"Create custom topo."
# Initialize topology
Topo.__init__( self )
# Add hosts and switches
host01 = self.addHost('hl')
host02 = self.addHost('h2')
host03 = self.addHost('h3')
switch01 = self.addSwitch('sl')
switch02 = self.addSwitch('s2')
switch03 = self.addSwitch('s3"')
# Add links
self.addLink (host01, switchO1)
self.addLink (host02, switch02)
self.addLink (host03, switch03)
self.addLink(switchO1, switch02)
self.addLink(switchO1, switch03)

def run(net):
sl = net.getNodeByName('s1l')
sl.cmdPrint ('dpctl unix:/tmp/sl queue-mod 1 1 80')
sl.cmdPrint ('dpctl unix:/tmp/sl queue-mod 1 2 120')
sl.cmdPrint ('dpctl unix:/tmp/sl queue-mod 1 3 800')

def genericTest (topo):
net = Mininet (topo=topo, switch=SliceableSwitch,
controller=RemoteController)
net.start ()
run(net)
CLI(net)
net.stop ()

def main():
topo = MyTopo ()

genericTest (topo)

if __name__ == '__main__"':

main ()

ZM: 0|2| ofsoftswitch13 3 £ 5 1Mbps2 HATHL|CT
&

$ cd ofsoftswitchi3
$ gedit lib/netdev.c

lib/netdev.c:

644 if (ecmd.autoneg) {

645 netdev->curr |= OFPPF_AUTONEG;

646 }

647

648 - netdev->speed = ecmd.speed;

649 + netdev->speed = 1; /* Fix to 1Mbps link */
650

651 } else {

652 VLOG_DBG (LOG_MODULE, "ioctl(SIOCETHTOOL) failed: %s", strerror(errno));
653 }
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make clean
./boot.sh

./configure
make

sudo make install

2 ofl= Ch3 2 25U Ch

mininet@mininet-vm:~$ sudo python qos_sample_topology.py
Unable to contact the remote controller at 127.0.0.1:6633

mininet>

mininet> xterm cO
mininet> xterm cO

mininet>

0|01, 'A2[2 51E 0| M ALESHE simple_switch_13.py2 B AELICE rest_gos.pydllM= 222 HIO|E
o| mo| = 2}RI0j| A X{2|EICtD 7t 3H7|01, simple_switch_13.pyl| 222 =2 table id: 10| S&5=
£ HETLCH

controller: cO (root)

root@ryu-vm:~# sed '/OFPFlowMod(/,/)/s/)/, table_id=1)/' ryu/ryu/app/simple_switch_13.py > ryu
/ryu/app/qos_simple_switch_13.py
root@ryu-vm:~# cd ryu/; python ./setup.py install

ORR|ate 2 HAEZE2 xtermOf|M rest_qos, gos_simple_switch_13S A|2t&fL|CH,

controller: cO (root):

root@mininet-vm:~/ryu# ryu-manager ryu.app.rest_qos ryu.app.qos_simple_switch_13
loading app ryu.app.rest_qgos

loading app ryu.app.qos_simple_switch_13

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

instantiating app None of ConfSwitchSet

creating context conf_switch

creating context wsgi

instantiating app ryu.app.qos_simple_switch_13 of SimpleSwitchil3
instantiating app ryu.controller.ofp_handler of OFPHandler
instantiating app ryu.app.rest_qos of RestQoSAPI

(2348) wsgi starting up on http://0.0.0.0:8080/

Ryuet A2|2|2te| HAO| JS5HE Tk BIAIR|Z7F EAIELICH

controller: cO (root):

[QoS] [INFO] dpid=0000000000000003: Join qos switch.
[Qos][INFO] dpid=0000000000000001: Join qos switch.

[QoS] [INFO] dpid=0000000000000002: Join qos switch.
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13.4.2 QoS A4

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "O", "in_port": "2"}, "actions":{"queue
": "1"}}' http://localhost:8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "QoS added. : qos_id=1"

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "10", "in_port": "2"}, "actions":{"queue
": "3"}}' http://localhost:8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "QoS added. : qos_id=2"

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "12", "in_port": "2"}, "actions":{"queue
": "2"}}' http://localhost:8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{

"result": "success",
"details": "QoS added. : qos_id=3"

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "O0", "in_port": "3"}, "actions":{"queue
": "1"}}' http://localhost:8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",

"command_result": [
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"result": "success",

"details": "QoS added. : qos_id=4"

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "10",
": "3"}}' http://localhost:8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "QoS added. : qos_id=5"

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "12",
": "2"}}' http://localhost:8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "QoS added. : qos_id=6"

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "10"},
://localhost :8080/qos/rules/0000000000000002
L

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"details": "QoS added. : qos_id=1"

"in_port": "3"}, "actions":{"queue

"in_port": "3"}, "actions":{"queue

"actions":{"meter":

"y}

http
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root@ryu-vm:~# curl -X POST -d '{"meter_id": "1i", "flags": "KBPS", "bands":[{"type":"
DSCP_REMARK", "rate": "400", "prec_level": "1"}]}' http://localhost:8080/qos/meter
/0000000000000002

[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",

"details": "Meter added. : Meter ID=1"

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "10"}, "actions":{"meter": "1"}}' http
://localhost :8080/qos/rules/0000000000000003
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",

"details": "QoS added. : qos_id=1"

root@ryu-vm:~# curl -X POST -d '{"meter_id": "1", "flags": "KBPS", "bands":[{"type":"
DSCP_REMARK", "rate": "400", "prec_level": "1"}]}' http://localhost:8080/qos/meter
/0000000000000003

[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"details": "Meter added. : Meter ID=1"

13.4.3 44 U

Z2F A2 2|0
Node: cO (root):

root@ryu-vm:~# curl -X GET http://localhost:8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",

"command_result": [
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"priority": 1,
"dl_type": "IPv4",
"actions": [

{

"queue": "1"

}
Iy
"in_port": 2,

"qos_id": 1

"priority": 1,
"dl_type": "IPv4",
"actions": [

{

"queue": "3"

}
Iy
"qos_id": 2,
"in_port": 2,

"ip_dscp": 10

"priority": 1,
"dl_type": "IPv4",
"actions": [

{

"queue": "2"

}
15
"qos_id": 3,
"in_port": 2,

"ip_dscp": 12

"priority": 1,
"dl_type": "IPv4",
"actions": [

{

"queue": "1"

}
1,
"in_port": 3,

"qos_id": 4

"priority": 1,
"dl_type": "IPv4",
"actions": [

{

"queue": "3"

}
15
"qos_id": 5,
"in_port": 3,

"ip_dscp": 10




13.4. Meter Table2 A3t QoSe| 2 0

"priority": 1,
"dl_type": "IPv4",
"actions": [

{

"queue": "2"

+
1
"qos_id": 6,
"in_port": 3,

"ip_dscp": 12

root@ryu-vm:~# curl -X GET http://localhost:8080/qos/rules/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{
"qos": [
{
"priority": 1,
"dl_type": "IPv4",
"ip_dscp": 10,
"actions": [
{

"meter": "1"

root@ryu-vm:~# curl -X GET http://localhost:8080/qos/rules/0000000000000003
[

"switch_id": "0000000000000003",
"command_result": [
{
"qos": [
{
"priority": 1,
"dl_type": "IPv4",
"ip_dscp": 10,
"actions": [
{

"meter": "1"
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13.4.4 O = =A

O AFERO|| A iperf2 CHSZ 228 5 £L
5002, 50030 £=AI CHZ|ELICEH h2, h3= 22t0|AUEZ, h10j| 22 2| Z &l S| EfmZ EYL|Ct,

244, h12Hh20f 274, h30f 1704 E{0[ES A2 Ct.

njo

mininet> xterm
mininet> xterm
mininet> xterm

mininet> xterm

Node: h1(1) (root):

root@ryu-vm:~# iperf -s -u -p 5001 &
root@ryu-vm:~# iperf -s -u -p 5002 &
root@ryu-vm:~# iperf -s -u -p 5003 &

Best-effort & AF11 E2jT! Zu}2F BIAH

Node: h2 (root):

root@ryu-vm:~# iperf -c 10.0.0.1 -p 5001 -u -b 800K

Client connecting to 10.0.0.1, UDP port 5001
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 10.0.0.3 port 60324 connected with 10.0.0.1 port 5001

Interval Transfer Bandwidth

0.0-10.0 sec 979 KBytes 800 Kbits/sec

Sent 682 datagrams

Server Report:

0.0-11.9 sec 650 KBytes 449 Kbits/sec 18.458 ms 229/ 682 (34%)

Node: h3(1) (root):
root@ryu-vm:~# iperf -c 10.0.0.1 -p 5002 -u -b 600K --tos 0x28
Client connecting to 10.0.0.1, UDP port 5002

Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 10.0.0.2 port 53661 connected with 10.0.0.1 port 5002

Interval Transfer Bandwidth
0.0-10.0 sec 735 KBytes 600 Kbits/sec
Sent 512 datagrams
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4] Server Report:
4] 0.0-10.0 sec 735 KBytes 600 Kbits/sec 7.497 ms 6/ 512 (1.2%)

0.0-10.0 sec 6 datagrams received out-of-order

AF11 E2iZ0| |2 CySEOI 400KbpsE Z1t6t= A0 = Best-effort E2fEIBC CHHZ0| A0
= A8 &olg 4 EL Tt

AF11 27} E2{T 7} Best-effort®} AF11 |2k Ci LY Eayz

Node: h2 (root):

root@ryu-vm:~# iperf -c 10.0.0.1 -p 5001 -u -b 600K --tos 0x28

Client connecting to 10.0.0.1, UDP port 5001
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 10.0.0.2 port 42758 connected with 10.0.0.1 port 5001

Interval Transfer Bandwidth

0.0-10.0 sec 735 KBytes 600 Kbits/sec

Sent 512 datagrams

Server Report:

0.0-10.0 sec 666 KBytes 544 Kbits/sec 500.361 ms 48/ 512 (9.4%)

0.0-10.0 sec 192 datagrams received out-of-order

Node: h3(1) (root):

root@ryu-vm:~# iperf -c 10.0.0.1 -p 5002 -u -b 500K

Client connecting to 10.0.0.1, UDP port 5002
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 10.0.0.3 port 42759 connected with 10.0.0.1 port 5002
Interval Transfer Bandwidth
0.0-10.0 sec 613 KBytes 500 Kbits/sec
Sent 427 datagrams
WARNING: did not receive ack of last datagram after 10 tries.
Server Report:
0.0-14.0 sec 359 KBytes 210 Kbits/sec 102.479 ms 177/ 427 (41%)

Node: h3(2) (root):

root@ryu-vm:~# iperf -c 10.0.0.1 -p 5003 -u -b 400K --tos 0x28

Client connecting to 10.0.0.1, UDP port 5003
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 10.0.0.3 port 35475 connected with 10.0.0.1 port 5003
Interval Transfer Bandwidth

0.0-10.1 sec 491 KBytes 400 Kbits/sec

Sent 342 datagrams

Server Report:
0.0-10.5 sec 491 KBytes 384 Kbits/sec 15.422 ms 0/ 342 (0%)
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AF11 27} E2fa} AF11 23} Eafm

Node: h2 (root):

root@ryu-vm:~# iperf -c 10.0.0.1 -p 5001 -u -b 600K --tos 0x28

Client connecting to 10.0.0.1, UDP port 5001

Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 10.0.0.3 port 50761 connected with 10.0.0.1 port 5001

Interval Transfer Bandwidth

0.0-10.0 sec 735 KBytes 600 Kbits/sec

Sent 512 datagrams

Server Report:

0.0-11.0 sec 673 KBytes 501 Kbits/sec 964.490 ms 43/ 512 (8.4%)

0.0-11.0 sec 95 datagrams received out-of-order

Node: h3(1) (root):

root@ryu-vm:~# iperf -c 10.0.0.1 -p 5002 -u -b 600K --tos 0x28

Client connecting to 10.0.0.1, UDP port 5002
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 10.0.0.2 port 53066 connected with 10.0.0.1 port 5002

Interval Transfer Bandwidth

0.0-10.0 sec 735 KBytes 600 Kbits/sec

Sent 512 datagrams

Server Report:

0.0-10.6 sec 665 KBytes 515 Kbits/sec 897.126 ms 49/ 512 (9.6%)

0.0-10.6 sec 93 datagrams received out-of-order
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13.5 REST API 22

0] Z0l|lA 27031 E reqt_gos2| REST APl 22¢Q]L|C},

13.5.1 7 AEf 7|

HAME GET

URL /qos/queue/status/{switch}
--switch: [ Vall"' | 22%|ID ]
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13.5.2 73 AA HE 7|

HAME GET
URL /gos/queue/{switch}
--switch: [ Tall" | 292D ]
R QoS REST APIE A| 25t O|F &/4StEl Fol 4

FEU S 5 ASLEL

13.5.3 {7 44

HAME

POST

URL

/qos/queue/{switch}
--switch: [ “all" | 29/2/ID |

Cllof&

port_name:[7/dE ZLE 0|5]
type:[linux-htb | linux-hfsc]
max_rate:[CHEZ(bps)]
queues:
max_rate:[CH = (bps)]
min_rate:[CHE = (bps)]

12:]
o

7|12 4380| U= 3¢ FolEU o
OpenvSwitchOf| M2 44 0| 7t 5 S| Ct
port_name 07 Bl4= SMHO0|L|CY
port_nameS X|Z5tA| YoM D= L EQ| M
LIC}.

13.5.4 7 AtA|

HAME DELETE
URL /gos/queue/{swtich}
--switch: [ “all'' | 22{X|ID ]
2t OVSDB2| QoS 2|2 ELfe| A E A AR C.

13.5.5 | QoS 2! 7|

HAE GET

URL /qos/rules/{switch}[/{vlan}]
--switch: [ “all' | 22(2|ID ]
--vlan: [ "all" | VLAN ID ]

T VLAN ID 2|32 g4Lch
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13.5.6 QoS 2! 7}

HAME

POST

URL

/gos/rules/{switch}{/{vlan}]
--switch: [ all'' | 22|X|ID ]
--vlan: [ “all"' | VLAN ID ]

Cllo|&

priority:[ O - 65535 ]

match:
in_port:[ 0 - 65535 ]
dl_src:" KXXXXIXXIXXIXXIXXD
di_dst:" CXXXXIXXIXXEXXEXXD
di_type:[ "ARP"' | "IPv4'' ]
NW_SIC: " XXX XXX XXX XXX /XX
nw_dst:" XXX XXX XXX XXX/XX D
nw_proto':[ “TCP" | “UDP" |
“ICMP' ]
tp_src:[ 0 - 65535 ]
tp_dst:[ 0 - 65535 ]
ip_dscp:[0-63]

actions:
[“mark': [0-63]]1[ meter": [ O]
EID]]I[ queue: [FID]]

12:]
K

S20| M25tH QoS ID7} A4AME|0f 20| T
L|Ct.
VLAN ID 2| ¥ 2 gMYLCt,

13.5.7 QoS 32! Ak

HAE DELETE

URL /qos/rules/{switch}[/{vlan}]
--switch: [ “all'" | 22/%|ID ]
--vlan: [ “all"' | VLAN ID ]

o0 E{ rule_id:[ "all'" | 1- ... ]

2t VLAN ID 2| ¥2 SHYUCH.

13.5.8 D|E{ Ef|0]E HE A7|

HAME

GET

URL

/qos/meter/{switch}
--switch: [ Tall'' | 22| 2|ID ]
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13.5.9 OJE] Ho]= &Y

HAME POST

URL /qos/meter/{switch}

H|0|E{ meter_id:0|E{ ID
bands:

action:[DROP | DSCP_REMARK]
flags:[KBPS | PKTPS | BURST | STATS]
burst_size:[HHAE 37|]

rate:[~4! BlE]

prec_level:[A{0tA5tE E& M
2]

%
°

M

o
]

bandsO| 2|8 & A Est= 047 H4= actiont
flagsoi| et EatiL|ct,
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OpenFlow 22|Z| HAE T

O Z0lM= OpenFlow 222 OpenFlow AtY¥ &2 Y8 HSot= HAE =79 AE S 28
LT

14.1 HIAE T19]| 7

2 E4= HAE {0 T2t A OpenFlow A2|2|0| s S22 &= L 247 d=52 S5 /IH2l 4
22 $asta, OpenFlow A2 11H5’I M AY U HE (= AA)Q| 22| Z2tet HIAE THE mhof I
SHEITY|CHSte 22| 219 H|wE AlsHSte], OpenFlow 22|%| OpenFlow At CHE 5| = AEHE &9l
ot= HIAE =L
SZ2H | 5= OpenFlow &2 OpenFlow 1.0, OpenFlow 1.3, 121! OpenFlow 1.4 {L|C}t, St O]
L= FlowMod BIA|Z], GroupMod HA|Z|, 12|22 MeterMod HIA|Z| A|&0]| CHL5tL S LICH

AlE CHAF O A A CHS OH7HH

FlowMod | A| ] match (IN_PHY_PORT #|2|)

actions (SET_QUEUE)

MeterMod B{|A| Z| o=

GroupMod A Z]| Qc
A 8ot= IiZ12| Mgt Izl 2 2H Zntol &0l S22l 2t0|E2{2| ;& At&stn JUSLICE

14.1.1 Al Alsd o[O|z|

EIAE =718 JUS 1| 2 0|0|AE B0 SHCE HAE IHH Y o =" A8 222 &= £= 0/H
&=, MHE 2L, TV|totE 22| 2kt AFFULCH Eo = A4S ol 2 2P UE2 RO 28E

LCH (=7 23 2HE &2,
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Test pattern

File \ (4) Refer to flow table table:0
-> Process packets Flow entry A

D Flow entry B

SW to be tested

(2) Register flow
entry

(1) Get test pattern

(6) Compare output packet
with test pattern
-> Check test result

(5) Transfer packets
(or packet-in to controller
or discard packets)

(3) Apply
packets

Test tools

(Controller) Auxiliary SW

14.1.2 Al Z2ate| =3 00|

A YE HAE IHH B AE &=2 =AM U2 +Alst Al 22 (OK/ERROR)E 23 E
ERRORQ! 32 27 &S eVH &L 5 Al MA|2] OK/ERROR 74~ & &Y
=HYLCH

ST A" 220t
F ERROR LY =

u
rol

--- Test start ---

match: 29_ICMPV6_TYPE
ethernet/ipv6/icmpv6 (type=128)-->'icmpv6_type=128,actions=output:2' 0K
ethernet/ipv6/icmpv6 (type=128)-->'icmpv6_type=128,actions=output: CONTROLLER' 0K
ethernet/ipv6/icmpv6 (type=135)-->'icmpv6_type=128,actions=output:2"' 0K
ethernet/vlan/ipv6/icmpv6 (type=128)-->'icmpv6_type=128,actions=output:2' ERROR
Received incorrect packet-in: ethernet(ethertype=34525)
ethernet/vlan/ipv6/icmpv6 (type=128)-->'icmpv6_type=128,actions=output: CONTROLLER' ERROR
Received incorrect packet-in: ethernet(ethertype=34525)
match: 30_ICMPV6_CODE

ethernet/ipv6/icmpv6 (code=0)-->'icmpv6_code=0,actions=output:2'

ethernet/ipv6/icmpv6 (code=0)-->'icmpv6_code=0,actions=output: CONTROLLER'

ethernet/ipv6/icmpv6 (code=1)-->'icmpv6_code=0,actions=output:2'
ethernet/vlan/ipv6/icmpv6 (code=0)-->"'icmpv6_code=0,actions=output:2'
Received incorrect packet-in: ethernet(ethertype=34525)
ethernet/vlan/ipv6/icmpv6 (code=0)-->'icmpv6_code=0,actions=output: CONTROLLER'
Received incorrect packet-in: ethernet(ethertype=34525)

Test end ---

--- Test report ---
Received incorrect packet-in(4)

match: 29_ICMPV6_TYPE ethernet/vlan/ipv6/icmpv6 (type=128)-->'
icmpv6_type=128,actions=output:2'

match: 29_ICMPV6_TYPE ethernet/vlan/ipv6/icmpv6é (type=128)-->'
icmpv6_type=128,actions=output: CONTROLLER'

match: 30_ICMPV6_CODE ethernet/vlan/ipv6/icmpv6 (code=0)-->"'icmpv6_code
=0,actions=output:2'

match: 30_ICMPV6_CODE ethernet/vlan/ipv6/icmpv6 (code=0)-->"'icmpv6_code
=0,actions=output:CONTROLLER'

0K (6) / ERROR(4)
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ofo
o

o)
I

2 SW to be tested
(OpenFlow switch)

L

Auxiliary SW
(OpenFlow switch)

Test tools
(OpenFlow controller)

Port No.

HXR AQIZ|2 L2 =28 ¢t £ Q)= OpenFlow A2Q|2|7t L EH|C},

i
!

A
+ actions=CONTROLLERS| E2L2 &= 52
+ actions=CONTROLLERS| 222 T=20]| 2|5t Packet-In H|A|Z| EL{7|
+ Packet-Out H|A|Z] £=4104 & THZ] &

FM: Open vSwitchE AlE thef 2912 5he =7 &l 2 E mininetOi| A &3t 8
Ee2fof Zatx|of AELIC

oX
4
I
>
[
e
[m
=
?<J
=
>
>

ryu/tests/switch/run_mininet.py

ATRE GHETEIAE ST AR of 0] ZIMEl0f LTt

14.2.2 EIAE =31 A3 31

HAE = Ryu &4 E2|0f AA|Z|0f JAELICE

AABE Mg
ryu/tests/switch/tester.py HAE =3

ryu/tests/switch/of10 HAE I{E ME(OpenFlow 1.08)
ryu/tests/switch/of13 EIAE I& MZ(OpenFlow 1.38)
ryu/tests/switch/of14 EIAE IH& MZ(OpenFlow 1.48)
ryu/tests/switch/run_mininet.py | A|g &4 1= A3 E
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BIAE STE CHS BBS AYBLICH

$ ryu-manager [--test-switch-target DPID] [--test-switch-tester DPID]

[--test-switch-target-version VERSION] [--test-switch-tester-version VERSION]
[--test-switch-dir DIRECTORY] ryu/tests/switch/tester.py

=4 44 7|22k
--test-switch-target AlE CHA AI%|Q| H|O|E| 2 ID 0000000000000001
--test-switch-tester HXZ AQI2|9| 40| Z2 ID 0000000000000002

--test-switch-target-version | A| & CHAF A 2| 29| OpenFlow B | openflow13
A (Copenflow10", " openflow13",
openflow14" 2|4 7t5)

-—test-switch-tester-version | 2 & A Q| %| 9] OpenFlow H | openflow13
A (Copenflow10"," openflow13",
openflow14" 2|4 7t5)

--test-switch-dir HAE IjE Ojo| ClalEe| F=2 ryu/tests/switch/of13

FM: E|AE £ Ryu 28 T Z 1ML ryu.base.app_manager. RyuApp 2 Ar45H0] SHE Q7| T20), CHE Ryu 2
2 DT 27240} ORI 2 -verbose SMO 2 C|HZ HE £3 538 2L Ct

HAE TE A2 F A CHA AQ 2|2t BR AQI2| AEER{0 HZZ|H X Y2 HAE IHES
Z A|HO| A|ZHEIL|Ct HAE A2|Z| OpenFlow HZ0| 2| H St OpenFlow HZ 1} CHE A 0]= 22 Of|A|
A7t BA|E| D SHE HHe| HE S 7|CHEL|CE

HIErS
i

14.3 HAE £ AIR 0f

S HAE IjH D 32 HAE THH S 0|8 HAE =719 A2 TAS A70FL O

14.3.1 ME E|AE meio] M3l ChA|

Ryu &4 Eg2|9] ME HIAE & (ryu/tests/switch/of13)2 0|25t HAE =7 A3l CHAE B0 FL|Ct.

FM: Ryu 224 EZ2|0s ME HAE HEH S 2 FlowMod O A| 2] 0f| CHSH match/actions2 2| 7ts6F 2t O 7 H4

2 MeterMod B|A|2|9] 2t Tt2t0|E{Lt GroupMod Bf|A|2|2| 2} Tf2t0|E{7t 242t Ao 2 255t =2| &olsts ElA
E Ii& 00| OpenFlow 1.0&, OpenFlow 1.3& 2! OpenFlow 1 4822 &H|Z|0| JELICH

ryu/tests/switch/of10
ryu/tests/switch/of13
ryu/tests/switch/of14

O] A0 M= Al 8tE 2= ATZE (ryu/tests/switch/run_mininet.py) & 0| 23510 F+2 &L C}. T2}
M Al CHA AQ2|= Open vSwitch@LICH VM O|0|Z| AtEE2 9|5t &84 4y L =001 Y S2rA 2|
2 5B 2 RoHAI.

1. Al &t 1=

VM 2HZ0f 29015t Al &8 = A3FHES JHFILICH

—
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mininet> net
cO

sl lo: sl-ethl:s2-ethl sl-eth2:s2-eth2 sl-eth3:s2-eth3
s2 lo: s2-ethl:sl-ethl s2-eth2:sl-eth2 s2-eth3:sl1-eth3

BIAE £ AYS 95t HES2IO| xterm LT,

"Node: cO (root),2| xtermOj| M HIAE =& S L|Ct O|mf HAE THE I T
dEe|2 ME HAE IEo| C|AE 2| (ryu/tests/switch/of13) S 2| Y §HLICt E£3t
mininet & & Ale Ci4 A2{2|2t B AQ2[2| G|0|& B2 ID= 22} --test-switch-
target/--test-switch-tester 4 7|22/ 2 |0 7| 20| SHS YEL|Ct ET
MY OiA ARt HZ A2%| OpenFlow &2 2t2t --test-switch-target-version /
--test-switch-tester-version 42| 7| 2222 &|0] 7| W20l sHE =4 Lot HeFaiL
Ct.

Node: cO:

root@ryu-vm:~$ ryu-manager --test-switch-dir ryu/ryu/tests/switch/of13 ryu/ryu/

tests/switch/tester.py

EE ST ChS 1 20| BA|Z| D AlRE|= A2 B2 ARVt HEZH0| HEE

root@ryu-vm:~$ ryu-manager --test-switch-dir ryu/ryu/tests/switch/of13/ ryu/ryu
/tests/switch/tester.py

loading app ryu/ryu/tests/switch/tester.py

loading app ryu.controller.ofp_handler

instantiating app ryu/ryu/tests/switch/tester.py of OfTester
target_dpid=0000000000000001

tester_dpid=0000000000000002

Test files directory = ryu/ryu/tests/switch/of13/

instantiating app ryu.controller.ofp_handler of OFPHandler

--- Test start ---

waiting for switches connection...

A O 22022 E2 AQR[7L AES {0 HEEZT AIRO| AlZHE LT

root@ryu-vm:~$ ryu-manager --test-switch-dir ryu/ryu/tests/switch/of13/ ryu/ryu
/tests/switch/tester.py
loading app ryu/ryu/tests/switch/tester.py
loading app ryu.controller.ofp_handler
instantiating app ryu/ryu/tests/switch/tester.py of OfTester
target_dpid=0000000000000001
tester_dpid=0000000000000002
Test files directory = ryu/ryu/tests/switch/of13/
instantiating app ryu.controller.ofp_handler of OFPHandler
——- Test start --—-
waiting for switches connection...
dpid=0000000000000002 : Join tester SW.
dpid=0000000000000001 : Join target SW.
action: O0O0_OUTPUT

ethernet/ipv4/tcp-->'actions=output:2'

ethernet/ipv6/tcp-->'actions=output:2'
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ethernet/arp-->'actions=output:2' 0K

action: 11 _COPY_TTL_OUT
ethernet/mpls (ttl1=64)/ipv4 (ttl1l=32)/tcp-->'eth_type=0x8847 ,actions=
copy_ttl_out,output:2' ERROR
Failed to add flows: OFPErrorMsg[type=0x02, code=0x00]
ethernet/mpls (ttl=64)/ipv6 (hop_limit=32)/tcp-->'eth_type=0x8847 ,actions=
copy_ttl_out,output:2' ERROR
Failed to add flows: OFPErrorMsg[type=0x02, code=0x00]

ryu/tests/switch/of13 £35t2| Z& ME EHAE IE Q| A|YHO0| &t2&|H HAE == F
FELCH

<FA>ME HAE IjH It £5

(=] a2 =2 Jm

ﬂ
Jo
o

3
njo
A
obo oln

match / actions2| Zt 44 &=50f diYote E22 &
O matchst= (5= match3dtA| &=) o2 IjE Q| I

LY Bl O 40 Cial A4 = @M =22 HEY 0| =S St 0| &
=0 match 2l & ALEH 22 A E5t= HAE IEH & 2= ZE0| FLOODING
St type=ALLRl & 52 27 20| et 28 ZEZ AS522 HEYStE
type=SELECTQ! O& =& S55t01 18 =0 match TS HLKH 22 A &5}
= BH2E & 0| OpenFlow 1.0&, OpenFlow 1.382 OpenFlow 1.482= 22t

ZH|Z[0f AF U

OpenFlow 1.0:

ryu/tests/switch/of10/action:

00_0UTPUT. json 06 _SET_NW_SRC. json 09 _SET_TP_SRC_IPv6_TCP.
json

01_SET_VLAN_VID.json O7_SET_NW_DST.json 09 _SET_TP_SRC_IPv6_UDP.
json

02 _SET_VLAN_PCP.json O08_SET_NW_TOS_IPv4.json 10_SET_TP_DST_IPv4_TCP.
json

03 _STRIP_VLAN. json 08 _SET_NW_TOS_IPv6.json 10_SET_TP_DST_IPv4_UDP.
json

04 _SET_DL_SRC. json 09 _SET_TP_SRC_IPv4_TCP.json 10_SET_TP_DST_IPv6_TCP.
json

05_SET_DL_DST. json 09 _SET_TP_SRC_IPv4_UDP.json 10_SET_TP_DST_IPv6_UDP.

json

ryu/tests/switch/of10/match:

O0_IN_PORT. json 07 _NW_PROTO_IPv4. json 10_TP_SRC_IPv6_TCP
01 _DL_SRC. json 07 _NW_PROTO_IPv6. json 10_TP_SRC_IPv6_UDP
02_DL_DST. json 08_NW_SRC. json 11_TP_DST_IPv4_TCP
03 _DL_VLAN. json 08 _NW_SRC_Mask. json 11_TP_DST_IPv4_UDP
04 _DL_VLAN_PCP. json O09_NW_DST.json 11_TP_DST_IPv6_TCP
05 _DL_TYPE. json 09_NW_DST_Mask. json 11_TP_DST_IPv6_UDP
06_NW_TOS_IPv4.json 10_TP_SRC_IPv4_TCP. json

06 _NW_TOS_IPv6.json 10_TP_SRC_IPv4_UDP. json

OpenFlow 1.3:

ryu/tests/switch/of13/action:
00_OUTPUT. json 20_POP_MPLS. json

11_COPY_TTL_OUT. json 23 _SET_NW_TTL_IPv4. json
12_COPY_TTL_IN. json 23_SET_NW_TTL_IPv6. json
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15 _SET_MPLS_TTL. json

16 _DEC_MPLS_TTL. json

17 _PUSH_VLAN. json

17 _PUSH_VLAN_multiple. json
18 _POP_VLAN. json
19_PUSH_MPLS. json
19_PUSH_MPLS_multiple.json

24 _DEC_NW_TTL_IPv4. json
24 _DEC_NW_TTL_IPv6. json
25_SET_FIELD

26 _PUSH_PBB. json

26 _PUSH_PBB_multiple. json
27 _POP_PBB. json

ryu/tests/switch/of13/action/25_SET_FIELD:

03 _ETH_DST. json

04 _ETH_SRC. json
05_ETH_TYPE. json

06 _VLAN_VID. json

07 _VLAN_PCP. json
08_IP_DSCP_IPv4. json
08_IP_DSCP_IPv6. json
09_IP_ECN_IPv4. json
09_IP_ECN_IPv6. json
10_IP_PROTO_IPv4. json
10_IP_PROTO_IPv6. json
11 _IPV4_SRC. json
12_IPV4_DST. json
13_TCP_SRC_IPv4. json
13_TCP_SRC_IPv6. json

14 _TCP_DST_IPv4. json
14_TCP_DST_IPv6. json
15_UDP_SRC_IPv4. json
15_UDP_SRC_IPv6. json
16 _UDP_DST_IPv4. json
16 _UDP_DST_IPv6. json
17 _SCTP_SRC_IPv4. json
17 _SCTP_SRC_IPv6. json
18 _SCTP_DST_IPv4. json
18_SCTP_DST_IPv6. json
19_ICMPV4_TYPE. json
20_ICMPV4_CODE. json
21 _ARP_OP. json
22_ARP_SPA. json

23 _ARP_TPA. json

24 _ARP_SHA. json
25_ARP_THA. json

26 _IPV6_SRC. json

27 _IPV6_DST. json

28 _IPV6_FLABEL. json
29_ICMPV6_TYPE. json
30_ICMPV6_CODE. json
31 _IPV6_ND_TARGET. json
32_IPV6_ND_SLL. json
33_IPV6_ND_TLL. json
34 _MPLS_LABEL. json
35_MPLS_TC. json

36 _MPLS_BOS. json

37 _PBB_ISID. json

38 _TUNNEL_ID. json

ryu/tests/switch/of13/group:
00_ALL. json 01_SELECT_IP.json
json

01 _SELECT_Ether. json

01_SELECT_Weight_IP.

01 _SELECT_Weight_Ether

ryu/tests/switch/of13/match:

O0_IN_PORT. json

02 _METADATA. json
02_METADATA_Mask. json
03_ETH_DST. json

03 _ETH_DST_Mask. json
04_ETH_SRC. json

04 _ETH_SRC_Mask. json
O5_ETH_TYPE. json

06 _VLAN_VID. json

06 _VLAN_VID_Mask. json
07 _VLAN_PCP. json

08 _IP_DSCP_IPv4. json
08_IP_DSCP_IPv6. json
09_IP_ECN_IPv4. json
09 _IP_ECN_IPv6. json
10_IP_PROTO_IPv4. json
10_IP_PROTO_IPv6. json
11_IPV4_SRC. json
11_IPV4_SRC_Mask. json
12_IPV4_DST. json
12_IPV4_DST_Mask. json
13_TCP_SRC_IPv4. json

13_TCP_SRC_IPv6. json
14 _TCP_DST_IPv4. json
14_TCP_DST_IPv6. json
15_UDP_SRC_IPv4. json
15_UDP_SRC_IPv6. json
16 _UDP_DST_IPv4. json
16 _UDP_DST_IPv6. json
17 _SCTP_SRC_IPv4. json
17 _SCTP_SRC_IPv6. json
18 _SCTP_DST_IPv4. json
18_SCTP_DST_IPv6. json
19 _ICMPV4_TYPE. json
20 _ICMPV4_CODE. json
21 _ARP_OP. json
22_ARP_SPA. json

22 _ARP_SPA_Mask. json
23 _ARP_TPA. json

23 _ARP_TPA_Mask. json
24 _ARP_SHA. json

24 _ARP_SHA_Mask. json
25_ARP_THA. json
25_ARP_THA_Mask. json

26 _IPV6_SRC. json

26 _IPV6_SRC_Mask. json

27 _IPV6_DST. json

27 _IPV6_DST_Mask. json

28 _IPV6_FLABEL. json

28 _IPV6_FLABEL_Mask. json
29_ICMPV6_TYPE. json
30_ICMPV6_CODE. json
31_IPV6_ND_TARGET. json
32_IPV6_ND_SLL. json
33_IPV6_ND_TLL. json
34_MPLS_LABEL. json
35_MPLS_TC. json

36 _MPLS_BOS. json
37_PBB_ISID. json

37 _PBB_ISID_Mask. json

38 _TUNNEL_ID. json

38 _TUNNEL_ID_Mask. json
39_IPV6_EXTHDR. json

39 _IPV6_EXTHDR_Mask. json

ryu/tests/switch/of13/meter:
01_DROP_OO_KBPS_00_1M. json

01_DROP_OO_KBPS_01_10M. json
01 _DROP_OO_KBPS_02_100M. json
01_DROP_01_PKTPS_00_100. json

02_DSCP_REMARK_00_KBPS_00_1M. json

02_DSCP_REMARK_00_KBPS_01_10M. json
02_DSCP_REMARK_00_KBPS_02_100M. json
02_DSCP_REMARK_01_PKTPS_00_100. json
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01 _DROP_O1_PKTPS_01_1000. json
01 _DROP_O1_PKTPS_02_10000. json

02_DSCP_REMARK_01_PKTPS_01_1000. json
02_DSCP_REMARK_01_PKTPS_02_10000. json

OpenFlow 1.4:

ryu/tests/switch/of14/action:

00_0OUTPUT. json 20_POP_MPLS. json
11_COPY_TTL_OUT. json 23_SET_NW_TTL_IPv4
12_COPY_TTL_IN. json 23 _SET_NW_TTL_IPv6
15_SET_MPLS_TTL. json 24 _DEC_NW_TTL_IPv4
16_DEC_MPLS_TTL. json 24 _DEC_NW_TTL_IPv6

17 _PUSH_VLAN. json

17 _PUSH_VLAN_multiple.json

18 _POP_VLAN. json
19 _PUSH_MPLS. json

25_SET_FIELD
26 _PUSH_PBB. json

26 _PUSH_PBB_multiple. json

27 _POP_PBB. json

19 _PUSH_MPLS_multiple.json

ryu/tests/switch/of14/action/25_SET_FIELD:

03 _ETH_DST. json

04 _ETH_SRC. json
05_ETH_TYPE. json

06 _VLAN_VID. json

07 _VLAN_PCP. json
08_IP_DSCP_IPv4. json
08 _IP_DSCP_IPv6. json
09_IP_ECN_IPv4. json
09_IP_ECN_IPv6. json
10_IP_PROTO_IPv4. json
10_IP_PROTO_IPv6. json
11 _IPV4_SRC. json
12_IPV4_DST. json
13_TCP_SRC_IPv4. json
13_TCP_SRC_IPv6. json
14 _TCP_DST_IPv4. json

14 _TCP_DST_IPv6. json
15 _UDP_SRC_IPv4. json
15_UDP_SRC_IPv6. json
16 _UDP_DST_IPv4. json
16 _UDP_DST_IPv6. json
17 _SCTP_SRC_IPv4. json
17 _SCTP_SRC_IPv6. json
18 _SCTP_DST_IPv4. json
18_SCTP_DST_IPv6. json
19_ICMPV4_TYPE. json
20_ICMPV4_CODE. json
21 _ARP_OP. json
22_ARP_SPA. json
23_ARP_TPA. json

24 _ARP_SHA. json
25_ARP_THA. json

ryu/tests/switch/of14/group:

00_ALL. json
01 _SELECT_Ether. json

01 _SELECT_IP. json
01 _SELECT_Weight_Ether. json

ryu/tests/switch/of14/match:

O0_IN_PORT. json
02_METADATA. json
02_METADATA_Mask. json
03 _ETH_DST. json

03 _ETH_DST_Mask. json
04 _ETH_SRC. json

04 _ETH_SRC_Mask. json
05_ETH_TYPE. json

06 _VLAN_VID. json

06 _VLAN_VID_Mask. json
07 _VLAN_PCP. json
08_IP_DSCP_IPv4. json
08 _IP_DSCP_IPv6. json
09 _IP_ECN_IPv4. json
09_IP_ECN_IPv6. json
10_IP_PROTO_IPv4. json
10_IP_PROTO_IPv6. json
11 _IPV4_SRC. json
11_IPV4_SRC_Mask. json

13_TCP_SRC_IPv6. json
14 _TCP_DST_IPv4. json
14 _TCP_DST_IPv6. json
15_UDP_SRC_IPv4. json
15_UDP_SRC_IPv6. json
16 _UDP_DST_IPv4. json
16 _UDP_DST_IPv6. json
17 _SCTP_SRC_IPv4. json
17 _SCTP_SRC_IPv6. json
18_SCTP_DST_IPv4. json
18_SCTP_DST_IPv6. json
19 _ICMPV4_TYPE. json
20_ICMPV4_CODE. json
21 _ARP_OP. json
22_ARP_SPA. json
22_ARP_SPA_Mask. json
23 _ARP_TPA. json

23 _ARP_TPA_Mask. json
24 _ARP_SHA. json

26 _IPV6_SRC. json

27 _IPV6_DST. json

28 _IPV6_FLABEL. json
29 _ICMPV6_TYPE. json
30_ICMPV6_CODE. json
31_IPV6_ND_TARGET. json
32_IPV6_ND_SLL. json
33_IPV6_ND_TLL. json
34_MPLS_LABEL. json
35_MPLS_TC. json
36_MPLS_BOS. json

37 _PBB_ISID. json

38 _TUNNEL_ID. json
41 _PBB_UCA. json

01 _SELECT_Weight_IP

26_IPV6_SRC. json

26 _IPV6_SRC_Mask. json
27 _IPV6_DST. json

27 _IPV6_DST_Mask. json
28 _IPV6_FLABEL. json

28 _IPV6_FLABEL_Mask. json

29_ICMPV6_TYPE. json
30_ICMPV6_CODE. json
31_IPV6_ND_TARGET. json
32_IPV6_ND_SLL. json
33_IPV6_ND_TLL. json

34 _MPLS_LABEL. json
35_MPLS_TC. json

36 _MPLS_BOS. json
37_PBB_ISID. json
37_PBB_ISID_Mask. json
38 _TUNNEL_ID. json

38 _TUNNEL_ID_Mask. json
39_IPV6_EXTHDR. json
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£ AME o

75
0 =01, OpenFlow 22|2|7t 2t2E 7|52 Aolst7| flsll EL8t match / actionsE #2|5t= 7| 7t
A2 UeA| HRlet= HIAE IHEHE PHELICE
1. HIAE IiE MM
2tRE 7t 2t & H|O|S0| I2t T2l S d&ESt= 7|52 Al3dhe tE 22 &=0| Alti=2 2
SotEAl Al LT,
match actions
CHaIPFA ©2(71192.168.30.0/24, &2 MACFAE aa'aa:aa:aa:aa:aa.8 &4
ek MACZEAE bb:bb:bb:bb:bb:bb,2 4
4
TTL ey 7|
Iz 2
O| H|AE IjEH S MU= E|AE T IS PHELICH
g o= 22 s Ut
ZA: EIAE THE! ThQlo] THEO A WHISTHAS Tl T A4 W L2 ADSHAIY] Bt
o4 O|2 : sample_test_pattern.json
[
"sample: Router test",
{
"description": "static routing table",
"prerequisite": [
{

12_IPV4_DST. json
12_IPV4_DST_Mask. json
13_TCP_SRC_IPv4. json

ryu/tests/switch/of14/meter:
01 _DROP_OO_KBPS_00_1M. json

01 _DROP_OO_KBPS_01_10M. json
01 _DROP_OO_KBPS_02_100M. json
01 _DROP_O1_PKTPS_00_100. json

01_DROP_01_PKTPS_01_1000. json
01_DROP_01_PKTPS_02_10000. json

24 _ARP_SHA_Mask. json
25_ARP_THA. json
25_ARP_THA_Mask. json

39_IPV6_EXTHDR_Mask. json
41 _PBB_UCA. json

02_DSCP_REMARK_00_KBPS_00_1M. json
02_DSCP_REMARK_00_KBPS_01_10M. json
02_DSCP_REMARK_00_KBPS_02_100M. json
02_DSCP_REMARK_01_PKTPS_00_100. json
02_DSCP_REMARK_01_PKTPS_01_1000. json
02_DSCP_REMARK_01_PKTPS_02_10000. json

"O0FPFlowMod": {
"table_id": O,

"match": {
"OFPMatch": {
"oxm_fields": [
{
"0XMT1v": {
"field": "eth_type",
"value": 2048
¥
¥o
{
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"OXMT1v": {
"field": "ipvé4_dst",
"mask": 4294967040,
"value": "192.168.30.0"
¥
}
]
}
Fe
"instructions": [
{
"OFPInstructionActions": {
"actions": [
{
"OFPActionSetField":{
"field":{
"OXMT1v":{
"field":"eth_src",
"value":"aa:aa:aa:aa:aa:aa"
}
}
}
1,
{
"OFPActionSetField":{
"field":{
"O0XMT1lv":{
"field":"eth_dst",
"value":"bb:bb:bb:bb:bb:bb"
}
}
}
},
{
"OFPActionDecNwTtl":{}
Fo
{
"OFPActionOutput": {
"port":2
}
}
1s
"type": 4
}
}
]
}
}
1s
"tests": [
{

"ingress": [
"ethernet (dst='22:22:22:22:22:22"' ,src="11:11:11:11:11:11"' ,ethertype=2048)",
"ipv4 (tos=32, proto=6, src='192.168.10.10', dst='192.168.30.10', ttl=64)",
"tcp(dst_port=2222, option='\\x00\\x00\\x00\\x00', src_port=11111)",
"'"\\x01\\x02\\x03\\x04\\x05\\x06\\x07\\x08\\t\\n\\x0b\\x0c\\r\\x0e\\x0f '"
1,
"egress": [
"ethernet (dst='bb:bb:bb:bb:bb:bb',src='aa:aa:aa:aa:aa:aa',ethertype=2048)",
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}
]

2. Al
3. H

"ipv4d (tos=32, proto=6, src='192.168.10.10', dst='192.168.30.10', ttl=63)",
"tcp(dst_port=2222, option='\\x00\\x00\\x00\\x00', src_port=11111)",
"\\x01\\x02\\x03\\x04\\x05\\x06\\x07\\x08\\t\\n\\x0b\\x0c\\r\\x0e\\x0f'"

HES2 xtermOllAl &3 BHE 2he] EJAE THE T S 2| BLC
E 31, -test-switch-dir A4S C|AE 2L OILI2 TIUS 2 YT & YBLICH E3 &4
A TZ19] LIBE &I5t7] 95k ~verbose S42 A HFLIC

H

ol

%
°)

Node: cO:

root@ryu-vm:~$ ryu-manager --verbose --test-switch-dir ./sample_test_pattern.json

ryu/ryu/tests/switch/tester.py

Aty 29022 22 A7t HEZ {0 HEEZH A[FO[ A2 LG

Fdpid=0000000000000002 : receive_packet.. ;240X HIAE THE O egress {222
HYsH ol 2 TH2I0| MEE AE L 4+ AGLICH E6, 07|10 M= HAE =77t 24T =2
9ks LAstAS LI

root@ryu-vm:~$ ryu-manager --verbose --test-switch-dir ./sample_test_pattern.json
ryu/ryu/tests/switch/tester.py

loading app ryu/tests/switch/tester.py

loading app ryu.controller.ofp_handler

instantiating app ryu.controller.ofp_handler of OFPHandler

instantiating app ryu/tests/switch/tester.py of OfTester
target_dpid=0000000000000001

tester_dpid=0000000000000002

Test files directory = ./sample_test_pattern.json

--- Test start ---

waiting for switches connection...

dpid=0000000000000002 : Join tester SW.
dpid=0000000000000001 : Join target SW.

sample: Router test

send_packet: [ethernet (dst='22:22:22:22:22:22"',ethertype=2048, src
='11:11:11:11:11:11"'), ipv4(csum=53560,dst='192.168.30.10"',flags=0,header_length=5,
identification=0,0ffset=0,option=None,proto=6,src='192.168.10.10"',tos=32,
total_length=59,ttl=64,version=4), tcp(ack=0,bits=0,csum=33311,dst_port=2222,offset
=6,option="'\x00\x00\x00\x00"',seq=0,src_port=11111,urgent=0,window_size=0), '\x01\
x02\x03\x04\x05\x06\x07\x08\t\n\x0b\x0c\r\x0e\x0f ']

egress: [ethernet (dst='bb:bb:bb:bb:bb:bb',ethertype=2048,src='aa:aa:aa:aa:aa:aa'),
ipv4 (csum=53816,dst="'192.168.30.10"',flags=0,header_length=5,identification=0,offset
=0, option=None,proto=6,src='192.168.10.10"',tos=32,total_length=59,tt1=63,version=4)
, tcp(ack=0,bits=0,csum=33311,dst_port=2222,offset=6,option="'\x00\x00\x00\x00"',seq
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=0,src_port=11111,urgent=0,window_size=0), '\x01\x02\x03\x04\x05\x06\x07\x08\t\n\
x0b\x0c\r\x0e\x0f ']

packet_in: []

dpid=0000000000000002 : receive_packet [ethernet (dst='bb:bb:bb:bb:bb:bb',ethertype
=2048,src='aa:aa:aa:aa:aa:aa'), ipv4(csum=53816,dst='192.168.30.10"',flags=0,
header_length=5,identification=0,0ffset=0,option=None,proto=6,src='192.168.10.10"',

tos=32,total_length=59,ttl=63,version=4), tcp(ack=0,bits=0,csum=33311,dst_port
=2222,0ffset=6,option="'\x00\x00\x00\x00"',seq=0,src_port=11111,urgent=0,window_size
=0), '\x01\x02\x03\x04\x05\x06\x07\x08\t\n\x0b\x0c\r\x0e\x0f ']

static routing table

Test end

AH|=Z OpenFlow A2(2|0f| SEE 222 =2 L3 ZEULH HAE =70 o5 sSE
2l 222 320 matchdt n_packets?7} 2t7t= 248 & 4 ASL|CH
Node: s1:

root@ryu-vm:~# ovs-ofctl -0 OpenFlowl3 dump-flows si
OFPST_FLOW reply (O0F1.3) (xid=0x2):

cookie=0x0, duration=56.217s, table=0, n_packets=1, n_bytes=73, priority=0,ip,

nw_dst=192.168.30.0/24 actions=set_field:aa:aa:aa:aa:aa:aa->eth_src,set_field:bb:bb
:bb:bb:bb:bb->eth_dst,dec_ttl,output:2

14.3.3 H|AE T{E Il 2t HitH

BlAE DHE Ot &HdA=". jsonof siEdts HIAE MAYLICE CHE A} 20| 2§

= = =g = = =70
[
"XXXXXXXXXX", # Al &= 0|8
{
"description": "xxxxxxxxxx", # Alg WE HH
"prerequisite": [
{
"OFPFlowMod": {...} # SSot= Z£2% &5, 0f &5, 18 &5
3, # (Ryul| OFPFlowMod, OFPMeterMod, OFPGroupMod S
{ # json A OC=2 ZAHM)
"OFPMeterMod": {...} # Z2%2 =0 AN 7|tste 2 ZAazt
3}, # M7l XL (actions = output)? EALZ
{ # =38 LE BISo "T2,5 AdstHAR
"OFPGroupMod": {...} # 1§ T=O0M Iz HE5S & HAL
Fo # ¥ ZE BSE T2,%Xs= 73,38
{...} # A EotY Al
Is
"tests": [
{
# 48 A
# 1 P0F Moz dF A K5 HAE AL R0 wat
# (A)(B) & StHE HY
# () 1 HEZ
"ingress": [
"ethernet (...)", # (Ryu I§Zl 2t0|E2z2| MHZRQ YAao=z 2H)
"ipv4a (...)",
"tep(...)"
1
# B LH AL AL g
"ingress": {
"packets":{
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£ AME o

"data": [
"ethernet (...)", # (A2 T
"ipvd (...)",
"tep (..
1
"pktps": 1000, # 29 HEBote A =5 XY
"duration_time": 30 # AL HE A4S 2 2 2FH
¥
¥o
# 7ltie A2 Zi
# el Zuo ITHo o2t (a) (b) (¢) (d) & ofHE MY
# (a) M7 AL (actions = output )2 =el Al
"egress": [ # 7ty d& 1zl
"ethernet (...)",
"ipvd (...)",
"tep (..
]
# (b) IHZl Q| (actions = CONTROLLER) 2| ZQI AlH
"PACKET_IN": [ # 7|C e Packet-In G| O|E
"ethernet (...)",
"ipvd (...)",
1@ Coo0o0) T
]
# (c) table-miss =Ql Al A
"table-miss": [ # table-missO| &= HE 7|0sts ZE222
0
]
# (d) If2l & (actions = output : X) Of X 2|29 ZOl Al
"egress": [
"throughput": [
{
"OFPMatch":{ # X2|Z& =0
# B swo| S8 =
3, # 222 &2 Match =4
"kbps":1000 # oA XH2/ZHS Kbps 2 2 FH
Fo
{...},
{...}
]
]
Yo
{...},
{...}
]
# A1
.}, # AlS2
.} # AE3
B) €4 AlZt ¢4 OfF,E, 7|Uist= M2 An2"(d) W2l dE
g % 282} 21450 A1 ™ o swel A2|Zs S84 4 ASU L
E Ii¥ YoM 2| Y5te Y/ £ ZE HS9| 2atof thst 20|="< &1 )
S ZLISHIAIL.

2

e

o

8 21|

ool
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(1) HE mj3lof M o[o|Z|

—_

o Target SW
(OpenFlow switch)

target_sw_sending_port_
target_sw_sending_port_1
target_sw_receiving_port

tester sw_sending _po
tester_sw_receiving_port

_/—tester_sw_recelwng_port_

Auxiliary SW
(OpenFlow switch)

Test tools
(OpenFlow controller)

Port No.

a2

Flow_mod HA|Z] / Meter_mod HA|Z]| HIAES £5t= H2 & IZo d& 0|0|X|= L3t 25U
ct.

1. B2 SWO T2l &4 E (ZE s 1)o|M IHA &

N

2. Al e SWel i

A
L
3. AIE oid swel ozl &4

>
=
|m
H
|m
rE
fol
N
=2
>
=2
N
njo
4
=

4. B SWO| {3l 4=

4 Target SW
(OpenFlow switch)

. sends the packet
Port No.2)

4 . receives the
pagket

Test tools  (port
(OpenFlow controller)

. Auxiliary SW
(OpenFlow switch)

!
o>
o
=)
~
rr
o
ojo
i)
my
o>
i
il

Group_mod HA[Z| EIAEES +3ctE 2 4 E TfAQ
1. 22 SWel T2l S41 &
2. A" oig Swel o2l =41

&

3. Al Hid swel Tzl
oM T HE
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14.3. HIAE T3 AL Of

4. HR SWO T2l Al ZE | (RE WS Q) = HR SWIHZ LA ZE D (ZE HS 3)0)A THZIS
Al
Target SW
(OpenFlow switch)
3 . sends the packet
(Port No.2 or 3)
4 | receives the
: packet
Test tools  (port™
(OpenFlow controller) Auxiliary SW
(OpenFlow switch)
Port No.
&2 20|, Group_mod EIAEE £3ll5t= 00T AR T4 SWel T2l ZE 2 & B2 SW I3l =4
2E 28 0|85tz 37t A&H T

14.3.4 ZE H35 #17

=8| 2 H0|M OpenFlow A2[Q| LE HSINE|AE L4 ol ot a0 T2 HAE =41 AH3HA| S
= A Y5t HIAEO AIEY ZE Ho S HEAY = JSLICT
ZE BSE HEste 2 3 24t
=M Ay 7|28k
--test-switch-target_recv_port AS CHAF AQIZ|O|A IHZ! £AI ZE | 1
O|ZE HE
-—test-switch-target_send_port_1 | A CHA AX|OA THZ! SAI ZZE | 2
19 ZE HS
-—test-switch-target_send_port_2 | A|E CHA AIX|O|A 42! SA ZE | 3
29| ZE HS
--test-switch-tester_send_port HZ AR M IZI SAI LEO| I | 1
EHS
--test-switch-tester_recv_port_1 | B2 AQX|0|M IfZ A ZE 19| | 2
TE HS
-—test-switch-tester_recv_port_2 | EX A |0 IfZ! A1 ILE 29| | 3
LE WS
O] 2HE Soll ZE ¥ 5 HES= 4%, EI2E IiH THAOM LE |15 Zf E5t HATHOF &S 25
A2,
<ZI>SH|AE DHE Ol 2bdo] Zhet Bx 2=

BIAE IHEH OjUO| ZE BT I3 A Y5t= 220 3 242 0|52 A Y5IHHAE =7 4
U2 THAIE LT Ol 501, Ch3t 20| HIAE THE IS 2dfiL(ct

1od
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2| HAE &5

"OFPActionOutput": {
"port":"target_send_port_1"
}

J G, b3 20| HAE =12 A

root@ryu-vm:~$ ryu-manager --test-switch-target_send_port_1 30 ryu/ryu/tests/switch

/tester.py

1 21}, HAE IHE T

"OFPActionOutput": {

o B¢ B20| TSRt 20| EAE ZR0A SHAIELIC
—

"port":30
}
O|ZAI5H0, E|IAE T{E THUQ| LE WS IS HAE &7 LaMA|0f 2 4 UA E LT
14.4 2-%— U'||A|Z| 2=
O] =70 2 &= 27 HAA] 52 B0 FLIC
22 4A|R| 44
Failed to initialize flow tables: barrier request | O] A|RO|Al Al CHA SWO| 222 S5 AL
timeout. ATl (Barrier Request A|Zt A5t
Failed to initialize flow tables: [err_msg] OfR|ak A| SO M Al CHAF SWO| 222 &2 Al
AHlof| A (FlowMod CH&t Error B A| | =41)
Failed to initialize flow tables of tester_sw: | O] A|[HOA EZ SWO| S22 SH= AlA| ATy
barrier request timeout. (Barrier Request A|ZH At
Failed to initialize flow tables of tester_sw: | OFA|2} A|RHO|A E2 SWO| 222 &= AMA| A
[err_msg] I (FlowMod CHSt Error DA R] £=41)
Failed to add flows: barrier request timeout. | A& CHA SWOl| TSt E22 &2 55 A

(Barrier Request A|Zt |5t

Failed to add flows: [err_msg] Al Ciet SWol tlist S29 &= 5 A0
(FlowMod CHSt Error HIA|R| £=41)

Failed to add flows to tester_sw: barrier re- | 22 SWO|| Chst 222 &2 S 2 AT} (Barrier

guest timeout. Request A|ZFA|5H

Failed to add flows to tester_sw: [err_msg] | EZ SWO|| CHSt 222 &= S2 AT (Flow-
Mod Tt Error B A| Z| 4=41)

Failed to add meters: barrier request time- | A& CH4f SWO| CHSt 0| &S S2 ATH (Bar-

out. rier Request A|Z+ A5t

Failed to add meters: [err_msg] Al o SWoil Chst 0|y &5 &5 A1 (Me-
terMod CHSt Error HIA|Z] £=41)

Failed to add groups: barrier request time- | A|& CHAF SWO]| CHst 0§ =2 S2 ATH (Bar-

out.

rier Request A|Zt A5t

Failed to add groups: [err_msg] A3 CHAN SWoO| Tist 12 &2 S 2 ATy
(GroupMod EhSt Error Bl A| 2| 4=41)
QIH} AHO|
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=2
=

Table 14.1 — O| H|O|A|Of| A A&

2 OjAlA| 44

Added incorrect flows: [flows] A& CiA SWO| CHSH 222 &2 S2 80l @
2 (07]3] g2 22 =0 55 =)

Failed to add flows: flow stats request time- | A& CiAF SWOf| Clist 222 &2 S2 &0l 4l

out. I{ (FlowStats Request A|ZF A|st)

Failed to add flows: [err_msg] Al CfA SWOf TS 222 35 55 &2l 4
I (FlowStats RequestOi| CHSt Error | A| 2] 4=
4)

Added incorrect meters: [meters] AlE CHA SWO Clist O/ =2 S&2 3901 22
(0| 7|2| Z¢t 0|y &=0| 5= &)

Failed to add meters: meter config stats re- | AIE CH4 SWO|| CHSH OJE| &2 S2 &0l Ay

quest timeout. (MeterConfigStats Request A|ZF A|5H)

Failed to add meters: [err_msg] Al CHA SWOll CHSt Ol & &5 =+l A j
(MeterConfigStats RequestOil CH&t Error Of| A|
Al 4)

Added incorrect groups: [groups] Al Oi4 swofl et & gt 55 &0l 2F
(0f|7|12] et O &=0| s5&)

Failed to add groups: group desc stats re- | A& CHa SWOf| TSt O =2 S2 &0l AT

guest timeout.

Failed to add groups: [err_msg]

24)

Failed to request port stats from target: re-
guest timeout.

A& CiAF SWO| PortStats 7+ 22| 28t
Stats Request A|ZF A 6t)

(Port-

Failed to request port stats from target:
[err_msg]

AE CHA SWe] PortStats 74 22| 28t (Port-
Stats RequestOi| TS Error B A|X| £=41)

Failed to request port stats from tester: re-
guest timeout.

H2R SWQ| PortStats 7tA 22| £2¢t (PortStats
Request A|Zt A5t

Failed to request port stats from tester:

B2 SWQ| PortStats 7tA 22| £¢t (PortStats

[err_msg] RequestO| CHEt Error Bl A|Z| £=41)

Received incorrect [packet] O AT 23 IZ] Al 22 (ZEE 318 4
)

Receiving timeout: [detail] O AHE 23 izl 41 ATf (A2 =1}

Failed to send packet: barrier request time- | T{Z! & AO{ (Barrier Request A|Z+ A|5H)

out.

Failed to send packet: [err_msg] ozl A2 A1l (Packet-Out CHSH Error B A| Z|
)

Table-miss  error: increment in | table-miss &°l & (220 match)

matched_count.

Table-miss  error: no change in | table-miss &9l 22 (I{Z10| CHAC| S22 |

lookup_count.

0| 20iIM 2 2|Z[2| 48)

[Eoe]

Failed to request table stats: request time-
out.

table-miss Q1 ATl (TableStats Request A|Zt
Aeh)
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Table 14.1 — O| H|O|A|Of| A A&

25F HAIA| 29

Failed to request table stats: [err_msg] table-miss Q! AT (TableStats RequestOi| CH
St Error B[ A| 2| a=41)

Added incorrect flows to tester_sw: [flows] | E& SWO|| Cist E22 &2 S2 310l 22 (0]

o T
7|3 g2 BRS 320| S28)

Failed to add flows to tester_sw: flow stats | 2 SWO|| Lt 222 &2 S 2 59l Almj
request timeout. (FlowStats Request A|Z+ A| 5t

|
Failed to add flows to tester sw: [err_msg] | B2 SWO|| st 222 a2 S22 &9l Alnj
r

(FlowStats RequestO| CHst Erro [AlZ] a=41)
Failed to request flow stats: request timeout. | 2|2 &QIA| £Z SWO| CHst A= S=E
2ol ATf (FlowStats Request AI7 Ash)
Failed to request flow stats: [err_msg] 2| SIA| B2 SWO|| Llfst S22 o= 55
2ol AIff (FlowStats RequestOi| CHSt Error O
A|Z] g=41)
Received unexpected throughput: [detail] 7|CH2| A 2|HOlM SEHO” 2| =
Disconnected from switch AIS CHA SW = E2 SWOA 23 ThM 2ha
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OF7 | &l

Ryu Of7[E12] & 471 LT 2t SeHA0| ALS Y S2 APl &AL & ZESHAIL

15.1 S8 =22y 2 H

Ryu & 220 T2y RS 2L

ryu-manager process

Application

Event loop |Call
Thread ———>Event handler

Retrievdg an event
Event queue

¢Eve Nt

|
Data path thread

vent

15.1.1 28 m=z2H

S8 Z=M2 ryu.base.app_manager.Ryulpp = &5t SHAQULICH AFRZ 222 S8 T2 o
2 7l=gUHt
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http://ryu.readthedocs.org/en/latest/

Chapter 15. O}7|Elx]

15.1.2 O|HIE
O|HIE= ryu.controller.event.EventBase = A&5H S2fA 9| JHA|QULICtH S8 T2 24 710] EAI2
ORIEE S+ 2MN THs BT

15.1.3 O|HIE T

2t
21

0[0

Eo=H

rlo
o
=
Im
4>
>
mjo
40
_o'h
=]
i
gﬂ
=
N
Rl
]

o
o>
r
anl

15.1.4 Ag|=

Ryu £ eventletS ALESH HE|-A2E2 SARILICH L= = BIHAHY 0|22, A[Zt0] 22l H2lE &
o

dots dF0le T2t B2ELL

oMIE 21

SE ZZ2 M G ot 7o A E U A2 2 WL O A2 Es O|HIE FEE A3l §LCt OHIE
FIO=0|HIE 7O O|HIET JA2H LY ST O|HIE X{2|7| (Flo| 4F) E SEELICt

FIt 28 =

hub.spawn gtE AtESI0] 7t A ES S S8 Z20H B #2[E g & USHCH

eventlet

eventlet 7|52 S8 Z2H0H|M 2 Y AEE & UA|T, -] ghgL
Sote e E AFESIES SHYAIL.

o
AN
or
Q'E
2
0
[

O
0
L

=2
>
N

15.1.5 O|HIE Z{2|7|

222 O] A EE ryu.controller.handler.set_ev_cls G| 22|0|E{ 2 StASI0] O|HIE
e|7|E ;HQ|%F—/|\- USLICE OHE Hel7|= A EE FAQ O|HEY HUMMS I S8 22 O|HIE
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HE3|EM

2E LA ATEQN 9 RO| F StLZ, AHA| 20 oe o~ AS LI O] oAM= Ryu o 7o) 20
ote YYS 71 gH T

P
<

C

1o
=
ng
rlo
=2
ne
oL
L)
[>
[m
]
ojN
0z
|0

R

02

g3 AGHCH 2 HIEYAE 7HY ste AFE Al

https://lists.sourceforge.net/lists/listinfo/ryu-devel

Y| AES a2 72422 YO|= 2 FLILH AFEY S 2/20] A7 L 222 2oz A 22
JEO| OIS O, Ol S EUe AS YEL B2 RlEUL 2E 24 ATEQ0E ARSI A At

17t Z2HEN| S28t 7|00]7] th2 LT

16.2 7|4 24

O MlH0ME Ryu of ZHZOf| Tt &g & Jnef AFgHof ths 2

|I°I'

fLICE

16.2.1 Python

Ryu = Python 2.7 & Python 3.42 X|¢ELC} CF2 Python H 0| CHSH M= R|5HA| ©t7| 20| 52t
2 Bt &L L

16.2.2 3% AEIA
Ryu &4 FE= PEP8 2 AEIY & 45t AFLIEE FO MEcHA|2, RS 2 Tofl= i W

http://www .python.org/dev/peps/pep-0008/

£ AETHPEP8S &4 oteA| &5t B AE MIA0|M Aolists ATFELL A HA|E O

=/

https://pypi.python.org/pypi/pep8
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Chapter 16. HEZ|HM

16.2.3 HIAE

Ryu Ofl& Z 7t2| 2ts3tE HIAET UR|TE 74 2HESHD O] A ElE A2 Ryu 22 2HYE|= el E|
£E QLICt Fof 0[0F7|5h=, TR E 2 Wofl= HE A TE0f Tl BIAE 20| 4IstR| gbs AS
0J2| 2l SHUA|2. L5t M2 F7tel A4 IE0|= Hel HIAE Csl 7tset 20| 2F5k= A0l Bt 2
& A YUt

$ cd ryu/
$ ./run_tests.sh

16.3 T{jz| & 7|

e FME HA 2 S22 MPa0 24 IES HE ot Wolls HE AIRS IH2|T =, 0|2E 2|AE
2 2L 2 HE2 02 Y™ LE oM =2|x|= A0| BiE2g AY LT

FM: Ryu &4 3E AZLE GitHub O Z25H2(2 & 248 0|85 7iY Z2M|AJt Opof 29| SHYAIL
EUE T2 FA2 Linux HE 7HE O|M AFE &= AEIY S AFESI AGLICH Of ME0M = Of AEHY T
2| S WL 2| LEO| AT(7HA] 9| O S 47K Stal UFLICE. B ZMIS LIE2 &d 2AME 2 SHAIR

http://Ixr.linux.no/linux/Documentation/SubmittingPatches
O TAE 04 BiLct

1. AA FC 2 %3 012

S Ryu o 24 BE S 3 OFR FLICE GitHub 04 A2 T £ fork 5101 2H4 o] 24l
AYLE WSO YRR, Teslstr] 2f6 F=2S AHZ AFESHY oA 2 2L T
$ git clone https://github.com/osrg/ryu.git $ cd ryu/
2. 2N FE HA
Ryu 24 ZEO| WL AFS HHBILICH U8 TEY Th= ¥ Y82 A BTt
$ git commit -a
3. T2 S 7|
HE &2l ot tish Iz S SLIC IH2|= Signed-off-by : @S £0l= A2 LA| OHY
A2, O M2 G40l A& st 2|7t 2E A4 AT EQ|0] 20| MA0 2|7t 253 A &
LT
$ git format-patch origin -s
4. Thz| 27|

ohy B Ij| 0| SHIER| Holst 3, HUR HULICH HY HUS B S5 YD
git-send-email (1) 8 AHB3HE 222 Tt o2 2| & 4 UgLc,

$ git send-email 0001-sample.patch

5. 887
IHZ|of CHEt SES 7ICHRUCE U2 2ot S0 = F2% AR, A4 At 50| A2 U
= $Y5t0] ThA| 2 TRt S AYU
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CHAPTER 17

9 AL

O OM= RyusS O 8¢ ME|A 7 HFL| AE AIHELICY.

17.1 Stratosphere SDN Platform (AE2IEA I|0{)

Stratosphere SDN Platform (0|5} SSP)= AEEIEA T|0] ALQ| 7HEF AT EQ|0] A EQL|CI SSPE 0|8
5t0] VXLAN, STT, MPLS &2 EH23 2 EZS AIE5I0| Edge 28{2{|0] HAIQ| 71y HEYIE ¢E 5
UELCE

Lch ZtEjdey nRER

gl 2t EET

2212 HOAHES 22| & &
A

H A o

Il
£0 >

29 T2EZ2 VLAND AS H
=0l VLANS &8 At8ot= AEC} B
CloudStack Z2 laaS 2T EQ||0{2} &4
SSP= 7|58 £35H= OpenFlowZE AF235tD 9o, B %
L|Ct. O|R2&= B2 OpenFlow1.1 0|42 29| H2S &

EZ £20|M 2| ¥5t= OpenFlow 1.1 0|F 2| Y5t T2

H2t7 VLAN 12 BIEECH 37| ©f
&L Ct E35t SSP= OpenStack 1t

1.1.400 & HEE2Z RyuS 2HEHSID /UG
%Q'—Itr SSPE MPLSO|| tHE Al7| =0 22
| 9/329| =J0] =AU

D—o-|> rx

0] MEUZOl $22 ALg5H= OpenFlow 2913 22|

23
o
e

F4: OpenFlow Z2EZF 2|9 2| AMt= 2 7
&= &5 efatof gLt

5t ) Q1012 PythonS AIBE 4 QUi HE S 4 UBLICH AESHEA T|0fo] et Python 23
©2 AIZ5HT YUOD, SSP B2 H20| Python© 2 2|0 ULICH Python A1 7]2219] £0l9t 21
o l0fo] AR S S5 2 BRI BAS JIchE 4 AASLICH

ALEQ0{ZE 0j2f Ryu S8 L1242 UHS0| REST APIS £ SSPO| CH2 T4 240} AT AR
Cf ATEQOIS 75 T2 0f2f S8 T2IAO2 BG5S S5 £2 44 IEES KAt

A0} H+H0[AG LT

17.2 SmartSDN Controller (NTT Z$|0{)

"SmartSDN Controller,= 7|Z2| 2t& 24 A|0f0f] #ist= HIE/JAR UF A0 7|5 (HEXT 7tdst/ 2|
4o} 5)2 AlS5h= SDN HES YL
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Flexible network path control

Service C

H P

"SmartSDN Controller,.2 Ct& & 7t%|2] E3

o
=
Qo UES T 2t

1. 7Md HEHZ

a

Semce A

Path control by QoE*

*QoE: An abbreviation for Quality of Experience, which means the quality of experience
the user feels about services such as IP phone, movie delivery and othe services.

Video images when quality
has deteriorated
(block noise is occurring)

-
" Switching

Improved by QoE control

ZFA| 2 ASLIE.

E|
o

SUTH HA HERT0| o 712 7t HERIE #=510], AHEAIS| 2710 RS HE
3 SE S Aot Ald 50 w2t dH| H|E2| A3 7tsotAZUCH £, AZ7HA]
NEHoz YEE LY 5ti) A% 2tREHE SYUA 22|24 HERT A E ot
St IH0[Lt HESTo| EciT! &&t0f U= st 22 HE S 7ts5HA gLt
MHE|A o|gate] Az F2 (QoE.: Quality of Experience)0l £=35t11, 8410| S22+ U|
EQ[Ao B (HAE, A, &4, 224Y )0 A& 52 (QoE)E &elstn H L& F
EZ 23510 AMH|A T2 oY FR|E MSELCH
2. 1g B4 28722 HEYIA LMY &
HEEZ Q| & UMA0| = MHIAE A&517| 2ol S5 42 28 ot YELC 5t
HE APO|E 22 S4 THZE FAMKHCE Pt F 20| &2|= 2422 OpenFlow ALY
of AR HEZ 2UHY 7|52 A & 4 Qls B2 9| 27| &hA a4l Z+E Al
S (A 0, EE 20l §)3 7HsstAIRL CE
ESHHESRIT HA|, HER T MEf B012 GUIE Edll AlZstst B9 A2 2| o] 9|5t
2| ¢t= 2E8S 7tsotAlst, HESA 2F HIES FZELICH
rSmartSDN Controller,2| 7HEH0l| QIO{M= CF29| RS OFE OpenFlow?| ZQQIIE MA & T T}
UUSLICH
« OpenFlow AtZS ZHAHO = Z|¥S Q= T AKHI
+ OpenFlow H 0| 2Z2 AI&stn A7| W20, U] wa| O2t7H= o CHS0| 7ts8H T2 U2
=1
0| S0A Ryu=
« OpenFlow?| Zt HAHQ| 7|52 &3 A|H
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